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Preface

The 11th IMA Conference on Cryptography and Coding was held at the Royal
Agricultural College, Cirencester, UK during December 18-20, 2007. As usual,
the venue provided a relaxed and convivial atmosphere for attendees to enjoy
the conference programme and discuss current and future research ideas.

The programme comprised three invited talks and 22 contributed papers. The
invited speakers were Jonathan Katz (University of Maryland, USA), Patrick
Solé (Ecole Polytechnique de 1'Université de Nice-Sophia Antipolis, France) and
Whit Diffie (Sun Microsystems, USA). Special thanks are due to these speakers.
Two of the invited speakers provided papers, included in this volume, which high-
light the connections between cryptography, coding theory and discrete mathe-
matics.

The contributed talks were selected from 48 submissions. The accepted pa-
pers cover a range of topics in mathematics and computer science, including
symmetric and public key cryptography, Boolean functions, sequences, efficient
implementation and side-channel analysis.

I would like to thank all the people who helped with the conference pro-
gramme and organization. First, I thank the Steering Committee for their guid-
ance on the general format of the conference and for suggestions of members
of the Programme Committee. I also heartily thank the Programme Committee
and the sub-reviewers listed on the following pages for their thoroughness during
the review process. Each paper was reviewed by at least three people. There was
significant online discussion about a number of papers.

The submission and review process was greatly simplified by the ichair soft-
ware developed by Thomas Baigneres and Matthieu Finiasz. Thanks also to Jon
Hart for running the submissions Web server and Sriram Srinivasan for designing
and maintaining the conference Web page.

Thanks go to the authors of all submitted papers. I also thank the authors
of accepted papers for revising their papers according to referee suggestions and
returning latex source files in good time. The revised versions were not checked by
the Programme Committee so authors bear full responsibility for their contents.
I thank the staff at Springer for their help with producing the proceedings.

I thank Hewlett-Packard and Vodafone for their sponsorship of this event.

Finally, I wish to thank the conference staff of the Institute for Mathematics
and its Applications, especially Lucy Nye and Sammi Lauesen, for their help
with running the conference and handling the finances.

October 2007 Steven Galbraith
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Efficient Cryptographic Protocols Based on the
Hardness of Learning Parity with Noise

Jonathan Katz*

Dept. of Computer Science
University of Maryland
jkatz@cs.umd.edu

Abstract. The problem of learning parity with noise (The LPN prob-
lem), which can be re-cast as the problem of decoding a random linear
code, has attracted attention recently as a possible tool for developing
highly-efficient cryptographic primitives suitable for resource-constrained
devices such as RFID tags. This article surveys recent work aimed at de-
signing efficient authentication protocols based on the conjectured hard-
ness of this problem.

1 Introduction

1.1 The LPN Problem

Fix a binary vector (i.e., a bit-string) s of length k. Given a sequence of randomly-
chosen binary vectors ay,...,a, along with the values of their inner-product
z; = (s,a;) with s, it is a simple matter to reconstruct s in its entirety as soon as
£ is slightly larger than k. (All that is needed is to wait until the set {a;} contains
k linearly-independent vectors.) In the presence of noise, however, where each
bit z; is flipped (independently) with probability e, determining s becomes much
more difficult. We refer to the problem of learning s in this latter case as the
problem of learning parity with noise, or the LPN problem.

Formally, let Ber. be the Bernoulli distribution with parameter € € (0, }) (so
if v ~ Ber. then Prlv = 1] = ¢ and Pr[v = 0] = 1 — ¢), and let Ag. be the
distribution defined by:

{a — {0, 1}%:v « Ber. : (a, (s,a) @ v)}.

Let Ag also denote an oracle which outputs (independent) samples according
to this distribution. Algorithm M is said to (t, g, 6)-solve the LPN. problem if

Pr[s « {0,1}%: MA==(1%) = 5] > ¢,

and furthermore M runs in time at most ¢ and makes at most ¢ queries to its
oracle. (This formulation of the LPN problem follows [I8]; an alternative but

* Supported in part by NSF CyberTrust grant #0627306 and NSF CAREER award
#0447075.

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 1 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 J. Katz

essentially equivalent formulation allows M to output any s satisfying at least a
(1—¢) fraction of the equations returned by As ..) In asymptotic terms, the LPN,
problem is “hard” if every probabilistic polynomial-time algorithm M solves the
LPN. problem with only negligible probability (where the algorithm’s running
time and success probability are functions of k).

Note that € is usually taken to be a fixed constant independent of k, as we will
assume here. The value of € to use depends on a number of tradeoffs and design
decisions: although, roughly speaking, the LPN. problem becomes “harder” as
¢ increases, a larger value of € also affects the error rate (for honest parties) in
schemes based on the LPN problem; this will becomes more clear in the sections
that follow. For concreteness, the reader can think of € = é.

The hardness of the LPN. problem, for any constant ¢ € (0, %), has been
studied in many previous works. It can be formulated also as the problem of
decoding a random linear code, and is known to be N'P-complete [2] as well as
hard to approximate within a factor better than 2 (where the optimization prob-
lem is phrased as finding an s satisfying the most equations) [12]. These worst-
case hardness results are complemented by numerous studies of the average-case
hardness of the problem [BIAJGI200T3IT4U24]. Currently, the best algorithms for
solving the LPN_ problem [A9123] require ¢, q = 20/ 198F) o achieve § = O(1).
We refer the reader to [23] for additional heuristic improvements, as well as a
tabulation of the time required to solve the LPN. problem (for various settings
of the parameters) using the best-known algorithm.

The LPN problem can be generalized to fields other than Fy (or even other
algebraic structures such as rings), and these generalizations have interesting
cryptographic consequences also [24]. Such extensions will not be discussed here.

1.2 Cryptographic Applications of the LPN Problem

It is not too difficult to see that hardness of the LPN. problem implies the
existence of a one-way function. More interesting is that such hardness would
imply e cient and direct constructions of pseudorandom generators [3124]; see
Lemma [ for an indication of the basic underlying ideas. Furthermore, gener-
ating an instance of the distribution Ag. is extremely “cheap”, requiring only
k bit-wise “AND” operations and k — 1 “XOR” operationsl] Finally, as men-
tioned earlier, the best-known algorithms for solving the LPN. problem are only
slightly sub-exponential in the length k of the hidden vector. Taken together,
these observations suggest the possibility of using the LPN. problem to construct
efficient cryptographic primitives and protocols, as first suggested in [3].
Actually, if the LPN, problem is indeed “hard” enough, there is the potential
of using it to construct extremely efficient cryptographic primitives, suitable
either for implementation by humans (using pencil-and-paper) [13/14] or for
implementation on low-cost radio-frequency identification (RFID) tags [17] or
sensor nodes. Focusing on the case of RFID tags, Juels and Weis [I7125] estimate

! This assumes that generating the appropriate random coins is “free”, which may not
be a reasonable assumption in practice.
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that current RFID tags contain, in the best case, &~ 2000 gate equivalents that
can be dedicated to performing security functions; even optimized block cipher
implementations may require many more gates than this (see [S/I] for current
state-of-the-art).

1.3 Efficient Authentication Based on the LPN Problem

In the remainder of this work, we survey recent work directed toward developing
authentication protocols based on the LPN problem; these protocols have been
suggested as suitable for the secure identification of RFID tags. All protocols we
will consider are intended for the shared-key (i.e., symmetric-key) setting, and
provide unidirectional authentication only; typically, this would permit an RFID
tag, acting as a prover, to authenticate itself to a tag reader acting as a verifier.
We begin with a brief outline of the history of the developments, and defer all
technical details to the sections that follow.

The first protocol we will present — following [I7], we will refer to it as the HB
protocol — was introduced by Hopper and Blum [I3T4] and provides security
against a passive (eavesdropping) adversary. Juels and Weis [T725] were the
first to rigorously prove security of the HB protocol, and to suggest its use for
RFID authentication. (Hopper and Blum proposed it as a way to authenticate
humans using pencil-and-paper only.) Juels and Weis also proposed a second
protocol, called HB™, that could be proven secure against an active attacker
who can impersonate the tag reader to an RFID tag. In each case, Juels and
Weis focus on a single, “basic authentication step” of the protocol and prove
that a computationally-bounded adversary cannot succeed in impersonating a
tag in this case with probability noticeably better than 1/2; that is, a single
iteration of the protocol has soundness error 1/2. The implicit assumption is
that repeating these “basic authentication steps” sufficiently-many times yields
a protocol with negligible soundness error, though this intuition was not formally
proven by Juels and Weis.

Two papers of my own [I8/I9] (along with Ji-Sun Shin and Adam Smith)
provide a simpler and improved analysis of the HB and HB™ protocols. Be-
sides giving what is arguably a cleaner framework for analyzing the security
of these protocols, the proofs in these works also yield the following concrete
improvements: (1) they show that the HB*protocol remains secure under arbi-
trary concurrent executions of the protocol; this, in particular, means that the
HB™ protocol can be parallelized so as to run in 3 rounds (regardless of the
desired soundness error); (2) the proofs explicitly incorporate the dependence
of the soundness error on the number of iterations of a “basic authentication
step”; and (3) the proofs deal with the inherent error probability in even honest
executions of the protocol. (The reader is referred to [I§] for further detailed dis-
cussion of these points.) The initial work [I8] was limited to the case of ¢ < 1/4;
subsequent work [I9] extended these results to the case of arbitrary ¢ < 1/2.

In work tangential to the above, Gilbert et al. [I0] show that the HB™ protocol
is not secure against a man-in-the-middle attack, in the sense that a man-in-the-
middle attacker is able to reconstruct the entire secret key of the RFID tag after
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sufficiently-many interactions. (The reader is additionally referred to the work
of Wool et al. [21I22], for an illuminating discussion on the feasibility of man-in-
the-middle attacks in RFID systems.) This has motivated numerous proposals
(e.g., [5]) of HB-variants that are claimed to be secure against the specific attack
of Gilbert et al., but I am not aware of any HB-variant that is provably-secure
against all man-in-the-middle attacks. To my mind, the existence of a man-in-
the-middle attack on the HBT protocol shows that the protocol must be used
with care, but does not rule out its usefulness; specifically, I view the aim of
the line of research considered here to be the development of protocols which
are exceptionally efficient while still guaranteeing some useful level of (provable)
security. The possibility of man-in-the-middle attacks does not mean that it
is useless to explore the security of authentication protocols in weaker attack
models. Furthermore, as a practical matter, Juels and Weis [I7, Appendix A]
note that the man-in-the-middle attack of [I0] does not apply in a detection-based
system where numerous failed authentication attempts immediately raise an
alarm. Nevertheless, the design of an HB-variant with provable security against
man-in-the-middle attacks remains an interesting open problem.

1.4 Overview of This Paper

The remainder of this paper is devoted to a description of the HB and HB™ pro-
tocols, as well as the technical proofs of security for these protocols (adapted from
[I8IT9]). It is not the goal of this paper to replace [I8/T9]; instead, the main moti-
vation is to give a high-level treatment of the proofs with a focus on those aspects
that might be of greatest interest to coding-theorists. Proof steps that are “techni-
cal” but otherwise uninteresting will be glossed over, and some proofs are omitted
entirely. The interested reader can find full details of all proofs in [I8[19].

2 Definitions and Preliminaries

We have already formally defined the LPN problem in the Introduction. Here, we
state and prove the main technical lemma on which we will rely. We also define
notion(s) of security for identification; these are standard, but some complications
arise due to the fact that the HB/HB™ protocols do not have perfect completeness.

2.1 A Technical Lemma

In this section we prove a key technical lemma due to Regev [24] Sect. 4] (though
without the explicit dependence on the parameters given below, which is taken
from [I§]): hardness of the LPN. problem implies “pseudorandomness” of As ..
Specifically, let Ugy1 denote the uniform distribution on (k 4+ 1)-bit strings. The
following lemma shows that oracle access to As. (for randomly-chosen s) is
indistinguishable from oracle access to Uj1.

Lemma 1. Say there exists an algorithm D making ¢ oracle queries, running
in time ¢, and such that
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|Pr[s « {0,1}7: DA< (1%) = 1] — Pr [DYsr1(1F) = 1]| > 6.
Then there exists an algorithm M making ¢’ = O (¢-6*logk) oracle queries,
running in time ¢ = O (¢t - k6 ?logk), and such that

Pr[s « {0,1}%: M4 (1%) =] > ¢/4.

(Various tradeoffs are possible between the number of queries/running time of
M and its success probability in solving LPN,; see [24] Sect. 4]. We do not discuss
these here.)

Proof (Sketch). Algorithm M“s:<(1¥) proceeds as follows:

1. Fix random coins for D.
2. Estimate the probability that D outputs 1 when it interacts with oracle
Uk41. Call this estimate p.
3. For i € [k] do:
(a) Estimate the probability that D outputs 1 when it interacts with an
oracle implementing the following distribution:
hyb; ' {a — {0,1}%;¢ — {0,1};v — Ber. : (a @ (c- &), (s,a) & 1)},
where e; is the vector with 1 at position ¢ and Os elsewhere. Note that
M can generate this distribution using its own access to oracle As .
Call the estimate obtained in this step p;.
(b) If |p; — p| > /4 set s; = 0; else set s, = 1.
4. Output 8" = (sf,...,s}).

Let us analyze the behavior of M. First, note that with “high” probability
over choice of s and random coins for D it holds that

|Pr [D4==(1F) = 1] — Pr [DYs+1(1%) = 1]| > 6/2, (1)

where the probabilities are now taken only over the answers D receives from its

oracle. We restrict our attention to s,w for which Eq. (l) holds and show that

in this case M outputs s’ = s with probability at least 1/2. The lemma follows.
Setting the accuracy of our estimations appropriately, we can ensure that

|Pr [DYsr (1% w) = 1] — p| < 6/16 (2)

except with probability at most O(1/k). Now focus on a particular iteration ¢ of
steps 3(a) and 3(b). We may once again ensure that

|Pr [D"?(1%;w) = 1] — p; | < 6/16 (3)

except with probability at most O(1/k). Applying a union bound (and setting
parameters appropriately) we see that with probability at least 1/2 both Egs. (2))
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and (B) hold (the latter for all ¢ € [k]), and so we assume this to be the case for
the rest of the proof.

An easy observation is that if s; = 0 then hyb, = Ag ., while if s; = 1 then
hyb, = Ug+1. It follows that if s; = 0 then

|Pr [D"i(1%;w) = 1] — Pr [DY*+ (1F;w) = 1]| > §/2

(by Eq. @), and so [p; —p| > §—2- 5 = % (by Egs. @ and (@) and
st =0=s;. When s; = 1 then

PI‘ [_Dhyb7(].k,W) — 1] _ Pr [DUk+1(]_k’(,d) = ]-] 9

and so [p; —p| < 2- 5 = § (again using Eqs. @) and @)) and s, = 1 = s;. Since
this holds for all i € [k], we conclude that s’ = s. 0

2.2 Overview of the HB/HB+ Protocols, and Security Definitions

The HB and HB™ protocols as analyzed here consist of n parallel iterations
of a “basic authentication step.” (As remarked in the Introduction, the fact
that these iterations can be run in parallel follows from the proofs we will give
here.) We describe the basic authentication step for the HB protocol, and defer
a discussion of the HB™ protocol to Section 2 In the HB protocol, a tag 7 and
a reader R share a random secret key s € {0,1}*; a basic authentication step
consists of the reader sending a random challenge a € {0,1}* to the tag, which
replies with z = (s,a) @ v for v ~ Ber.. The reader can then verify whether the

response z of the tag satisfies z . (s, a); we say the iteration is successful if this
is the case. See Figure [I1

T (s,e) R(s)
« a a— {0,1}*
v < Ber.
z:=(s,a)®v z >

verify: z = (s, a)

Fig. 1. The basic authentication step of the HB protocol

Even for an honest tag a basic iteration is unsuccessful with probability e.
For this reason, a reader accepts upon completion of all n iterations of the
basic authentication step as long as at most &~ ¢ - n of these iterations were
unsuccessful. More precisely, let u = u(k) be such that e -n < u; then the reader
accepts as long as the number of unsuccessful iterations is at mostd u. (Overall,

? As suggested in [I8], an improvement in practice is to also fix a lower bound | and
accept iff the number of unsuccessful iterations is in the range [l, u]. Setting | = 0 (as
we do here) makes no difference in an asymptotic sense.
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then, the entire HB protocol is parameterized by €, u, and n.) Since en is the
expected number of unsuccessful iterations for an honest tag, the completeness
error €. (i.e., the probability that an honest tag is rejected) can be calculated
via a Chernoff bound. In particular, we have that for any positive constant 6,
setting u = (1 + 6)en suffices to achieve e, negligible in n.

Observe that by sending random answers in each of the n iterations, an ad-
versary trying to impersonate a valid tag succeeds with probability

u
a2 > (7)
i=0

that is, 6 , ,, is the best possible soundness error we can hope to achieve for the
given setting of the parameters. Asymptotically, as long as u < (1 — 6) - n/2 for
positive constant 8, the success of this trivial attack will be negligible in n. (This
can again be analyzed using a Chernoff bound.) Our definitions of security will
be expressed in terms of the adversary’s ability to do better than 67, .

Let ’Ts')"fn denote the tag algorithm in the HB protocol when the tag holds
secret key s (note that the tag algorithm is independent of u), and let Rg‘gu’n
similarly denote the algorithm run by the tag reader. We denote a complete exe-

cution of the HB protocol between a party T and the reader R by <’f'7 RHE >

s,g,u,n
and say this equals 1 iff the reader accepts.

For a passive attack on the HB protocol, we imagine an adversary A running
in two stages: in the first stage the adversary obtains ¢ transcriptd? of (honest)
executions of the protocol by interacting with an oracle transg® | (this models
eavesdropping); in the second stage, the adversary interacts with the reader and
tries to impersonate the tag. We define the adversary’s advantage as
Adv%ﬁgéve(e, u,n) < pr [S — {0, 1}F; AT (1) - (AREE )= 1] =8y

As we will describe in Section B2 the HB™ protocol uses two keys sy, s2. We
let THB' _ . denote the tag algorithm in this case, and let REB, _  denote
the algorithm run by the tag reader. For the case of an active attack on the
HB™ protocol, we again imagine an adversary running in two stages: in the first
stage the adversary interacts at most ¢ times with the honest tag algorithm
(with concurrent executions allowed), while in the second stage the adversary
interacts only with the reader. The adversary’s advantage in this case is

active
Adviitigt (e,u,n)

+
< py s1,82 «— {0, 1}k;ATSqB=S2‘€="(1k) : <A, RHE! > = 1} — 6

S1,82,E,U,n g,u,n"*

3 Following [[3UT4UT7], a transcript comprises only the messages exchanged between
the parties and does not include the reader’s decision of whether or not to accept.
If the adversary is given this additional information, the adversary’s advantage may
increase by (at most) an additive factor of ¢ - .. Note further that, since u can be

set so that the reader accepts the honest tag with all but negligible probability, this
has no effect as far as asymptotic security is concerned.
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We remark that in both the HB and HB™ protocols, the tag reader’s actions
are independent of the secret key(s) it holds except for its final decision whether
or not to accept. So, allowing the adversary to interact with the reader multiple
times (even concurrently) does not give the adversary much additional advantage
(other than the fact that, as usual, the probability that the adversary succeeds in
at least one impersonation attempt scales linearly with the number of attempts).

3 Proofs of Security for the HB and HB™' Protocols

3.1 Security of the HB Protocol Against Passive Attacks

We first prove security assuming € < 1/4, and then show how the argument can
be extended for the case of £ < 1/2.

Theorem 1. Say there exists an adversary A eavesdropping on at most ¢ execu-
tions of the HB protocol, running in time ¢, and achieving Adv’{'}z"" (¢, u, n) > 6.
Then there exists an algorithm D making (¢ + 1) - n oracle queries, running in
time O(t), and such that

[Pr[s — {0,1)* : DA< (1) = 1] - Pr [DVs1 (1) = 1]

2u
>6+6:un—sc—2”-2(@>‘
T i

=0

Asymptotically, for any ¢ < }1 and n = O(k) all terms of the above expression
(other than ¢) are negligible for appropriate choice of u. Thus, assuming the
hardness of the LPN. problem for ¢ < 1/4 and appropriate choice of n,u, the
HB protocol is secure against a passive adversary.

Proof. D, given access to an oracle returning (k + 1)-bit strings (a, z), proceeds
as follows:

1. D runs the first phase of A. Each time A requests to view a transcript of
the protocol, D obtains n samples {(a;, z;)}, from its oracle and returns
these to A.

2. For A’s second phase, D again obtains n samples {(a;,z;)}"; from its
oracle. D then sends the challenge (ay,...,a,) to A and receives in return
a response Z' = (21,...,2)).

r n

3. D outputs 1 iff Z = (21,...,2,) and Z’ differ in at most 2u entries.

When D’s oracle is Uk1, it is clear that D outputs 1 with probability ex-
actly 277 - 22 (") since Z is in this case uniformly distributed and inde-
pendent of everything else. On the other hand, when D’s oracle is Ag. then
the transcripts D provides to A during the first phase of A’s execution are

distributed identically to real transcripts in an execution of the HB protocol.

Let 7+ &' ((s,a1),...,(s,a,)) be the vector of “correct” answers to the chal-

lenge (ai,...,a,) sent by D in the second phase. Then with probability at least
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6+067,, , it holds that Z" and Z* differ in at most u entries (since A successfully
impersonates the tag with this probability). Also, since Z is distributed exactly
as the answers of an honest tag, Z and Z* differ in at most u positions except
with probability at most e.. It follows that with probability at least 6 +067 , ,, —¢€¢
the vectors Z’ and Z differ in at most 2u entries, and so D outputs 1 with at

least this probability.

When ¢ > 1/4 then 2u > 2¢-n > n/2 and so 27" - Z?:UO (?) > 1/2; thus,

the above theorem does not guarantee meaningful security in this case and a
different analysis is needed.

Theorem 2. For n = ©(k) and appropriate setting of u, the HB protocol is
(asymptotically) secure for any ¢ < 1/2.

Proof. Let u = e*n, where ' is a constant satisfying e < e™ < 1. Set ™ to
be a constant satisfying et —2ete+e < et < 1. The reduction D we use here
is similar to that used in the previous proof, except that D now outputs 1 only

if Z and Z' differ in at most u’ & e++ . n entries.
When D’s oracle is Uy41, it is once again clear that D outputs 1 with proba-

bility 27" - Z;/:o (™). Since u’ < n/2, this quantity is negligible in k.

When D’s oracle is As. then the transcripts D provides to A during the
first phase of A’s execution are distributed identically to real transcripts in an

execution of the HB protocol. Letting Z* et ({(s,a1),...,(s,a,)) be the vector
of correct answers to the challenge (ai,...,a,) sent by D in the second phase,
it follows that with probability ¢ (i.e., the impersonation probability of A) the
vector of responses Z’ given by A differs from Z* in at most u entries. We show
below that, conditioned on this event, Z’ and Z differ in at most u’ entries with
all but negligible probability. Thus, D outputs 1 in this case with probability
negligibly close to §. We conclude from Lemma [I] that 6 must be negligible.

Let wt(Z) denote the weight of a vector Z; i.e., the number of entries of Z
equal to 1. Note that the distance between two binary vectors Z1, Zs is equal to
wt(Z1 & Z5). It remains to show that, conditioned on wt(Z’ & Z*) < u, we have
wt(Z' @ Z) < u’ with all but negligible probability.

Write Z’ = Z* @ w for some vector w of weight at most u = e*n. The vector
Z is selected by the following process: choose an error vector e by setting each
position of e (independently) to 1 with probability e, and then set Z = Z* @ e.
We see that the probability that Z differs from Z’ in at most u’ entries is equal
to the probability that

wt(Z' ®© Z) =wt(wde) <u.

It is easy to see that this probability is minimized when wt(w) = u, and so we
assume this to be the case. The random variable wt(w @ e) can be written as a
sum of n indicator random variables, one for each position of the vector w & e.
The expectation of wt(w @ e) is

u-(I—e)+(n—u)-e=("—2Te+e) n.
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Since e™T is a constant strictly larger than (e — 2e%e + ¢€), a Chernoff bound
then implies that wt(w @ e) < e™n with all but negligible probability.

3.2 Security of the HBT Protocol Against Active Attacks

The HB protocol is insecure against an active attack, as an adversary can repeat-
edly query the tag with the same challenge (ai,...,a,) and thereby determine
with high probability the correct values of (s,a;),..., (s, a,) (after which solv-
ing for s is easy). To combat such an attack, Juels and Weis [I7] propose to
modify the HB protocol by having the tag and reader share two (independent)
keys s1,82 € {0,1}*. A basic authentication step now consists of three rounds:
first the tag sends a random “blinding factor” b € {0,1}*; the reader replies
with a random challenge a € {0,1}* as before; and finally the tag replies with
z = (s1,b) & (s2,a) G v for v ~ Ber.. As in the HB protocol, the tag reader can

then verify whether the response z of the tag satisfies z < (s1,b) P (s2,4a), and
we again say the iteration is successful if this is the case. See Figure 2l

T (s1,82,¢) R(s1,s2)
b {0,1}* b
« a a— {0,1}"
v «— Ber.
z:=(s1,b) ® (s2,a) B v z -

verify: z = (s1,b) @ (s2,a)
Fig. 2. The basic authentication step of the HB™ protocol

The actual HB' protocol consists of n parallel iterations of the basic authenti-
cation step (and so the entire protocol requires only three rounds). The protocol
also depends upon parameters u as in the case of the HB protocol, and the values
gc and 67 , ,, are defined exactly as there.

The following result shows that the HBT protocol is secure against active
attacks, assuming the hardness of the LPN. problem. An important point is
that the proof does not require any rewinding of the adversary in simulating
the first phase of the attack, and the proof therefore holds even when various
executions of the HBT protocol are run in parallel (or even concurrently).

We refer to [I8] for a simpler proof when e < 1/4, and present here only the
more complicated proof (from [19]) that deals with any ¢ < 1/2. This, more
complicated proof relies on known bounds on the size of constant-weight codes
having certain minimum distance [THIT6/TT].

Theorem 3. Let ¢ < 1/2 and assume the LPN, problem is hard. Let n = O(k)
and u = eTn where ¢ is a constant satisfying ¢ < ™ < 1/2. Then the HB™
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protocol with this setting of the parameters has negligible completeness error, and
is (asymptotically) secure against active attacks.

Proof. A standard Chernoff bound shows that the completeness error is negligi-
ble for the given setting of the parameters. For any probabilistic polynomial-time
(PPT) adversary A attacking the HBT protocol, we construct a PPT adversary
D attempting to distinguish whether it is given oracle access to As . or to U1
(as in Lemma [I]). Relating the advantage of D to the advantage of A gives the
stated result.

D, given access to an oracle returning (k + 1)-bit strings (b, ), proceeds as
follows:

1. D chooses sy € {0,1}* uniformly at random. Then, it runs the first phase
of A. To simulate a basic authentication step, D does the following: it obtains
a sample (b, ) from its oracle and sends b as the initial message. A replies
with a challenge a, and then D responds with z = Z & (s9, a).

2. When A is ready for the second phase of its attack, A sends an initial mes-

sage by,...,b,. In response, D chooses random al,...,al € {0, 1}’“7 sends
these challenges to A, and records A’s response z1,...,z.. Then D rewinds
A, chooses random a?, ... a2 € {0,1}*, sends these to A, and records A’s
response 22, ..., 22.
® ._ 1 2 def /& A ol 2
3. Let 27 := 2} @ 22 and set Z% = (27,...,2P). Let 4, = al ® a? and

2 = (s9,4;), and set Z % (21,...,2,). D outputs 1 iff Z® and Z differ in
fewer than u’ = ™ - n entries, for some constant e < 1 to be fixed later.

Let us analyze the behavior of D:

Case 1: Say D’s oracle is Ug41. In step 1, since z is uniformly distributed
and independent of everything else, the answers z that D returns to A are
uniformly distributed and independent of everything else. It follows that A’s
view is independent of the secret so chosen by D.

The {&;}} ; are uniformly and independently distributed, and so except with
probability g: they are linearly independent and non-zero (via a standard ar-
gument; see [I8]). Assuming this to be the case, Z is uniformly distributed over
{0,1}" from the point of view of .A. But then the probability that Z® and Z
differ in fewer than u’ entries is at most 27" - Z}i’é (). Since u’/2 is a constant

strictly less than %, we conclude that D outputs 1 in this case with negligible

probability 2; + 27" - SR (7).

Case 2: Say D’s oracle is Ag, . for randomly-chosen s;. In this case, D provides a
perfect simulation for the first phase of A. Let w denote all the randomness used
to simulate the first phase of A, which includes the keys s1,s2, the randomness
of A, and the randomness used in responding to A’s queries. For a fixed w, let 6,
denote the probability (over random challenges ay, . . ., a,, sent by the tag reader)
that A successfully impersonates the tag in the second phase. The probability

that A successfully responds to both sets of queries ai,...,al and a?,...,a2
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sent by D is §2. The overall probability that A successfully responds to both
sets of queries is thus

2
Exp,, (62) > (Expw(c‘iw)) = 62,

using Jensen’s inequality.

We show below that conditioned on both challenges being answered success-
fully (and for appropriate choice of 1), Z® differs from Z in fewer than u’
entries with constant probability. Putting everything together, we conclude that
D outputs 1 in this case with probability £2(6%). It follows from Lemma [I] that
04 must be negligible.

We now prove the above claim regarding the probability that Z% differs from
Z in fewer than u’ entries. Set ) > e** > 1. (1 — (1 — 2¢%)?). Fixing all
randomness used in the first phase (as above) induces a function f4 from queries
ai,...,a, (with each a; € {0, 1}*) to vectors (21, ...,2,) (with each z; € {0,1})
given by the response function of A in the second phase. Define the function
feorrect that returns the “correct” answers for a particular query; i.e.,

fcorrect(alv e 7an) déf (<Slvb1> @ <527a1> gy <Slvbn> @ <527an>)

(recall that by,..., b, are the vectors sent by A in the first round). Define

def
A(ala"'7an) = fA(ala"'7an)@fcorrect(ala"'7an)a

and say a query ag,...,a, is good if] wt(A(ay,...,a,)) < u. That is, a query
ay,...,a, is good if A’s response is within distance u of the “correct” response;
i.e., A successfully impersonates the tag in response to such a query.

Let D denote the distribution over A(ay, ..., a,) induced by a uniform choice
of a good query ay,...,a, (we assume at least one good query exists since we
are only interested in analyzing this case). Note that, by definition of a good
query, each vector in the support of D has weight at most u. Our goal is to show
that with constant probability over A, A? generated according to D, we have
wt(Al @ A?) < u’. We remark that this claim does not involve any assumptions
regarding the probability that a randomly-chosen query is good.

To see how this maps on to the reduction being analyzed above, note that
conditioning on the event that A successfully responds to queries a},...,al and

a?,...,a2 is equivalent to choosing these two queries uniformly from the set of
1

1) and A? analogously, we have

good queries. Setting A! Lef Aal,....a

Al @ A2
= f.A(a%a B ayll) S3) fcorrect(a%u ceey avlz) D fA(afa ceey ai) D fCOrrect(a% B ai)
= Z® @ fcorrect(aiu sty a}z) @ fCOrrect(a% sty ai)

% As in the proof of the previous theorem, the weight wt(Z) of a vector Z is the
number of its entries equal to 1.
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D cannot compute feoprect(al,...,al) or feomect(aZ,...,a2) since it does not

mn n
know s1. However, it can compute

Jeorreet(a1, ..., ah) @ feorrect(@l, ..., a%)
= ((sl,bl) D <sz, a%> yeoos(s1,bp) @ <sz, a}t>)
+ ((sl,bl) &) <sz, a?> sy {s1,bp) ® <sz, ai>)
= (<SQ, a%> (S5 <sz,a%> RN <sz, a}t> (S5) <sz,ai>)
= ((s2,(a] ®a})),...,(s0,(a} ®a2))) = Z.

We thus see that Z® and Z differ in fewer than u’ entries exactly when A! and
A? differ in fewer than u’ = eTTn entries. It is the latter probability that we

now analyze.

Let 6 be a (positive) constant such that ™ = 1 - (1 — ). Let v dfy _ 9et,

and note that by our choice of et+ we have § < v2. Set

def 1-6

= 1.
c 72—6+

We show that for two vectors A, A? chosen independently according to distri-
bution D, we have wt(A! @ A?) < e™+n with (constant) probability at least ;.
Assume not. So

1

Pr[AY, A? — D:wt(A' @ A%) < et < .
c

But then, by a union bound,
1
Pr[AY, .. A« D:3i# jst wt(A' @A) <eTTn] < 5

In particular, there exist ¢ vectors Al, ..., A¢in the support of D whose pairwise
distances are all at least e™"n =} - (1 — §)n. Furthermore, each A’ has weight
at most u = J - (1 — v)n since it lies in the support of D. However, the Johnson
bound [I5I16] (our notation was chosen to be consistent with the formulation
in [IT, Theorem 1]), which gives bounds on the size of constant-weight codes of
certain minimum distance, shows that no such set {A'}¢_, exists.

4 Conclusions and Open Questions

There are a number of interesting questions regarding the HB and HB™ protocols
themselves. First, it would be nice to improve the concrete security reductions
obtained here, or to propose new protocols with tighter security reductions. It
would also be interesting to obtain simpler proofs even for £ > 1/4 (there seems
to be no inherent reason why the analysis should become more complex in that
case). As discussed in the Introduction, it would also be very interesting to see
an efficient protocol based on the LPN problem that is provably resistant to
man-in-the-middle attacks.
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More generally, it remains to be seen whether the LPN problem can be used to

construct efficient cryptographic protocols for other tasks. Some hope is provided
by Regev’s result [24] showing that public-key encryption can be based on a
generalization of the LPN problem.
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Abstract. We survey our constructions of pseudo random sequences
(binary, Zs, Zoi,...) from Galois rings. Techniques include a local Weil
bound for character sums, and several kinds of Fourier transform. Ap-
plications range from cryptography (boolean functions, key generation),
to communications (multi-code CDMA), to signal processing (PAPR re-
duction).

Keywords: Correlation, Galois Rings, MSB, CDMA, OFDM, PAPR.

1 Introduction

Since the seminal work of Claude Shannon in the 40’s the algebraic structure of
coding alphabets was a finite field. However, there was a push towards finite rings
due to modulation requirements, a 4— PSK modulation being more powerful
than an antipodal modulation, for instance [I]. This led researchers in the 70’s
to consider cyclic codes over Z/MZ, with a special attention for M a power of
a prime [2/19]. In the 90’s cyclic codes over rings received a lot of attention due
to many pure applications: the solution of the Kerdock Preparata riddle [§], and
a new construction of the Leech lattice [3], (both for M = 4), to name but a
few. In this golden dawn, new and powerful mathematical techniques arose, the
most profound being probably a p—adic analogue of the Weil bound on character
sums [10], and families of low correlation sequences (based on weighted degree
trace codes) tailored for that bound [20].

In the present decade, new engineering applications emerged that required
that machinery, and are significantly different, but not unrelated to the classical
use in Spread Spectrum and CDMA systems illustrated in [I17], or to take a
more recent example the 3GPP standard (see www.3gpp.org). In particular an
important quantity for the safe processing of electronic equipment is the Peak
to Average Power Ratio (PAPR), signals with high dynamic range being
potentially harmful to operational amplifiers. Two models of signalling sequences

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 1 2007.
© Springer-Verlag Berlin Heidelberg 2007
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both due to Paterson and co-workers lead to somewhat different mathematical
formulation. In the first scenario, motivated by OFDM applications, and based
on DFT calculation, we are to control some hybrid character sums (i.e. involving
not only additive but also multiplicative characters) in relation to many valued
sequences [I7]. In the second approach, motivated by multi-code CDMA, we
are to control the nonlinearity of binary sequences of length a power of 2
[16]. This notion of nonlinearity coincides with the one familiar from boolean
functions theory. In both models sequences live in families and are supposed to
form a code either spherical in the first case or binary in the second. Both papers
[I7U16] already use weighted degree trace codes and our contribution is mostly
of extension from Z4 to Zye for £ > 2 [22], or to non primitive periods [24]. In
general, the use of larger rings provides extra flexibility in the design choice; the
sequences families constructed in that way having a larger size but a somewhat
larger PAPR. For a book on PAPR reduction see [I3]. For recent results on codes
for PAPR reduction see [18]. For books on Galois rings see [25]26].

A distinct, older motivation to study pseudo random sequences over rings is
the use of the Most Significant Bit (MSB) to obtain highly nonlinear binary
sequences, mostly for cryptographic purposes (key generation in stream ciphers).
This is due to Dai and her school [B6]. In [2I] we improve some bounds of
autocorrelation and imbalance of such sequences in [6].

The material is organized as follows. Section 2 contains definitions and no-
tation on Galois rings. Section 3 collects the bounds we need on characters
sums. In particular the bound on Fourier coeflicients of the most significant bit
(MSB) function that was obtained in [12]. Section 4 defines the polynomials
over Galois rings needed to define the trace codes. Section 5 considers the bi-
nary sequence constructed from sequences over Zg that was introduced in [12].
Section 6 considers short binary sequences of [22], motivated by [16]. Section
7 contains the binary sequences constructed by taking the MSB of 2!—ary se-
quences [21].Section 8 contains the PAPR reduction sequences over large rings
of [24]. Section 9 considers quadriphase sequences of maximal period of [23].

2 Preliminaries

Let R = GR(2!,m) denote the Galois ring of characteristic 2. It is the unique
Galois extension of degree m of Zyi, with 2™ elements.

R=GR(2',m) = Zy[X]/(h(X)).

where h(X) is a basic irreducible polynomial of degree m. Let £ be an element in
GR(2!,m) that generates the Teichmiiller set 7 of GR(2!, m) which reduces to Fom
modulo 2. Specifically, let 7={0, 1, £, 2, ..., 62" 2} and T*={1,€,£2,...,&>" 2}
We use the convention that £>° = 0.

The 2-adic expansion of z € GR(2!,m) is given by

T = xo+ 2w +---+27 ey,
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where g, x1,...,2;_1 € 7. The Frobenius operator F' is defined for such an x
as
F(oo+2z + - +27 ) = a2+ 202+ 42712

and the trace Tr, from GR(2!,m) down to Zy, as

We also define another trace tr from Fon down to Fg as

m—1

tr(x) == Z 22

0

Throughout this note, we let n = 2™ and R* = R\2R.
Let MSB : Z3, — Z4 be the most-significant-bit map, i.e.

<

MSB(y) = yi—1,where y =yo +2y1 + ...+ 2171yl,1 € Lo,

is its 2-adic expansion.

3 DFT and the Local Weil Bound

We assume henceforth in the whole paper that [ > 3. Let [ be a positive integer
and w = €2™/2' be a primitive 2'-th root of 1 in C. Let v be the additive
character of Zy: such that
Yp(z) = whe.

Let p : Zor — {£1} be the be the mapping u(t) = (—1)¢, where ¢ is the most
significant bit of t € Zy, i.e. it maps 0,1,...,2""1 — 1 to 4+1 and 2!=1, 271 +
1,..,28 =1 to —1. Our goal is to express this map as a linear combination of
characters. Recall the Fourier transformation formula on Zo::

21 2l -1
1
po= > pyy, where p; = ol > () (—). (1)
=0 =0

Combining Lemma 4.1 and Corollary 7.4 of [12], we obtain

Lemma 1. Let ¢ = 8. For the constants p; = (1 + (7 + (¥ + (%) /4 j =
1,3,5,7 we have
p= pah1 + ps3s + puss + pridr,

and p; = 0, for even j. Furthermore
(] + sl + |ps| + |u])® = 2+ V2.
Let g = 2" where | > 4. Then

—

Q

w5l < Zin(g)+ 1. (2)

.
Il
=)



Galois Rings and Pseudo-random Sequences 19

For all 3 # 0 in the ring R = GR(2',m), we denote by ¥j the character
Ug:R—C 2w~ W T (Ba),
Note that for the defined above i, and ¥3, we have:
Ue(Te(B2)) = Won (o). 3)
Let f(X) denote a polynomial in R[X] and let
f(X) = Fo(X)+ 2R (X) 4 ...+ 27 (X)

denote its 2-adic expansion. Let d; be the degree in x of F;. Let ¥ be an arbitrary
additive character of R, and set Dy to be the weighted degree of f, defined as

Dy = max {do2l_17 d12l_2, ceey dl—1}~
With the above notation, we have (under mild technical conditions) the bound
1D (f(@)] < (Dy —1)2m/ (4)
€T

See [10] for details.

4 Polynomials over the Galois Ring GR(2!, m)

Recall that R = GR(2',m). A polynomial
d .
f(X) = chmj € R[X]
j=0

is called canonical if ¢; = 0 for all even j.
Given an integer D > 4, define

Sp = {f(X) e R[X] | Dy <D, fis canonical},

where Dy is the weighted degree of f. Observe that Sp is an GR(2',m)—module.
Recall [2T, Lemma 4.1]. For a weaker condition on D see [I8, Theorem 6.13].

Lemma 2. For any integer D > 4, we have:

1Sp| = Q(D—LD/2LJ)m’

where |x] is the largest integer < x.
Recall the following property of the weighted degree [22, Lemma 3.1]

Lemma 3. Let f(X) € R[X] and « € R* = R\2R is a unit of R and let
9(X) = f(aX) € R[X]. Then
Dy, = Dy,

where Dy, D, are respectively the weighted degrees of the polynomials f(X) and
9(X).



20 P. Solé and D. Zinoviev

5 Binary Sequences over Zg

In this section we consider the case of GR(8,m) and will consider the periodic

sequences cq, €1, ... of period 2™ — 1. Let a € R*, then define
¢y = MSB(Tr(ag")), (®)
where t =0,...,n — 2 and n = 2™. This sequence was introduced in [12].

We now have the following results on, respectively, the imbalance and the
crosscorrelation function of the binary sequence (¢;)en.

Theorem 1. With notation as above, we have

n—2

DIEIE

< \/2 +V2(3v2m 4+ 1).

Proof. By definition of ¢; and ¥,, (where 0 # o € R), for any 0 < j < 7, we
have:

¥ (Tr(ax)) = Pa;().
As we have ¢; = MSB(Tr(ag?)), and by (), we obtain that (—1)°* is equal to:

7 7
w(Tr(agh) = Y puei(Tr(adh)) = Y nWa; (1)) (6)
j=0 j=0
Changing the order of summation, we obtain that:
n—2 7 n—2
DD = Y Yy Wag(€h). (7)
t=0 j=0 =0
Inequality (@) implies that:
> m@)| <3vem 1, (®)

zeT*

for all A € GR(8,m), A # 0. Thus, the absolute value of the Right Hand Side of
([@) can be estimated from above by:

7
(3v2r + 1) |yl
j=0

Applying Lemma [ the Theorem follows. O

Theorem 2. With notation as above, and for all phase shifts 7,0 < 17 < 2™ —1,

let
O(r) = Y (~1) (= 1brr,

tel
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where ¢, = MSB(Tr(af?)) and ¢, = MSB(Tr(a/¢")) are two elements such that
for any pair 0 < j1,jo <7 the following condition holds

Jra+ j2a’E # 0.
We then have the bound
lO(1)| < 3(2+ V2)V2m.

Proof. As we have ¢; = MSB(Tr(a¢?)) and ¢, = MSB(Tr(/¢")), where ¢ ranges
between 0 and n — 2 and by (), applying (6) and changing the order of summa-
tion, we obtain that:

Z Z Hjy gz Z @, ( ag")w s ( (o', 9)
Jj1=07j2=0

By definition of ¥, we have:
Wy, (€)W, (/E7T) = (&),

where 3 = jia + joa’€™ # 0. Applying (@l), we obtain:

n—2 n—2
| > v (@ )| = | Y wae)] < svemer (o)
t=0 t=0
Applying Lemma [Tl we obtain
77 2! 1
SO Il = (Z\uy) = 2+4V2 (1)
71=072=0
Combining it with (I0) the result follows. O
6 Binary Sequences of Period 2™ — 1
In this section we will consider periodic sequences cg, ¢1, . .. of period n — 1. For
any integer D > 4, let f € Sp and set
= MSB(Tr(f(£"))). (12)

where t =0,...,n — 2.
We now have the following results on, respectively, the imbalance and the
crosscorrelation function of the binary sequence defined by (I2)).

Theorem 3. With notations as above, we have:

| Z

where ¢; = MSB(Tr(f(£"))).

< (2lIn(2)/7 4+ 1)(D — 1)/n,
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Proof. As we have ¢; = MSB(Tr(f(£'))), and by (@), we obtain that (—1)¢ is
equal to:

2t—1 2t—1

p(Tr Z H]¢J (Tr(f Z pi

Changing the order of summation, we obtain that:

2t—1

n—2
Z Z Hj Z % ( (13)
t=0

zeT*

Applying (@), the absolute value of the Right Hand Side of (I3]) can be esti-
mated from above by:

2l—1

(Dy = 1)vam + Z 1451 (14)

Applying Lemma [l the sum ([I4) can be estimated from above by:
(20In(2) /7 + 1)(Dy — 1)v/2m.
The result follows. g

Theorem 4. With notation as above, and for all phase shifts T, in the range
0<T<2™—1, let (n=2™)

n—2

O() = Y- (-1 (-1,

t=0
where ¢; = MSB(Tr(f1(¢%))) and ¢, = MSB(Tr(f2(£))). We then have the bound
(1>4):

ol < (X ) +1) L+ (D 1van]

where D = maz{Dy,, Dy,} and for any pair 0 < ji,jo < 2! — 1 the following
condition holds

Jifi(x) + jafa(z€") # 0.

Proof. As we have ¢; = MSB(Tr(f1(¢"))) and ¢, = MSB(Tr(f2(¢"))), where ¢
ranges between 0 and n — 2 and by ({l), we obtain that (—1)“ is equal to:

2l—1 2l—1
p(Te(f1(€9) = D o (Te(f2(6 Z iz
7=0

Changing the order of summation, we obtain that:

2l—12t—1

=D Mk Z%l FENT, (F(E77)). (15)

J1=072=0
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By definition of ¥, we have:

75, (L€)W (f2(677)) = w(g(€"),

where g(X) = j1 f1(X) + j2f2(XE7). Note that if f(X) € Sp then f(XE7) € Sp
since, by Lemma [3] the change of variable X — X¢™ does not increase the
weighted degree. Moreover Sp is an R-linear space. Thus the polynomial g(X)
belongs to Sp along with f; and f>. Applying (@), we obtain:

n—2
Y w (B ENTL )| = | S we)| < 1+ D -1)vem (10)
t=0

zeT*

Applying Lemma [Tl we obtain

2l—12'—1 2'—1 2
2 201n(2)
> S sl = (X hol)” < (PP en) . an
J1=07j2=0 j=0
Combining (If) with (1) the result follows. |

7 Binary Codes and Sequences of Maximal Length

Let v = £(142)) € R, where € € T and A € R*. Assume 14 2\ is of order 2/~1.
Since ¢ is of order 2™ — 1 then v is an element of order N = 2!=1(2™ — 1),
In this section we consider the periodic sequences cg, c1, ... of period N. Let
a € R*, then define
¢t = MSB(Tr(an")), (18)

where ¢t = 0,..., N — 1. This sequence was introduced and studied in [21].

We now have the following results on, respectively, the imbalance and the
crosscorrelation function of the binary sequence (¢;);en, (I8) under the MSB
map.

First, we need the following technical lemma:

Lemma 4. Let v = £(1 +2)\) € R, where £ € T*, A € R* = R\2R, and
142X € R is an element of order 271, Set N = 2!=1(2™ — 1). Then, for any
0+# B € R, we have:

N-1 A ol=1_q
Z () = Z (Z Y3(142))9 (1‘)) .

§=0 j=0 \zeT*

Proof. Since (2!=1,2™ — 1) = 1, as j ranges over {0,1,..., N — 1}, the set of
ordered pairs
{(j (mod2'™1), j (mod 2™ — 1))}

runs over all pairs (j1, j2), where j; € {0,1,...,2"' —1} and j» € {0,1,...,2™ —
2}. Thus the set

{y55t=0,1,...,N -1} = {"(1+2\)"t=0,1,...,N —1}.
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is equal to the cartesian product of sets:
(et =0,1,...,2" =2} x {(1+2\)"2;t =0,1,...,2"" 1 —1}. (19)

From (I9) we obtain:

N—-1 ‘ 2l=t_12m_9 o
Dm() = DD (14207,
Jj= Jj1=0 j2=0

whereas observing that
Ua((1+20)7167) = W (€7),
where ' = 3(1 + 2\)7t, yields:

2l=t_12m_2

Z Z q/ﬂ(1+2>\)ﬂ'1 (sz)-

§1=0 j2=0
The Lemma follows. O
Theorem 5. With notation as above, we have:
N—1

DICHE
t=0

< (21In(2) /7 4+ 1)27 (20 — 1)V2m +1].

Proof. Recall that v = &(1 + 2)\) € R, where £ € 7* is a generator of the
Teichmiiller set and A € R*. By definition of ¢; and ¥,, (where 0 # ¢ € R), for
any 0 < j < 2! — 1, we have:

¥i(Tr(ax)) = Paj(x).
As we have ¢; = MSB(Tr(an?)), and by (), we obtain that (—1)¢ is equal to:

2t—1 2t—1

p(Tr(ar)) = Y uithi(Tr(en’) = > piPa; (7).
=0

j=0
Changing the order of summation, we obtain that:

N— 21

N—-1
(=1 = Y Y Yai(7). (20)
0

j=0 =0

[

t=

Applying Lemma [l we have:

N—-1 2l=1_1
Woi(v!) = Z (Z ;paj(HQA)t(x)) . (21)

t=0 t=0 zeT*
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Applying Lemma 3.1 of [21] to each of the 2/~ sums over z, we obtain that:

N—-1
> ()
t=0

Thus, the absolute value of the Right Hand Side of ([20) can be estimated from
above by:

<27 —1)v2m 4 1).

2t—1

22— 1)vam 4 Z . (22)

Recall Corollary 7.4 of [12] which states that for I > 4 the following estimate
holds:

2l 2 1n(2)
>l < L. tL
=0

Thus ([22) can be estimated from above by:
(20In(2) /7 4+ 1)27 (20 — 1)V2m +1].
The Lemma follows. O

We now proceed to bound the crosscorrelation.

Theorem 6. With notation as above, and for all phase shifts 7,0 < T < 2™ —1,

let
N-1

1),
t=0
where ¢, = MSB(Tr(ant)) and ¢, = MSB(Tr(a'~Y)) are such that for any pair
0 < j1,j2 < 2V — 1 the following condition holds
Jra+ j2a'€ # 0.

We then have (for | > 4) the bound :
2 ’ I=11/9l—1 !
e < (@) +1) 277 - DV2m 4+ 1] = Cjv/2m.

Here C| is a constant in | of order 12%, i.e

— (In(2)/m)2(22% + o(1).

Proof. Againlet v = £(142)) € R, where £ € T is a generator of the Teichmiiller
set and A € R*. As we have ¢, = MSB(Tr(a")), and by (), we obtain that
(=1)¢ is equal to:

2t—1 2t—1

p(Tr(ar)) = D7 by (Tr(en®)) = D iy
=0

=0
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Changing the order of summation, we obtain that:

2l—12—1

Z Z Hjy gz Z Pa(y

Jj1=0j2=0

Here 8 = jia + jaa/y™ # 0. Applying Corollary 7.4 of [12] (for [ > 4), we have:

2
2l—12—1 2l—1

21 2
S S sl = (Thl] < (Zmeer) . e
41=0j2=0 3=0

Applying Lemma @l we have:

N—-1 , 2l=1 1
@s(v7) Z (Z Yp(1+21) (33)) )

=0 7=0 zeT

<.

where 0 # 3(1 + 2))? € R so that each sum over x can be estimated using
Lemma 3.1 of [2I]. Thus, we have:

N-1
| S wseh)] < 2@~ vam ) (24

j=0
Combining [23]) with ([24)) the Lemma follows. O

8 Non Binary Codes of Maximal Length

Let v = £(142)\) € R, where £ € 7 and A € R*. Assume 1+ 2\ is of order 271,
Since ¢ is of order 2™ — 1 then 7 is an element of order N = 2!=1(2™ — 1).
Following [6, Lemma 2], we define the code of length N :

Simp = {(T(f())iZe" | f € Sp}. (25)

This sequence was introduced and studied in [24].
We prepare the upper bound on the PAPR of codewords by a result on a
character sum.

Theorem 7. Let v = £(1 +2)\) € R, where £ € T*, A € R* = R\2R, and
142X\ € R is an element of order 2'=1. Set N = 2!=1(2™ — 1). Then for any
j €10,2!71 — 1], we have

N-—1
|3 o (RN < 21 DV 1], (26)
k=0
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Proof. Since (2!=1,2™ — 1) = 1, as j ranges over {0,1,...
pairs

, N — 1}, the set of

{(j (mod2'™"), j (mod 2™ — 1))}
runs over all pairs (1, j2), where j; € {0,1,...,2/"1} and j» € {0,1,...,2m —1}.
Thus the set
(Y k=0,1,...,N =1} = {FQ1 +20)%k=0,1,...,N —1}.

is equal to the direct product of sets:

{eFrit =0,1,...,2" =1} x {(1+20)*2:t =0,1,..., 271 — 1}, (27)
where

k= ki(mod2™ — 1), k = ko(mod 2!71).

By the CRT there exist integers c¢1, ¢ such that for all k =0,1,...,N — 1 we
can write
k= 2l_101]€1 + (2m — 1)62]4:2

Consequently since v = &(1 + 2)), where 2”1 =1 and (1 + 2)\)21_1 =1, the
sum of the left hand side of (26) is equal to:

2l=t_19m_2

Do D0 TER 2N, (28)

ko=0 k=0

Set fi,(x) = f(x(1 +2X)*2). Then, expressing k as a function of k; and ko, the
above sum is equal to:

2l=t_19m_2

k1)yg2micikij/ (2™ —1) 2micokzj 2!—1
§ E U ( f, (€F1))e2min 13/( ) g2micakaj/ )

ko=0 k1=0

Using Lemma [3] the weighted degree of fx, is bounded by Dy. Applying @) to
each of the 2/=1 inner sums yields:

2M 2
| S #fiale)emians/ "D < pyy/om 41,
t=0

Thus, the absolute value of ([28)) can be estimated from above by
27 Dyv2m 4 1).
The result follows. g
This character sum estimate translates immediately in terms of PAPR.
Corollary 1. For every ¢ € Si.m,p the PAPR is at most
9l—1

2m —1
where log stands for the natural logarithm.

(1+ D\/2m)2(72T log(2N) +2)°,
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We prepare the bound on the minimum Euclidean distance of the code S, p
by a correlation approach.

Theorem 8. With notation as above, and for all phase shifts T, in the range
0<7T <N, let

2

—1
o(r) = W et
t=
where ¢; = Tr(f1(vY)) and ¢, = Tr(f2(7Y)). We then have the bound (I > 4):

O] <27 (Dy = )v2m + 1),

Proof. As we have ¢; = Tr(f1(7")) and ¢} = Tr(f2(y")), where ¢ ranges between
0 and N — 1 and v = £(1 + 2)) is of order N = 2!-1(2™m — 1),
We obtain that:

(e}

~—

N—

—

T (f1(7") = f24"17)). (29)
t=0

By definition of ¥, we have:

(f1(v") = 27)) = w(f3(+")),

where f3(x) = fi(z) — f2(277). Note that if f(z) € Sp then by Lemma
f(zy™) € Sp since the change of variables x — 1z does not increase the
weighted degree. Moreover Sp is an R-linear space. Thus the polynomial f3(z)
belongs to Sp along with f; and fs. Further, as ¢ ranges between 0 and N — 1,
the set {~*;¢t=0,1,..., N — 1} is equal to the product

{et=01,...2" =1} x {(L+ 20"t =0,1,....27 " -1}
Thus, in 29)), the sum over ¢ is equal to

2=l _12m_2 2=l _12m_2
oo wsEra+20R) = Y > W(gr(Er),  (30)
ky=0 k1=0 ky=0 k1=0

where gi, (z) = f3(z(1 + 20)*2) and for any ko, gr, € Sp. Applying @) to each
of the 2!=! sums:
2m 2

S w(e| < (0 - var 1.
t=0

Thus, the absolute value of B0) can be estimated above by
2-(Dy — 1)v2m 4 1]. (31)
The result follows. O

We are now in a position to estimate the minimum Euclidean distance dg of our
code Sy m,p-

Corollary 2. For all integers | > 4 and m > 3 we have
dg > 2'(2™ — 2 — DV/2m).
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9 Biphase Sequences

In this section, we construct biphase sequences using the composition of the
Carlet map and inverse Gray map (see [23] for details).

Let a = ag + 2a1 + 4as € Zg be 2-adic expansion of a. Define two maps Z1,Z»
from Zsg to Z4 and a map Z from Zg to Z4 X Zy4:

Z(a) = (Z1(a),Z2(a)) = (a1 + 2(ao + a2), a1 + 2a2),

where ag, a1, as € Zs.
For any integer k > 1, extend this map (also denoted by Z) to the following
map from Z§ to Z5 x 7% -

Definition 1. Let ¢ = (c1,c¢2,...,c,) € ZE and Z(c;) = (aj,b;) € Zy X Zy
where a; = Z1(cj) and bj = Z>(cj) for j =1,2,...,k. Define Z as follows:

Z(c) = (a,b), (32)
where a = (a1, az,...,ax) € Z§ and b = (b1, ba, ..., by) € Z5 defined above.
Define the map MSBZ: Zg — Zo X Zs via

MSBZ(u) = (MSB(Z1(u)), MSB(Z2(u))),
in other words
MSBZ(CIO + 2a1 + 40,2) = (ao + 0,270,2)7

obtained by taking the most significant bit in each component of Z (which are
elements of Zy).

In this section we consider the periodic sequences cg, ¢1, . .. of period 2(n —1),
where n = 2™. Let 8 = 5¢. Since 5% = 1 in Zg, we have that

gt = (6" =5,

and thus 21 = 1.

Any two polynomials f(X),g(X) € R[X] are considered equivalent if g(X) =
flaXa) for some a € Z§ and o € T*. For any positive integer D > 4, let f € Sp
modulo the equivalence relation, and set

_ {MSB(Zl(Tr(f(ﬂt)))% fo<t<n-1
T I MSB(Zo(Te(f(8))), if n — 1 < t < 2(n—1).

The same DFT technique as above can be applied to the functions
(—=1)MSB(Z1(w) - (_1)MSB(Z2(w)) " which map the element ag + 2a; + 4ay of Zg
into the respectively (—1)%%92 and (—1)?2. Then the following holds

Lemma 5. Let w = €2™/8 be a primitive 8th root of 1, and set set Yr(u) = Wk,
where k is an integer. Then we have that

(=1)MSBEZLW) — 1y hy (u) + psibs (u) + psts(u) + pripr(u),
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(—)MIBED) = sy (u) + prahs () + paths (u) + patpr(u),
where L .
u1:4(1+w—w2—|—w3), u3=4(1+w+w2+w3),
1
(1-—w—w?—-uw?), u7:4(1—w+w2—w3);

e =,

and moreover
(lual + |pal + |ps| + |pz])® = 2+ V2.

Proof. Recall the Fourier transformation formula on the additive group of Zg.
Let 1 be an arbitrary function from Zg to the complex numbers. Then for any
u € Zg we have

7 7
plo) = S pitglu), where gy = o3 p(e)yy(—a).
=0 =0

(_1)MSB(Z1(u

In particular, when pu(u) = ) and = = ag + 2a1 + 4as we have

1 )
M = 3 Z (_1)ao+a2wfj(ao+2a1+4a2).

ap,a1,a2
Once simplified, we obtain
1 . . )
pr = =W )+ 1+ (D)),

Substituting j = 0, 1,...,7 and simplifying, the result follows (in particular p; =

0, 7 =0,2,4,6). The derivation for (—1)M5B(Z22() i analogous and omitted.
O

We now proceed to bound the imbalance.

Theorem 9. With notations as above, we have that

n—2
‘ Z((_l)MSB(Zl(ut)) + (_1)MSB(Zz(ut))) <202+ \/2)1/2(D _ 1)\/2m’
t=0

where uy = Tr(f(3Y))
Proof. Applying Lemmald] and changing the order of summation, we obtain that

n—2
Z((—l)MSB(Zl(u‘)) + (_I)MSB(Zg(ut)))
t=0
is equal to
n—2

D (4115 (B (F (B +E5(F(8)) + (at ) (W (£(8) +02(£(8")) (33)

t=0

where Wy (u) = g (Tr(u)) = ¢ (kTr(u)). Let ¥ = ¥;. Then the sum B3] equals
to
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[ V)

n—

(15 (S (B F# (5L () + (13 + ) (BB +E(TF(BY)) ) (34)

t=0

Recall that @)
_Jf(gh), iftiseven
16 = {5f(§t),iftis odd

Thus, since 52 = 1 (mod 8), we have

S @) + BGAE) = S @FE) + EFE)).
t=0 t=0

Since 3 x 5 =7 (mod 8) and 7 x 5 = 3 (mod 8), we have

n—2 n—2
D WBF(B)) +w(TF(8)) = D (WBFE) +V(TF(E).
t=0 t=0

Recalling that

n—2
Y wmrE)| < - nvan (3)
t=0

and combining it with (&) the result follows. O

We now proceed to bound the crosscorrelation.

Theorem 10. With notations as above, and for all phase shifts T in the range
0<7T<2m™—1, let

n—2
o(r) = Z((_1)MSB(21(uf))—MSB(Zl(mT)) + (—1)MSB(Za(u))~MSB(Z2(ve-)) )

t=0

9

where uy = Tr(f1(8Y)) and viyr = Tr(f2(B8T)). We then have the bound
O(7)] <22+ V2)(D — 1)v2m.

Proof. For i = 1,2, define

n—2
O,(1) = Z((_1)MSB(21(uj))JrMSB(Zi(UHT)).
=0

Consider the contribution from @ (7). Applying Lemma [l to
(_1)MSB(Z1(ut))+MSB(Z1(vt+7))’ we obtain

7 7
Z Z Hjy gz Z w]l f(B ¥j, (fQ(ﬂH_T))'
J1=0352=0
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By definition of ¥, we have:
5, (f1(B) 25, (f2(877)) = w(9(8")),

where g(X) = j1 f1(X) + j2f2(XE7) or g(X) = j1f1(X) + j25f2(XET).

Note that if f(X) € Sp then f(X57) € Sp since, by Lemma [3 the change
of variable X — X7 does not increase the weighted degree. Moreover Sp is an
R-linear space. Thus the polynomial g(X) belongs to Sp along with f; and fo.
Following the ideas of Theorem [@ we reduce to the sums

S0 RN (e )| = | S veE)] < 0-1ver @30)
t=0 t=0

Applying Lemma [l we obtain

7 7 7
S Nl = (X)) = 2+ v2 (37)
§=0

J1=07j2=0

Combining it with (3@) the result follows. The constant 2 in the Theorem comes
from the contributions of Z; and Zs. a
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Abstract. This paper describes efficient methods for finding invalid
digital signatures after a batch verification has failed. We present an
improvement to the basic binary “divide-and-conquer” method, which
can identify an invalid signature in half the time. We also present new,
efficient methods for finding invalid signatures in some pairing-based
batches with low numbers of invalid signatures. We specify these meth-
ods for the Cha-Cheon signature scheme of [5]. These new methods offer
significant speedups for Cha-Cheon batches as well as other pairing-based
signature schemes.

Keywords: Pairing-based signatures, ID-based signatures, Batch
verification.

1 Introduction

When a large number of digital signatures need to be verified, it is sometimes pos-
sible to save time by verifying many signatures together. This process is known as
batch verification. If the batch verification fails, then it is often necessary to iden-
tify the invalid (“bad”) signature(s) that caused the batch to fail. This process
can be time consuming, so batch sizes are typically chosen to be small enough
so that most batches will be expected to pass. “Divide-and-conquer” techniques
have been proposed for identifying invalid signatures in bad batches. These meth-
ods are faster than verifying each signature individually, requiring only O(log, N)
verifications, where N is the number of signatures in the batch [IT].
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Several digital signature schemes have recently been proposed that are based
on bilinear pairings [2/5J6]. This is because the mathematical properties of pair-
ings can be used to design signatures with improved features such as a shorter
length or the ability to derive the public verification key from the signer’s identity
(i.e., identity-based signatures). Identity-based signatures can reduce the number
of bits that need to be transmitted because the signer does not need to transmit
his public key or certificate to the verifier. Some identity-based signatures also
have short signature lengths, making them ideal for bandwidth-constrained envi-
ronments. However, verification of these signatures often involves bilinear pairing
operations, which are relatively expensive to compute. While it may be feasible
to verify a small number of pairing-based signatures, the number of verifica-
tions required to find the invalid signatures in a large batch can be prohibitive,
even with divide-and-conquer methods. Therefore, finding faster methods for
identifying invalid signatures in bad batches is very important for pairing-based
signature schemes.

All pairing-based schemes discussed in this paper are assumed to use bilinear
pairings on an elliptic curve E, defined over Fy, where ¢ is a large prime. G and
(o are distinct subgroups of prime order r on this curve, where G is a subset
of the points on E with coordinates in Fj, and Gz is a subset of the points on
E with coordinates in Fia, for a small integer d. The pairing e is a map from
G x G into qu.

In this paper, we present an improvement to the divide-and-conquer method
for finding invalid signatures in a bad batch. We also present new, efficient meth-
ods for finding invalid signatures in some pairing-based batches. We specify these
methods for the Cha-Cheon signature scheme of [5]. However, these methods are
applicable to other pairing-based schemes with similar form, such as BLS short
signatures [2] when all signatures in the batch are applied to the same message
or signed by the same signer.

2 Background

2.1 Batch Verification

Batch verification of digital signatures was introduced by Naccache et al. [10] to
verify modified DSA signatures. Yen and Laih [I7] applied batch verification to
a variant of the Schnorr signature and improved its performance by removing a
requirement on small exponents that are generated by the verifier. A similiar test,
called the “small exponents test”, was one of three batch verification techniques
for modular exponentiation given in [I]. The small exponents test has been
applied to several signatures schemes including BLS short signatures [24].

In the small exponents test, the verifier chooses a new random value (a “small
exponent”) for each signature in the batch. Each random value is mathemati-
cally combined with its corresponding signature and then all the “randomized”
signatures are combined into two values that should be equal if and only if all
of the signatures in the batch are valid. The random values prevent an attacker
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from inserting invalid signatures that may cancel each other out, resulting in a
batch that appears valid.

Small exponents test:

Input: a security parameter [, a generator g of the group G of prime order ¢, and
(x1,91), (x2,92), -, (Tn, yn) With z; € Z, and y; € G.
Check: That g% = y; for all 4, 1 <i <mn.

1. Choose n random integers r1q,...,r, in the range [0, ol — 1].
n n
2. Compute z = Y x;yr; and y = [] "

i=1 i=1
3. If g* = y then accept; else reject.

The probability that this test accepts a batch containing invalid signatures is
at most 27! [I]. The order of G’ must be prime to prevent a weakness described
in [3]. Observe that we can set 1 = 1 without any impact on the security of this
test.

2.2 Cha-Cheon Signature Scheme

Cha and Cheon [5] proposed an identity-based signature scheme that can be
constructed with bilinear pairings. We describe their scheme using pairings that
map G x Go into Fa as defined in Section[[l H(m,U) is a cryptographic hash
that maps a bit string m and a point U € (G; to an integer between 1 and r.

1. Setup phase. The system manager selects an order r point T € G2 and
randomly selects an integer s in the range [1,7 — 1]. The manager computes
S = sT'. The public system parameters are T" and S, which are made available
to anyone that will need to verify signatures. The master secret key is s,
which is known to the system manager only.

2. Extract phase. Each user is given a key pair. The user’s public key, @, is a
point in G; that is derived from the user’s identity using a public algorithm.
The user’s private key, C' = s@ is computed by the system manager and
given to the user through a secure channel.

3. Signing. To sign a message m, the signer randomly generates an integer ¢ in
the range [1,7 — 1] and outputs a signature (U, V') where
U=1tQ
V=@{t+HmU))C

4. Verification. To verify a signature (U, V) of message m, the verifier derives
the signer’s public key @ from the purported signer’s identity and computes
h = H(m,U). If e(U + hQ,S) = e(V,T) then the signature is accepted.
Otherwise, the signature is rejected.

2.3 Fast Batch Verification for the Cha-Cheon Signature Scheme

Cheon et al. [6] proposed a batch signature scheme for a variant of the Cha-Cheon
scheme. Their scheme is partially aggregate, meaning that a portion of each sig-
nature can be combined into into a single short string. Aggregate signatures
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are shorter than batch signatures, but when a batch verification fails they do
not provide enough information to allow identification of the bad signatures.
Cheon et al. claimed that batch verification is not secure for Cha-Cheon and
demonstrated an attack. However, their attack is for a particular batch verifica-
tion scheme and they did not consider the batch verification methods of [T].

By applying the small exponents test to the Cha-Cheon signature we can
obtain an efficient batch verification method that can support verification of
multiple signatures by distinct signers on distinct messages. The verifier obtains
N messages my, for k =1 to N, and the signature (Uy, Vi) and signer’s identity
for each message. The verifier derives each public key Q) from the signer’s iden-
tity. The verifier sets r; = 1 and generates random values 7 from [0, 2! — 1], for
k=2to N.

The batch is valid if

N N
6(2% (Uk+H(Mk;Uk)'Qk)7S> :e<2rka,T> . (1)
k=1

k=1

If this equality does not hold, then at least one signature in the batch is not
valid.

This batch verification requires only two pairings (and some other relatively
inexpensive operations). This is much more efficient than the aggregate scheme
of [6], which requires N + 1 pairings.

2.4 Divide-and-Conquer Methods

Although many papers have been written on efficient methods for batch veri-
fication, there has been less attention devoted to finding the invalid signatures
after a batch verification fails. One method for identifying invalid signatures was
applied to batches of RSA signatures [9]. It was shown in [I5] that this approach
is not secure for RSA signatures. This method is similar to an independently
developed method we present in Section T for the special case of identifying a
single bad signature. Pastuszak et al. [TI1] investigated the “divide-and-conquer”
method, in which the set of signatures in a failed batch is repeatedly split into
z smaller sub-batches to verify. We refer to the case where z = 2 as “Simple
Binary Search”. They found that Simple Binary Search is more efficient than
naively testing each signature individually if there are fewer than N/8 invalid
signatures in the batch.

The following recursive algorithm describes the Simple Binary Search on a
batch of N messages and their corresponding digital signatures (called “mes-
sage / signature pairs”). On the initial call to Algorithm SBS(X, V), X contains
the entire batch of N signatures and V « true.

Note: verify(X,V) is a function of a list X = ((m1,81),..., (Mn,s,)) of n
message / signature pairs and a flag V. If V' = true then the list is verified,
and the function returns true if the verification passes and false otherwise. If
V' = false, then no verification is performed and the function returns false.
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Algorithm SBS(X,V). (Simple Binary Search)
Input: A list X of n message / signature pairs, and a flag V.
Output: A list of all invalid signatures in the batch.

1. If n =1, then call verify((m1,s1), V). If the verification passes (true), then
return. Otherwise (false), output (mq, s1) and return.

2. If n # 1, then call verify(X, V). If verification passes (true), then return.
Otherwise (false), go to Step 3.

3. Divide the batch X into 2 sub-batches, left(X) with [n/2] signatures, and
right(X) with |n/2] signatures. Call SBS(left(X),true). If SBS(left(X),
true) or a descendant sub-instance of SBS finds an invalid signature, then
call SBS(right(X), true) otherwise call SBS(right(X), false).

Algorithm SBS can be illustrated with a perfect binary tree. The tree’s root
represents all N message / signature pairs. Each left child represents half of
the message / signature pairs from its parent node, and each right child repre-
sents the other half. The depth of the tree is k + 1, so there are N leaves, each
representing a single message / signature pair. A leaf is called “invalid” if its
corresponding signature is invalid. Note that if the left child of an invalid node
is valid, then its sibling is not verified because it must be invalid.

Costs for Simple Binary Search. If there is only one invalid signature in the
batch, there will be at most 2 verifications for each non-root level of the tree.
Therefore, as shown in [I1], the maximum number of verifications to find a single
invalid signature after a batch has failed is 2[log, N.

If there are 0 < w < N/2 invalid signatures in a batch of N signatures, the
worst-case cost is 2(2M1°82 1 — 1 4 w([logy, NT — [log, w])) batch verifications
when the tree is perfectly balanced. If w > N/2 then the worst-case cost is the
same as the cost for w = N/2.

Pastuszak et al. [T11] also observed that if the verifier knows in advance that
the batch contains exactly one invalid signature, then the number of verifica-
tions can be reduced to [log, N]. In the following section, we will show how to
modify Simple Binary Search to find a single invalid signature with [log, N'| ver-
ifications without advance knowledge of the number of invalid signatures. This
modified method also reduces the worst-case cost when there are multiple invalid
signatures.

3 Binary Quick Search

Batch verification tests typically compare two quantities, X and Y, and the
batch is accepted as valid if they are equal. In many batch signature meth-
ods [M2IBI6ITTITE] as well as the batch Cha-Cheon method of Section [Z3] an
equivalent test is to compute A = XY ~! and accept the batch as valid if A = 1.
In most of these signature schemes, XY ~! can be computed at least as quickly
as computing X and Y individually. When this equivalent form of verification is
used, the “A” values can be used to eliminate some of the verifications required
by divide-and-conquer methods.
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For a batch of N signatures, A can be written as the product A1 A, ... Ay.
Let A = AjAy...A; for a sub-batch of j < N signatures labeled 1 through
j. Suppose that A # 1 and A # 1. Since A; = 1 if and only if signature i is
valid, we can instantly determine whether or not the remaining signatures j + 1
through N are a valid batch. If A = A then Aj1Aj1o. .. Ay =1, so signatures
j+ 1 through N can be accepted as valid. Otherwise, the set of signatures j + 1
through N must contain at least one invalid signature.

We can modify the Simple Binary Search method of the previous section to
obtain the Binary Quick Search method as follows. The initial verification and
verification of all left(X) sub-batches are replaced by a computation of A and
checking whether A = 1. Verification of all right(X) sub-batches are replaced
by a comparison of the A values for its left sibling and its parent. This means
that the expensive verification will never be needed for right sub-batches. When
required, the A value for invalid right sub-batches can be efficiently computed
from the A values of its left sibling and its parent.

The Binary Quick Search can be applied to pairing-based batch verification
schemes that are equivalent to accepting the batch as valid if oy = 1, where

N N
ap=e (Z Bk,P> e (Z Dk,R> . (2)
k=1 k=1

For example, the Cha-Cheon Batch verification method of Section 2.2 equa-
tion (), is equivalent to this test, where

Bk =Tk (Uk: + H(mkv U}C)Qk) 3

Dy = 1 Vi,
P =S5, and
R=-T.

Binary Quick’s worst-case cost (beyond the initial batch verification) is half
that of Simple Binary Search. If there are 0 < w < N/2 invalid signatures in a
batch of N signatures, the worst-case cost for this new method is

gflogawl _ 7 w([logy N — [log, w])

batch verifications when the tree is perfectly balanced. If w > N/2 then the cost
is the same as the cost for w = N/2.

4 Finding Invalid Signatures in Pairing-Based Batches

The Binary Quick Search method will find invalid signatures in pairing-based
batches using no more than approximately wlog, N verifications. While faster
than previously known methods, Binary Quick Search’s lower bound is expensive
for large N when the verifications require pairing computations. In this section
we propose two alternative methods for finding invalid signatures in pairing-
based batch signature schemes such as the Cha-Cheon verification presented
above, when the verification can be written as in equation (2I).
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These new methods make use of the following observation. We can insert
integer multipliers m; 5, into equation (2)) to obtain

N N
aj=e (Z ijch,P) e (Z mjkak,R>
k=1

k=1

where mo =1 forall k=1 to N.
Let I be the set of indices of invalid signatures, and let

Xy = e(Bk, P) e(Dy, R).

Using the properties of bilinear pairings, we have

N
oy = H X;:L]k
k=1
However, X = 1 if the |th signature is valid, so we have

- Mk
o = HXk .

kel

We can identify the set I of invalid signatures by looking for relationships
between the «;’s. For example, if the |th signature is the only invalid signature
in the batch, then we have ay = ™+,

Since we are working in groups of prime order, we are free to choose the values
for the scalars m; ;. to maximize the efficiency of our methods. Note that these
scalars can have lengths much smaller than the security parameter [ used in
generating the randomizers 7 in the initial batch verification.

4.1 Exponentiation Method

We begin with the same initial batch verification as in the Binary Quick Search
method of Section B given by equation ([@). If ag = 1 then all signatures in the
batch are accepted as valid. Otherwise, the following algorithm will identify the
bad signatures in the batch:

Input: A bad batch of N message / signature pairs to be verified, along with the
identities of each signer.
Output: A list of the invalid signatures.

1. Perform an computation similar to the batch computation of equation (2)),
but first multiply each B and Dy by the signature identifier k, (k = 1
through N):

N N
a; =e <Z kBk,P> e <Z ka,R> .
k=1 k=1



Finding Invalid Signatures in Pairing-Based Batches 41

Search for an i, 1 <i < N, such that ag = .

If such an ¢ is found, then output “the jth signature is invalid” and exit. If
no match is found, then there are at least 2 bad signatures in the batch. Go
to the next step.

2. Compute
N N
a=e (Zk(kB@,P) e (Zk(kD@,R) .
k=1 k=1

Search for an (i,7), 1 <i < N, 1<j <N, i< jsuch that as :a’fjaazj.
If an (7, j) pair is found, then output “the ith and jth signatures are invalid”
and exit. If no match is found, then there are at least 3 bad signatures in
the batch. Set w <« 3 and go to the next step.

3. Compute
N N
ay =€ (Zk (k“’_lBk),P> e (Zk (k“"le),R> . (3)
k=1 k=1
For all w-subsets of signatures zi,..., Ty, T1 < o < ... < Ty
Check that w
_q1yt-t
Qo = H (awft)( ) be (4)
t=1
where p; is the tth elementary symmetric polynomial in 1, ..., z.
Equivalently, we can search for py, ..., p, that will solve equation (). Once
we know p1, ..., pw, it is easy to solve for the signature identifiers 1, ...,z -
If a match is found, then output “signatures x1,..., and x,, are invalid” and

exit. If no match is found, then there are at least w—+ 1 bad signatures in the
batch. Set w < w + 1 and repeat Step 3, or stop and switch to a different
method.

Cost. We will assume that the number of invalid signatures, w, is small. We need
to compute each «;, for i = 1 to w, and to then solve equation ().

N .
To compute each a; in (3], we first need to compute the quantities Y (k'By)
k=1

N .
and Y (k"Dy). Solinas [14] observed that these two quantities can be computed
k=1

for i = 1 to w with only 2w(N — 1) elliptic curve additions (see Appendix B).
Each a; computation will also require 2 pairings and 1 multiplication in Fa.

For w > 2, each step of this algorithm will require the inverse of «,,_2 (other
inverses can be saved from previous steps), so there will be w — 1 inverse com-
putations in Fga.

Finally, we need to solve equation @) for x1,...,x,, where 1 < z; < N. If
w = 1, then this equation reduces to the discrete logarithm problem in Fja,
where the exponents are from an interval of length N. This can be solved using
square-root methods such as Shanks’ baby-step giant-step method [12] with only
2v/N multiplications in Fa.



42 L. Law and B.J. Matt

For w > 2, we can solve equation (@) for zi,...,x, with (w§1)1Nw_1 +
O(N™~2) multiplications in F,a (see Appendix A).

The approximate upper bound for the total cost to find w invalid signatures
in a bad batch of NV signatures using the exponentiation method is 2w pairings,
2w(N — 1) elliptic curve additions, w — 1 inverses in F,a, and the number of
multiplications in Fj« is 2v/N for w =1 or (wfl)IN“’_l for w > 2.

4.2 Exponentiation with Sectors Method

The exponentiation method of the previous section works efficiently when there
is a single invalid signature, but the number of combinations of potentially invalid
signatures grows quickly as the number of bad signatures increases, even for just
a few invalid signatures. We can slow this growth by dividing the N signatures
in a failed batch into Z sectors of T' ~ g signatures each and modifying the
Exponentiation method of the previous section to identify bad sectors instead of
bad signatures. Once these bad sectors have been identified, we use a variant of
the Exponentiation Method to identify the bad signatures from within the bad
sectors. We call this the Exponentiation with Sectors Method.

We begin with the same initial batch verification of the entire batch as in the
Binary Quick Search method of Section Bl given by equation (2)). If the batch
fails, we use the following algorithm to identify the bad signature(s).

Input: A bad batch of N message / signature pairs to be verified, along with the
identities of each signer.

Output: A list of the invalid signatures.

Stage 1. Divide the N signatures into Z sectors of T = g signatures each. Label
the sectors s; through sz. This stage will identify the bad sectors.

1. Compute

Z Z
Bi=e|> il D> B, Ple|D i|D>. DR

=1 keEs; j=1 keEs;

Search for an i, 1 <14 < Z, such that 3; = of. If such an i is found, then
Sector 7 is the only bad sector. Set v «— 1 and go to Step 1 of Stage 2. If no
match is found, then there are at least 2 bad sectors in the batch. Set v « 2
and go to the next step.

2. Compute
z z
Bo=e (D il "D Be|.Ple|D il D Di|.R|. (5
j=1 kEs; j=1 keEs;
Search for a v-subset of sectors s1,...,8,, §1 < 82 < ... < Sy
such that

v

By =TI (Boe) V"7 (6)

t=1
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where Sp=ag and p; is the tth elementary symmetric polynomial in sy, ..., s,.
If a v-subset is found, then go to Step 1 of Stage 2. If no match is found,
then there are at least v + 1 bad sectors. Set v < v + 1 and repeat Step 2,
or stop and switch to a different method.

Stage 2. Now v bad sectors of T' signatures each have been identified. Therefore,
there are at least v invalid signatures in the batch. Set w « v. Stage 2 will
identify these invalid signatures.

1. Label the signatures in the bad sectors from 1 to v7T". Compute ~; for i =1
to w as follows:

T T
vi=e (Z k' By, P) e (Z k' Dy, R) : (7)
k=1 k=1

Compute the inverses of g (if w is even) and Yy—2, Ya—4, ... Search for a
w-subset of signatures x1,..., %y, T1 < Lo < ... < Iy such that

v _qyt—1
Yo = [] (o) D7 (8)
t=1

where vog=a and py is the ¢th elementary symmetric polynomial in 1, . . . , 2.
If a match is found then output the list of w invalid signatures and exit. If no
match is found, then there are more that w invalid signatures in the batch.
Set w «— w + 1 and go to the next step.

2. Compute 7, as in equation (7)) with ¢ = w. Compute the inverses of 7’s as
needed and search for a w-subset of signatures x1,..., 2Ty, T1 < T2 < ... <
Zy to solve equation (§)). If a match is found then output the list of w invalid
signatures and exit. If no match is found, then there are more than w invalid
signatures in the batch. Set w < w + 1 and repeat this step.

Cost. To simplify the cost computation, we will assume that there are w bad
sectors and exactly 1 invalid signature per sector (w = v), which is the worst case.
This is a reasonable assumption because batch verification is most useful when
most batches are valid. When a batch does fail, the number of invalid signatures
is expected to be very small (unless the batch was intentionally flooded with bad
signatures). In most cases, there is unlikely to be more than one bad signature
in any given sector.

The Stage 1 cost to identify w bad sectors in a batch with Z Sectors will be
the same as the cost for the exponentiation method of Section BTl to identify w
bad signatures in a batch of Z signatures. This cost is 2w pairings, 2w(Z — 1)
elliptic curve additions, w — 1 inverses in Fy« and the number of multiplications

in Fyais 2vZ forw=1or % Z*"" forw > 2.
In Stage 2, Step 1, we need to identify w invalid signatures in w distinct
bad sectors of T' = g signatures each. (We are assuming w = v so we will be

done after Step 1.) There are wT signatures in the w bad sectors. The costs for
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vl
equation (@) are 2w(wT — 1) elliptic curve additions to compute > k'Bj and
k=1

T
S kiDy, for i = 1 to w (see Appendix B), and 2w pairings to compute the 7;’s.
k=1

For equation (), we will need to compute |3 | inverses in Fja.

Finally, we need to solve equation () for x1,...,x,, where 1 < z; < wT.
If w = 1, then this equation reduces to the discrete logarithm problem in Fiq,
where the exponents are from an interval of length 7". This can be solved using
square-root methods such as Shanks’ baby-step giant-step method [12] with only
2v/T multiplications in Fla.

For w > 2, we can solve equation (§) for x1,...,z, with (w§1)! (wT)w=1
multiplications in Fya (see Appendix A).

The approximate upper bound for the total cost for both stages of the Ex-
ponentiation with Sectors method to identify w bad signatures in a batch of N
signatures (assuming exactly one bad signature per sector) is 4w pairings, 2w(Z+
wN —2) elliptic curve additions, [1.5w] —1 inverses in Fj« and the number of mul-
tiplications in Fia is: 2 (21/2+ (2)1/2) forw=1 and (wfl)! (Z“hl + (“’ZN)wA)
for w > 2.

To minimize the cost, we need to select the number of sectors, Z, to balance the
work in Stage 1 and Stage 2. We can minimize the work for the most likely case,
w = 1, by choosing Z = v/N sectors. In this case the total cost is 4w pairings,
2w((w + 1)v/N — 2) elliptic curve additions, |1.5w| — 1 inverses in Fja and the

number of multiplications in Fja is 4(N)"/* for w = 1 and 8(1(”1:]:;?1)]\7(‘”*1)/2
for w > 2.

5 Performance

Table [l summarizes the approximate upper bound for the number of opera-
tions to identify a small number of invalid signatures in a bad batch for each of
the three new methods presented in this paper, and compares them to the cost
of Simple Binary Search and to the cost of verifying each signature individu-
ally. For each batch method, we have omitted the cost of the initial verification
of the entire batch. Note that other computational techniques exist that may
lower these costs in some cases, such as techniques for computing products of
pairings [§].

As shown in Table [l Binary Quick Search is twice as fast as the worst case
for Simple Binary Search. The Exponentiation and Sector methods use fewer
pairings than Binary Quick Search, but the number of multiplications in F(g%)
for these methods increases proportionally to a power of the batch size. For very
large batch sizes, Binary Quick Search will always be the best method. However,
for reasonably sized batches of mostly valid signatures, the Exponentiation or
Sector method will often be the most efficient.
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Table 1. Number of Operations
Method Pairings Inverses EC additions Multiplications
in Fua in Fga
N individual 2N* 0 0 0
Simple Binary || 4wlogy N 0 0 0
Binary Quick 2wlogy N 0 0 0
Exponentiation
w=1 2 0 2(N —1) 2V N
w > 2 2w w—1 2w(N — 1) oy Nt
/N Sectors
w=1 4 0 4(v'N - 1) 4N1/A
w>2 4w |[15(w)] — 1| 2w((w+ 1)VN —2) %N@uflm

Table 2. Number of multiplies in F,, where r and ¢ are 160-bit values and d = 6

Method

N individual

Initial Verify

Simple Binary
Binary Quick
Exponent.
VN Sectors

Simple Binary
Binary Quick
Exponent.
VN Sectors

Simple Binary
Binary Quick
Exponent.
VN Sectors

Simple Binary
Binary Quick
Exponent.
VN Sectors

Batch Size
16 64 256 1024 4096
3.18-10%  1.27-10°°  5.08-10°¢  2.03-10°7  8.13-10%7
6.29-10°  1.99-10%  7.45.10%  2.93.10°°  1.17-10%7
1.46-10°°  2.19-10°°  2.92.10°°  3.65-10°°  4.38-10°°
7.30-10°  1.09-10%  1.46-10%°  1.82-10°°  2.19-10%
(1.87-10°%)  (1.99-10°*) (2.43-10°%)  4.17-10°*  1.10-10%
3.67-10°  3.69-10°*  3.73-10  (3.82-10°') (3.97-10°*)
2.55-10% 4.01-10%  5.47-10%  6.93-10°°  8.39.10%°
1.28-10%  2.01-10°°  2.74-10°°  3.47-10°®  4.20-10°
(3.91-10°%)  (4.70-10°*) (7.85-10°")  2.04-10%°  7.08-10°°
7.48-10°%  7.67-10°  8.07-10°%  (8.85-10°") (1.04-10%%)
3.28-10%  5.47-10%  7.66-10°  9.85-10°°  1.20-10°°
1.64-10°  2.74-10°  3.83.10%°  (4.92-10°°) (6.02-10%%)
(7.12-10°*)  3.05-10°®  4.00-10°®  6.30-10°"  1.01-10
1.20-10%  (1.50-10%%) (2.67-10°°)  7.32-10%®  2.58.10%°
4.01-10°  6.93-10°°  9.85-10°°  1.28-10°¢  1.57.10°
2.01-10%  (3.47-10°°) (4.92-10%%) (6.38-10°°) (7.84-10%%)
(1.56-10%%)  5.32.10°°  3.36-10°®  2.15-10'°  1.37-10'2
2.30-10°  8.14-10%  5.48.10°°  4.28-10°7  3.41-10°®

* Plus N point multiplications by a scalar the size of the group order r.
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Tables 2l and B] compare methods for finding invalid signatures in bad batches

for Cases A and C of [7]. In Case A, the group order r is a 160-bit value, the
elliptic curve F is defined over F,, where ¢ is a 160-bit value, and the embedding
degree d = 6. In Case C, the group order r is a 256-bit value, ¢ is a 256-bit value,
and the embedding degree d = 12. All costs are given in terms of the number of
multiplications (m) in F, using the following estimates from [7]:

— For Case A, 1 pairing = 9120m, 1 multiplication in Fye = 15m, 1 inverse
in Fe = 44m (assuming 1 inverse in F, = 10m), 1 elliptic curve addition
= 11m, and an elliptic point multiplication by a 160-bit value is 614m and by
an 80-bit value is 827m. The cost of a pair of elliptic point multiplications by
160-bit and 80-bit integers simultaneously is 2017m, using the Joint Sparse
Form [13].

— For Case C, 1 pairing = 43, 703m, 1 multiplication in F12 = 45m, 1 inverse
in Fji2 = 104m, 1 elliptic curve addition = 11m, and an elliptic point multi-
plication by a 256-bit value is 2535m and by an 128-bit value is 1299m. The
cost of a pair of elliptic point multiplications by 256-bit and 128-bit values
simultaneously is 3225m, using the Joint Sparse Form.

Table 3. Number of multiplies in Fy, where r and ¢ are 256-bit values and d = 12

Batch Size
W Method 16 64 256 1024 4096

N individual ~ 1.44-10°¢  5.76-10°¢  2.30-10°7  9.21-10°"  3.68-10°%

Initial Verify — 1.58-10%°  3.76-10°®  1.24-10°®  4.72-10°°  1.86-10%7

Simple Binary  6.99-10%  1.05-10°°  1.40-10°®  1.75-10°°  2.10-10%
Binary Quick  3.50-10°°  5.24-10%  6.99-10%°  8.74-10°®  1.05-10%°
Exponent.  (8.81-10°*) (8.95-10°*) (9.45-10°) (1.13-10°%)  1.83-10°°
VN Sectors  1.75-10%°  1.76-10°®  1.76-10°  1.77-10°  (1.79-10%%)

Simple Binary = 1.22-10°¢  1.92.10°¢  2.62.10°¢  3.22.10°¢  4.02.10°

Binary Quick  6.12-10°®  9.61-10°  1.31-10°°  1.66-10°°  2.01-10°
Exponent.  (1.81-10%) (2.01-10°%) (2.78-10%) 5.89-10%°  1.83-10°°
VN Sectors  3.54-10%  3.59-10°°  3.69-10°  (3.88-10°°) (4.27-10%%)

Simple Binary  1.57-10°  2.62.10°  3.67-10°  4.72.10°¢  5.77-10%
Binary Quick  7.87-10°®  1.31-10°°  1.84-10°°  (2.36-10%) (2.88-10%°)
Exponent.  (3.09-10%) 1.00-10°®  1.21-10°"  1.89-10°®  3.02-10%
VN Sectors  5.54-10%°  (6.41-10°®) (9.89-10%°)  2.38.10°¢  7.91.10%

Simple Binary  1.92-10°¢  3.32.10°°  4.72.10°°  6.12-10°®  7.52.10%
Binary Quick  9.61-10°  (1.66-10%°) (2.36-10%%) (3.06-10°¢) (3.76-10°°)
Exponent.  (5.97-10°) 1.61-10°"  1.01-10%°  6.44-10'°  4.12.10'2
VN Sectors  9.50-10%°  2.70-10°®  1.67-10°7  1.29-10°®  1.02-10%°
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To indicate the best method for each batch size and number of invalid signatures,
the table entry with the lowest cost is given in brackets.

The results in Table Plfor Case A show that the Exponentiation method is the
most efficient method when there are one or two invalid signatures in a batch of
up to 256 signatures, with costs that are as much as 83% lower than the cost of
Binary Quick Search and 92% lower than Simple Binary Search. For batches of
1024 to 4096 signatures with one or two invalid signatures, the Sector method
with v/ N sectors is the most efficient, with costs that are up to 82% lower cost
than Binary Quick Search and 91% lower than Simple Binary Search. If the batch
size is large enough, Binary Quick Search will be the most efficient method, and
the size at which this happens is smaller if there are more invalid signatures
in the batch. However, when there are 4 invalid signatures, the Exponentiation
method is still 22% faster than Binary Quick Search, and 61% faster than Simple
Binary, for batches of 16 signatures.

The results in Table B] for Case C show that the benefit of using the Expo-
nentiation and Sector methods can be even more significant at higher security
levels. For example, the cost of the Exponentiation or Sector methods are up to
87% less than the cost of Binary Quick Search, and up to 94% less than the cost
of Simple Binary Search, for batches with up to 4096 signatures in which one or
two signatures are invalid.

6 Conclusion

We have presented two new methods for identifying invalid signatures in pairing-
based, batch signature schemes with low numbers of invalid signatures, and have
analyzed their performance. These methods are applicable to batch verification
schemes employing small exponent techniques such as the Cha-Cheon scheme
described here, or BLS [2] short signatures when all signatures in the batch are
applied to the same message or signed by the same signer. These new methods
offer significant speedups for such schemes.

We have presented Binary Quick Search, an improvement to previous “divide-
and-conquer” methods. This method is better suited for identifying larger num-
bers of invalid signatures, especially in large batches, than our other methods,
and has application to batch signature schemes that do not use pairings, includ-

ing [TIB/17].
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Solving Equations (), (6) and (8) Using the Factor
Method

In equation () of Section Il and equations (@) and (&) of Section [£2 we need
to solve an equation of the form

B:

t

(A 9)

1

w


http://eprint.iacr.org/2007/172
http://eprint.iacr.org/2004/131
http://eprint.iacr.org/2006/172
http://eprint.iacr.org/2006/111

Finding Invalid Signatures in Pairing-Based Batches 49

where p; is the ¢th symmetric polynomial in 1, z2, ..., Ty, Ay € Fya and

For equation @): B =y, M «— N and A; = (ozw,lt)(_l)ti1 fort =1 to w.
t—1

For equation ([@): B = f,, M «— Z and A; = (ﬁw,t)(fl) fort =1 to w.
t—1

For equation [8): B = 7y, M «— “’ZN and A; = (%,_t)(fl) for t =1 to w.

A.1 w = 2: Factor Method

When w = 2, equation ([@) reduces to
B = Almite2) g(mee), (10)

If we raise both sides of equation () to the 4! power and observe that 4z, 25 =
(z2 + 1) — (z2 — 21)?, equation () becomes

B4 (A1—4)(wz+z1) (A271)($2+11)2 _ (A271)(12—11)2.
This can be written as
s (s)° (m)?
60 (01)" (62)"" = (62) (11)
where
bo=DB" 6 =414 6 =A""
S=To+T1, M =2To — X1
1<s<2M -1
1<m<M-—-1.
To solve equation ([II), the M — 1 possible values for the right hand side of the
equation, RHS(;), are computed and stored in a search tree. Then the 2M — 1
values for the left side, LHS(;), are computed and compared, each in log M time,

with the stored values. If a match is found, the values x; and x5 can be easily
computed. To compute the values for the right hand side

1. Set RHS1 = 62 and compute 62(2).
2. For 2 <i < M, compute
(a) (82)®Y = (62)*7 (6,) and

N2 2 ,
(b) RHS(i) _ ((52)(1) _ (62)(2—1) (62)(21—1)_
Computing the values for the left hand side of equation (] is performed in two

stages. In the first stage, the values (62)(”2, which have already been computed
for the right hand side, are re-used to reduce the number of multiplications.
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Stage 1:

1. Compute (3 = dg 6%3)7 lookup 653)2 and compute LH S5 = (3 653)2.
2. For 4 <1 < M, compute

(a) C(i) = C(i—12) o1, .

(b) lookup &3 and compute LHS() = (i 657 .

Stage 2:

1. For M <i < 2M compute
(a) ¢ = (i1 01,
(b) (82)@ =1 = (82)@=3) (85)2),
(c) (62)% = (82)07 (82)* and
(d) LHS() = ay (62)7

Cost.

Computing the values for the right hand side requires 2M multiplications. Com-
puting the values for the left hand side requires 2M multiplications for Stage 1
and 4M for Stage 2. The total cost of using the Factor method for w = 2 is no
more than 8M multiplications in Fa.

A.2 w > 3: Iterative Use of the Factor Method

When w > 3, equation (@) can be solved by reducing the problem to the w = 2

M -2 . o
case for each of the ( w_ ) possible combinations of the values of x3, ..., Z.
We can express py, the ¢th elementary symmetric polynomial in x1,...,x, as

pr = (T122)ui—2 + (T1 + T2)ur—1 + us.

If0 <i <w — 2then u; is the ;th elementary symmetric polynomial in x3, . .., Ty
and u; = 0 otherwise. Equation (@) becomes

B =

t

(At)((wlwz) w2+ (r14x2) U1+ ut).
=1

Rewriting this equation in the form of equation (ITI)

(s) (s)? (m)?

w

Bt l:I (At)_4ut 1:[ (At)_4ut—1 H (At)—ut—z _ H (At)—ut—z

t=2

5() 51 (52 62

The Factor method can be used with the values 6y, 61 and 62 as shown above,
with 1 <s<2x3—3and 1 <m<x3—1.
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Cost.

. . M-2Y\ . .
The Factor method is used a maximum of w2 times to test equation (@J).
Therefore, for w > 2, the cost of all calls to the Factor method is bounded by

M -2 8 1
SM MY
( w—2 ) = (w—2)!
multiplications in Fja.

We can establish a tighter upper bound if we consider the fact that z; and
x9 must lie in the range [1, x5 — 1] instead of [1, M]. The number of times the

w—3
Therefore, excluding the cost of computing the ¢’s, the cost of the using the
Factor method for w > 3 is

(M) e

123:3

. . . M —
Factor method is called for any given value of x3 is no more than ( 3 >

M—w—+3
8

oy X T (12)

$3i3

multiplications in Fja.
The most significant term of (IZ)) can be written as

g M S (1;—_13> (ji1>

j=1

However, by an identity given in [16], we have

g(—l)y‘l (;U__f> (Jil) - (w—l)l(w—Q)'

Jj=1

Therefore, the most significant term of (I2) becomes

8

(w— 1)!M“"1. (13)

Cost of computing the §’s. We also need to compute the different 6g, 61 and 6,
required for each use of the Factor method.

w—2 w—2

w—2
(SO _ B4 H (A;4)ut7 61 — H (A,;’ill)ut7 62 — H A;LLQ
t=0

t=1 t=0
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Ut

To compute 6y in the following algorithm, all possible values of each (A; )" are
computed and combined to produce the value of §y for each possible combination

of the values 3, ..., x,.
Next, all possible values of (4;4)"" are computed for each t. Since the max-
w— 2

imum value of each wu; is less than '

>M . we can compute all possible

w— 2
t
Finally, we compute the ¢’s. We can compute all possible values of 6y by

computing all possible values for 17, = B4(A174)u1 and then computing all pos-

t
sible values for 7, = B* ] (A1 for 2 <t <w — 2, from 7, and (A;4)

z

values of (A7 %) in M* multiplications.

Ut
z=1

: M .
Since there are less than (w B ) possible values of x3, ..., z,,, we can compute

2

80 = Nw—2 with (w — 3) (w]\{ > multiplications.

2
The method computes 6; and 62 in a similar fashion. The total number of
multiplications required to compute the ¢’s is bounded by

3 (LUZQ (“’ t_ 2) M'+(w—3) (w]‘g)) <3(M+1)" "2+ ?’(g”_;‘;’,) M™=2. (14)

t=1

The total cost to iteratively use the Factor Method is the sum of equations (I3])
and (), but this cost is dominated by equation (I3)). Therefore, the approximate
number of multiplications in Fa to solve equation (@) is

8

(w B 1)!Mw—1 (15)

for w > 2.

B Faster Method for Computing Sums of the Form
N

>, (K'Py)

k=1

Let Py, for kK =1 to N, be points on an elliptic curve. We want to compute

N

SUM, = (k'Py) (16)
k=1

for t = 1 to w. Computing these values in the obvious way would require w(N —1)
elliptic scalar multiplications by a log, N bit-integer and w(N — 1) elliptic curve
additions. We show a method due to Solinas [14] to compute these w quantities
with only w(N — 1) elliptic curve additions.
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First, we compute

for t = 1 to w. These w values can be computed from the Py’s as follows:

Vi — P, for 1<k<N
For t =0 to w
For k from N — 1 downto 1 do
Vie = Vie + Vi
Next k
Uy —V
Next ¢

The cost of this algorithm is w(N — 1) elliptic curve additions. (We don’t count
the cost for the first time through the loop because the computations for t = 0
can be computed during the initial batch verification.)

We can now compute SUM; (equation (I6) from Uy,...,Us:

t

SUM, = (=1)"*(k!)s;x Uk (17)
k=1

where the s;;’s are the Stirling numbers of the second kind. We can compute
SU My, for t = 1 to w, with only O(w?) operations:

SUMl — U1
Ssg«— 0
S1 <— 1
For 1 =2 to w
s; «— 0
Next 1©
For t =2 to w
SUM; — 0
For k from t downto 1 do
Sg  Sp—1 + ksg
SUM,; — k ((—1)""s,Uy + SUM,)
Next k
Return SUM,;
Next ¢

For large N and small w, we can ignore the O(w?) operations. Therefore, the
total cost of computing SU M, for t = 1 to w, is approximately w(N — 1) elliptic
curve additions.
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Abstract. This paper shows how to forge a time-stamp which the latest
version of Adobe’s Acrobat and Acrobat Reader accept improperly. The
target signature algorithm is RSASSA-PKCS1-v1 5 with a 1024-bit pub-
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the original attack is not able to forge with these parameters, we used
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1 Introduction

In the rump session of CRYPTO 2006, held on August 2006, Bleichenbacher pre-
sented a new forgery attack [6] against the signature scheme RSASSA-PKCS1-
vl 5 (PKCS#1v1.5 for short) defined in PKCS#1 [13] and RFC 3447 [I6], a
cryptographic standard developed and maintained by RSA Laboratories [13].
The attack allows an adversary to forge a valid signature on an (almost) arbi-
trary message in a very simple way, if an implementation of the signature scheme
is loose, namely, a format check in the verification is not adequate. In fact, sev-
eral implementations of PKCS#1v1.5 including OpenSSL, Firefox2 and Sun’s
JRE (Java Runtime Environment) library had this vulnerability. In response to
Bleichenbacher’s attack, US-CERT published a vulnerability note on September
2006 [7], and these implementations resist the attack now.

Since Bleichenbacher’s presentation was limited to the case when the bit-
length of the public composite n (denoted by |n|) is 3072 and the public exponent
e is 3, applicability to other parameters was unclear. Though Tews showed the
applicability of the extended forgery attack when |n| = 1024 and e = 3 [19],
other cases such as e = 17, 65537 has not been discussed yet.

In this paper, we analyze Bleichenbacher’s forgery attack and show applica-
ble composite sizes for given exponents. Then we propose the extended attack
with assuming the same implementational error, which is a generalization of the

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 54 _ 2007.
© Springer-Verlag Berlin Heidelberg 2007
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original attack and Tew’s extended attack. For fixed n and e, the success proba-
bility of the proposed attack is 2(71=15)/¢=353 i the random oracle model. When
[n| = 1024 and e = 3, the proposed attack succeeds the forgery with probabil-
ity 2716-6 which coincides the Tew’s experiment [T9]. Note that the preliminary
version of the proposed attack was published in [9].

In the proposed attack, the success probability of a forgery on the chosen
message is 2(1"1=15)/e=353  However, when the message is ‘redundant’, namely,
it includes supplementary data (such as a name of used tool, a name of author,
date) besides a body of the message and whose size is large enough, the adver-
sary can forge on the chosen message by changing the redundant part. As an
example of this scenario, we show how to forge a time-stamp defined in RFC
3161 [] (in which 64-bit nonce space is available) with our proposed attack. Fi-
nally and most importantly, we check some verification client programs whether
they accept forged time-stamps by (1) the proposed attack and (2) a variant of
Bleichenbacher’s attack by Oiwa et al. [T1]., As a result, a forged time-stamp
by the proposed attack embedded in a PDF (Portable Document Format) file
was improperly accepted by the latest version of Adobe’s Acrobat and Acrobat
Reader L.

The rest of this paper is organized as follows: in section 2, Bleichenbacher’s
forgery attack against PKCS#1v1.5 and analytic results are described. Then the
extended attack is proposed in section 3, and its application to the time-stamp
scheme is described in section 4. Some numerical examples of forged signatures
are in the appendix.

2 Bleichenbacher’s Attack

This section describes Bleichenbacher’s forgery attack [6] against RSASSA-
PKCS1-v1 5 (PKCS#1v1.5 for short) with the loose implementation. Let n be
an RSA composite whose size is denoted by |n| (in bit). In the followings, a
variable in the typewriter font denotes an octet string and a variable in the
Roman font denotes an integer. Two variables in the same letter correspond to
each other, namely, A is an octet representation of an integer A, vice versa.

2.1 RSASSA-PKCS1-vl 5

Let us introduce the signature scheme RSASSA-PKCS1-v1 5 defined in PKCS#1
[13]. For a given public composite n (a product of two large primes with same
size) such that |n| is a multiple of 8, a message m (to be signed) is encoded to
an integer M, an integer representation of an octet string M defined by

M = 00]|01||PS||00||T||H, (PKCS#1v1.5 message format)

where PS is an octet string with £f such that |M| = |n| (and |PS| > 64), T is an
identifier of the signature scheme and the hash function (Table[)), and H is an

! The authors have already submitted the vulnerability report to a governmental or-
ganization.
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Table 1. Identifiers of the algorithm and the hash function [13]

Hash Function Length (bit) Octet String
MD2 144 3020300c06082a864886£704020205000410
MD5 144 3020300c06082a864886£704020505000410
SHA-1 120 3021300906052b0e03021205000414 (= Tsma1)
SHA-256 152 3031300d4060960864801650304020105000420
SHA-384 152 3041300d4060960864801650304020205000430
SHA-512 152 3051300d4060960864801650304020305000440

octet representation of the hash value H(m). Then, a signature s is generated
by s = M? mod n for the signer’s secret integer d.

On input the original message m, its signature s and the signer’s public expo-
nent e, a verifier obtains an octet string M’ representing an integer M’ = s® mod n
and checks whether it satisfies the format

M = 00]|01||PS||00]||T||H'.

Then the verifier obtains a value H', an integer representation of the octet string
H', and compares whether H' = H(m). If this equation holds, the signature is
accepted by the verifier.

In the implementation level, a part of the format check is sometimes inade-
quate by some reasons. For example, when an octet string

00l|01|[PS]||00||T||H'||garbage.

(a garbage data is followed) is obtained by a verifier as a decoded message, it
should be rejected because it is in the illegal format. However, some implemen-
tations accept the string because they do not check the number of £f and they
stop the scan at the end of H’ (namely, they do not notice the existence of the
garbage). Such loose implementation is the target of Bleichenbacher’s forgery
attack described in the next subsection.

2.2 Outline of Bleichenbacher’s Attack

Next, let us introduce Bleichenbacher’s forgery attack [6] against PKCS#1 v1.5.
Here we assume that the hash function SHA-1 and parameters |n| = 3072 and
e = 3 are used [§]. In the attack, an adversary chooses a message m with arbitrary
bit-length such that

a=2%8 _ (T x 2190 1 H(m))

is divisible by 3, where T is an integer representation of the octet string Tsma1
(as in Table[I]). Note that such m can be obtained by generating m randomly (3
trials are required on average). The adversary also computes two integers

g=a?/3 x 21087 _ ¢3/27 % 2192 5= 21019 _ /3 931
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Observe that
ge _ (21019 _ a/3 % 234)3
— 23057 —a X 22072 + a2/3 % 21087 _ a3/27 X 2102
_ 23057 o 22360 4+ T x 22232 + H(m) % 22072 + g
— (2985 _ 2288 4+ T x 2160 4 H(m)) % 22072 _|_g

Since an integer 285 — 2288 4+ T x 2160 4+ H(m) corresponds to an octet string
00||01||££...££]|00]||T||H" (the number of £f is different from that of the original
PS), 5 is a forged signature on the message m, if an implementation of the
verification ignores the number of £ff and the garbage g. In the forgery, the
adversary only requires to compute H(m), a and 5. This is why the attack is
called “the pencil and paper attack” [6]. Note that the adversary does not use
modulus computations and thus integers n, d are not required in the forgery.

A numerical example of Bleichenbacher’s forgery attack with a 3072-bit com-
posite and e = 3 is shown in Table [ in appendix A.

2.3 Analysis

This subsection analyzes Bleichenbacher’s forgery attack with general parame-
ters. Only SHA-1 is considered in the following, however, similar attacks and
analysis can be easily obtained for other hash functions. For simplicity, we con-
sider the public composite n with arbitrary length (rather than a multiple of 8).
Firstly, we consider the case with general n but e = 3. Since the padding
00]|Tspa1 is 128-bit and the hash value is 160-bit, we use the same a as in the
original attack, namely a = 2288 — (T x 2150 + H(m)) such that 3|a. Let

5(a, ) =2 —a/3 x 2°,
be a forged signature. Then, we have
s, )? = 2% —a x 220  g(a, B)

for the garbage g(a, ) = a2/3 x 22728 — 3 /27 x 23, Since 5(a, 3)% should be in
the PKCS#1v1.5 format, we have 3a = |n|— 15, namely, a = (|n|—15)/3 and |n|
should be divisible by 3. On the other hand, since the garbage should be smaller
than 22078 we have 2a+ 3 > 576+a+23—log, 3, namely, 8 < |n|/3—581+log, 3.
By substituting 8 > 0 in this inequality, we have a condition on n that

In| > 1743 — 3log, 3 = 1738.24....

Consequently, Bleichenbacher’s attack with e = 3 is applicable to the case with
|n| > 1739 with |n| is divisible by 3. More precisely, |n| can be parameterized by
[n| = 3k for k > 580 and (3 is in a form § = 8¢+ 2 (0 < £ < 55) since PS is a
repetition of the octet string ff.

Next, let us discuss with general n and e. Similar to the above discussion, we
set 5(a, ) = 2% —a/e x 28 for a = 2288 — (T x 260 + H(m)) such that e|a and
a = (Jn| — 15)/e. Then, we have

5(a, B)° = 2" —a x 207V 4 g(a, B)
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for the garbage g(a, 8) = a?(e —1)/(2¢) x 2(¢=2)e+28 ' By the same discus-
sion, we have conditions on n that

[n| > 576e + 15 — elog, < 2e )
e—1
and |n| — 15 is divisible by e. Also, we have 0 < 8 < |n|/3 — 581 + log, 3 and
6 =2 (mod 8) on (3. Especially, we have |n| = 17k + 15 (k > 575) for e = 17,
and |n| = 65537k + 15 (k > 1061) for e = 65537. Consequently, Bleichenbacher’s
attack for general e is far from feasible. Even if e = 3, Bleichenbacher’s attack
cannot be applicable to 1024-bit (since 1024 is smaller than 1739) or 2048-bit
composites (since n — 15 = 2033 is not divisible by 3, 17, 65537).

2.4 Oiwa et al.’s Variant

Recently, Oiwa et al. proposed a variant of Bleichenbacher’s attack [I1]. In the
message format 00]|01||PS||00||T||H, T|/H can be described by {{0ID,PF},H} in
ASN.1 language, where {,...,} denotes the enumerate type, 0ID is the hash
object ID and PF is the parameter field. In PKCS#1, PF is defined as NULL.
When PF is replaced by non-null data, though the message format is not accepted
in PKCS#1, it is acceptable by an ASN.1 parser. An idea of a variant attack by
Oiwa et al. [I1] is to insert the garbage into the parameter field rather than to
the end of the message format. If message format is checked by generic ASN.1
parser, the forgery will be successful. In fact, they actually forged a signature
and found the vulnerability in GNUTLS ver 1.4.3 and earlier (though they are
resistant to Bleichenbacher’s attack).

By the same analysis, it is easily shown that Oiwa et al.’s variant has the
same ability to Bleichenbacher’s attack. Moreover, the same extension proposed
in the next section can be possible.

3 Extending Bleichenbacher’s Attack

The security of PKCS#1v1.5 relies on the hardness of factoring n and computing
the e-th root mod n. A key idea of Bleichenbacher’s forgery is to set the forged
signature § in the special form so that upper bits of 5¢ are in the PKCS#1v1.5
message format by using the garbage ¢g. In this scenario, an adversary computes
the e-th power only, however, because of the speciality of the forged signature,
the public composites should be large as described in the previous section. In
this section, we extend Bleichenbacher’s attack by using computers rather than
pencils and papers. Our strategy is to obtain a forged signature in non-special
forms. To do so, for a given hash value H(m), we search 5¢ such that the e-th
root over integer exists, by computing the e-th root over real numbers (note that
the e-th root computation over real number is easy with computers).
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P |n|-bit =
208-bit 160-bit
J=looots..#ool[ T | H(m) [ 00000000000000... 00 |
(Inl-15)/e-bit
Jr = | [300O0O00O0OX XK . XX
(160-tybit  thit |
(\/7—’” =loootff..foo|| T || | |zz227272222272722272277 .2z

most significant (160-t) bits of H(m)

Fig. 1. Outline of the proposed forgery attack

3.1 Description of Proposed Forgery Attack

Let m be a message and H(m) be its hash value by SHA-1. For given bit-length
of the composite |n| > 369, define f as a function of m by

f — 2|’I’L|715 + 15 X (2|n|723 + . + 2|1’L|779) + T % 2|1’L|7208 + H(T?L) X 2|n|7368
— (2192 _ 2128 +T) X 2|n|—208 4 H(m) X 2|7L|—368

where T denotes an integer representation of the octet string Tsga1 (Table [I).
Note that the integer 2'92 — 2128 1 T in the above equation represents an octet
string 00||01||ffffff£££££FF££F||00||T. Next, compute the e-th root /f as a
real number and its ceiling (\/ f] If the difference g = [\/ ﬂ — f is smaller than
2In1=368 the forgery succeeds, since the forged signature § = /f + g = [/f] is
valid on the message m with the garbage g. If g is not small, change the message
m until the forgery succeeds.

Let us analyze the proposed forgery attack with general n and e. In the
failure case, some least significant bits of H(m) in f, say ¢ bits, differs from
the corresponding part in [/f]¢ (in other words, these ¢ bits coincide in the
successful case), where ¢ is a parameter determined by n and e (see Figure [I]).
In the forgery, f is (|n| — 15)-bit and the integer part of /f is (|n| — 15)/e-bit,
and the uncontrolled part of [/f]¢ is (e — 1)(|n| — 15)/e-bit. Thus we have a
condition |n| — 208 — (160 —t) > (e — 1)(|n| — 15)/e, namely,

In| > (353 — t)e + 15. 1)

Here we implicitly used the random oracle assumption. Especially, when |n| =
1024 and e = 3, this condition implies that ¢ > 50/3 &~ 16.6. That is, in order to
forge a signature with 1024-bit composites, the proposed forgery attack succeeds
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Table 2. A forged signature by the extended forgery attack (1024-bit, e = 3)

m  “00002e36”

H(m) 701£0dd6 £28a0bab 4b647db8 ddcbde40 1£810d4e
f  O0001ffff ffffffff ffFf0030 21300906 052b0e03 021a0500 0414701f 0dd6f28a
Obab4b64 7db8ddcb de401£81 0d4e0000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
5 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 0001428a 2£98d728 ae220823
1fcbcff6 ac440735 9b078378 24846240 4cebfc71 5690f34c 7119d1da 99227fd0
3¢ O0001ffff ffffffff £fF£f0030 21300906 052b0e03 021a0500 0414701f 0dd6f28a
Obab4b64 7db8ddcb de401£81 0d4e 06dd 391b3fd4 ace323ee de903694 dd78887f
5£8a73e0 5eab698ae 72ab6bdfa cb7c359e 1f78cbee 96939eea 4d9b8f3e 47aebae3
90f4feb61 73ef7535 80c4cb88 edd95623 84b7ebed cccl19fa3 ca64cOa2 a37e5000

with probability 27166, namely, 2'6-6 messages are required to forge a signature,

which is feasible in practice. Note that the proposed attack is a generalization
of the extension by Tews [19] in which 275992 ~ 2!8:1 messages are required in
the experiment.

In the above construction, the number of the octet ££ in f was fixed to 8 (this
is minimum for the forgery). Similar construction is possible with more octets
than 8, but requires larger composites instead.

Numerical Example. As an example of the proposed forgery attack, a forged
signature on the message m =“00002e36” (as a binary data with big endian) with
[n| = 1024 and e = 3 is shown in Table 2] where underlined octets correspond to
the hashed value H(m) and masked octets correspond to the garbage g. Here,
the messages were incrementally generated (as integers) from “00000000”, and
020000236 = 262144 = 2'3-53 messages were generated until the forgery
succeeds.

3.2 Special Cases

Let us consider two special cases of the proposed forgery attack, namely ¢t = 0
or t = 160 cases.
When we set t = 0, the forgery attack always succeeds. In this case, the
condition () implies
|n| > 353e + 15. (2)

Even when e = 3, this condition implies that |n| > 1074 which is beyond 1024.
Also, we have |n| > 6017 for e = 17 and |n| > 23134577 for e = 65537. Since this
case only uses the garbage space, it allows a forgery on arbitrary chosen messages
with smaller composites than the original attack. Especially, this attack does not
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require a condition on the target message m and the attack always succeeds. As
a numerical example, a forged signature on the message m (“pkes-1v2-1.doc”
[14]) with |n| = 1152 and e = 3 in Table B in appendix B, which succeed a
forgery for e = 3. Note that Bleichenbacher’s original attack cannot forge for
1152-bit composites nor the exponent e = 3.

On the other hand, when we set ¢t = 160, the attack becomes most powerful
but the adversary can not control the hash value at all. In this case, the condition
(@) implies

[n| > 193e + 15 (3)

which is obtained by substituting ¢ = 160 into the condition (). Consequently,
we have |n| > 595 for e = 3, [n| > 3297 for e = 17 and |n| > 12648657 for
e = 65537. However, since the adversary can not control the hash value, the
success probability (in the sense that the adversary obtains the target message
m) is 27160 which is beyond feasible. Another forged signature on the hash value

H = 7fa66ee7 e5ccd4a9f bd6el13a8 11d298c2 6b9b3302

with |n| = 4096 and e = 17 in Table @ in appendix B, which succeed a forgery
for e = 17, however, the success probability is 2712, Note that Bleichenbacher’s
original attack cannot forge for 1024-bit composites nor the exponent e = 17.

Table 3. A comparison of forgery attacks

Bleichenbacher’s Attack Proposed Attack
t=0 General ¢ t =160
M(e) 576e + 15 — elog, (2_1) 353e +15 (353 — t)e + 15 193¢ + 15
|n| — 15 is divisible by e
M(3) 1740 1075 1075 — 3t 595
M(17) 9790 6017 6017 — 17t 3297
M (65537) 37683790 23134577 23134577 — 65537t 12648657
Success Probability 1 1 2~ 9160

3.3 Comparison

A comparison between the original and proposed attacks are shown in Table [3]
where M (e) denotes the minimum bit-length of the composites to which the
attack succeeds with a general exponent e. Since exponents e = 3, 17, 65537 are
widely used, corresponding values M (3), M (17), M(65537) are also included in
the comparison. As in the table, the proposed attack with ¢ = 160 forges with
smallest composites. Especially, it only forges for |n| = 1024 (with e = 3).

4 Time-Stamp Forgery

In the previous section, we proposed a forgery attack against PKCS#1v1.5 based
on Bleichenbacher’s attack. When |n| = 1024 and e = 3, the success probability
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Fig. 2. Outline of the time-stamp protocol

of a forgery on a chosen message is 27165, However, when the message is ‘re-
dundant’, namely, it includes supplementary data besides a body of the message
whose space is larger than 2'66, the adversary can always forge a signature on
the chosen message by the proposed attack. In order to clarify this scenario, we
forge time-stamps by the proposed attack and (extended) Oiwa et al.’s attack,
since a time-stamp contains a 64-bit nonce. We also checked some time-stamp
verification applications whether they accept the forged time-stamp. As a result,
we would like to report that the latest version of Adobe’s Acrobat and Acrobat
Reader improperly accept the forged time-stamp (generated by the proposed
attack).

4.1 Time-Stamp Protocol

The time-stamp is a cryptographic scheme which assures the existence of a doc-
ument at a certain time. We briefly explain the time-stamp protocol defined in
RFC 3161 [4], which is a target of our forgery attack. When a user requires a
time-stamp on his document m, he sends its hash value H(m) with a 64-bit
random value (as a nonce) to a time-stamp server. The server firstly creates
a file TSTInfo which includes the given hash value H(m) (messagelmprint), the
given random value (nonce) and the time information (genTime). Then the server
computes signedAttrs which includes a hash value of TSTInfo as messageDigest.
Finally, the time-stamp server generates a signature signature on signedAttrs
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with his secret key and publishes it as a time-stamp on the document m and the
random value. By verifying the time-stamp, a verifier confirms the existence of
the document at the time described in genTime. An outline of the time-stamp
protocol is shown in Figure

In the time-stamp protocol [4], PKCS#1v1.5 with SHA-1 can be used as a sig-
nature scheme. The center column in Table @l shows an example of a time-stamp
issued by a trial time-stamp server maintained by Seiko Instruments Inc. [I7] at
2006-09-21 10:29:27.64 on the document m (“pkcs-1v2-1.pdf” [I5]) based on
PKCS#1v1.5 (|n| = 1024 and e = 3) with SHA-1. TSTInfo and signerlnfos are
in PKCS#1v1.5 format. A verification result (s® mod n) is also included in the
table, where underlined octets correspond to a hash value of signerlnfos.

4.2 Applying Proposed Attack to Time-Stamp Protocol

Since the time-stamp is a kind of signature scheme, we can apply the proposed
forgery attack. A difference is that since a message has a 64-bit nonce, an adver-
sary can fix the message in the forgery attack: the adversary only has to change
the nonce until the forgery succeeds. Thus, the adversary can forge a chosen
message if 64-bit space is enough.

In the attack, an adversary firstly fixes the time to be stamped and sets
genTime. Then, on a chosen message, he randomly generates a 64-bit nonce
and computes messageDigest from chosen genTime and nonce. If he can forge a
signature on messageDigest, the time-stamp forgery is finished. When |n| = 1024
and e = 3, it is estimated that about 266 messageDigest, namely, 2156 nonce are
required to forge a time-stamp. Since the nonce space is 64-bit, the adversary
always succeeds a forgery.

An example of a forged time-stamp is shown in the right-most column in
Table @], where changed data (from a valid time-stamp) are only described. Here
underlined octets correspond to a hash value of signerlnfos and masked octets
correspond to the garbage. If a verification implementation is loose, the forged
time-stamp will be accepted, namely, it is confirmed that the document existed
at 0001-01-01 00:00:00.0. Note that in this forgery, only genTime is changed
from a valid time-stamp for simplicity. The adversary can change the message,
if required.

In the above description, we only dealt with the proposed attack which is
based on Bleichenbacher’s attack. By the same approach, Oiwa et al.’s forgery
attack can be extended and applied to the time-stamp protocol with the same
ability (but the different implementation assumptions).

4.3 Checking Verification Implementations

We checked some time-stamp verification client programs whether they accept
two forged time-stamps generated by the proposed attack (denoted by TST-P)
and by Oiwa et al.’s variant (TST-O).
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Table 4. Valid and forged time-stamps (1024-bit, e = 3)

TSTInfo
version
policy

messagelmprint
serialNumber

genTime

accuracy
nonce
tsa

signerInfos
signedAttrs
contentlnfo

messageDigest

eSSSigningCertificate

A valid time-stamp
3081£f6
020101
06090283 388c9b3d 01030230
21300906 052b0e03 02120500
0414784a 21902486 c00c6dbb
a87ef918 7bdf08fc 3f9f
020357ee 1b
18123230 30363039 32313130
32393237 2e36345a
(“2006-09-21 10:29:27.64”)
30020201 00800201 £4810100
02082dff 78d3789b 9c97
a08193a4 81903081 8d310b30
09060355 04061302 4a50311f
30140603 55040a13 16536569
6b6£2049 6737472 756d656e
74732049 6e632e31 14301206
0355040b 130b4368 726f6e6f
74727573 74312d30 2b060355
040b1324 536£7665 72656967
6205469 64652054 53205365
72766572 20534e3a 39314430
30363234 31183016 06035504
03130f44 656d6£54 53536f6e
53494931 3031

3181£3

30120609 2a864886 £7040109
03310406 0b2a8648 86£70d01
09100104 30230609 22864886
£70d0109 043116

0414feca 1088d59e e69a1553
172fbc92 a8636195 6335
3081af06 0b2a8648 8670401
0910020c 31819£30 819c3081
9930704 140bde7d 9e80eebb
4d802804 b4c8382b ac8c4dlc
05306730 52245830 56310b30
09060355 04061302 4a50311f
30140603 55040a13 16536569
6b6£2049 6737472 756d656e
74732049 6e632e31 14301206
0355040b 130b4368 726f6e6f
74727573 74311030 0060355
04031307 44656d6f 43413102
0900f6e2 Obb648ca £d8e3016
04143424 517f9a5f 7ebfadab
4bcaffdf cf1ae903 3046

A forged time-stamp

18123030 30313031 30313030
30303030 2e30305a
(“0001-01-01 00:00:00.07)

02080000 00000001 bf67

0414e8e6 4aa7ec9c 2fdb3d22
£7b5682a bcf9afd0 £9c7
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Table 4. (continued)

signature (s) 3868bb42 9£71a918 €906£2e0 00000000 00000000 00000000
674798fd ffeef81d 5942a300 00000000 00000000 00000000
08c45e1b a8b2a966 3be95650 00000000 00000000 00000000
d6bb8501 06deabc7 e373£820 00000000 00000000 00000000
£538£860 c£06bd78 313e51dc 00000000 00000000 00000000
070e03b5 f286bace 7dff72af 00000000 00000000 00000000
88e32aba 6629ae72 65541ea3 00000000 00000000 00000000
28014181 b7a6424c aee030d6 0001428a 2£98d728 ae220823
548636af 20£5d6d4 £43936a2 1fcbcff6 ac440735 9b078378
£732e728 blfbdfc6 adcf5Sble 2484756e 10093903 9319a13e

3637bcd9 c8aa8f73 eb2d174d 90fellaa
A verification result 0001ffff ffffffff fEffffff 0001ffff fEFEFEFff ££FF0030
(s® mod n) ffffffff fEffFffff ffffE££Ff 21300906 052b0e03 021a0500

fEEFFEEf fEFFEEEF FEFEEEEF 0414cb74 56c4991f 270c1044
fEffFffff fEFFFEEFf fEFFEEff Ba7c525b 14836ecO fe33 6a89
fEfFfFFEf fEFFEEEFf fEFFEfff ea7f9c08 e357202¢c 288839f2
fEfFfFfEf fEFFFEEFf fEFFEEff Oce9cbd3 75925ad5 45f6ebf2
fEfFfFFEf fEFFFEEF £EFFEEEFf 99a247b1l £995ae2e 7365203c
ffffffff fEfFFf££ff 00302130 baB83acfl 7ca3964d 1a204bOb
0906052b 0e03021a 05000414 2beb47£f6 91771716 55f5e7dd
26eee9a4d 46e35£03 5¢c1£6857 51cOad4a3 6b06b235 6ebl173da
95fc927d dc158653 482£36d7 5a1db768

Table 5. Verification results of forged time-stamps

Client Version TST-P TST-O
TrustPort Rejected Rejected
Chronotrust client program 1.0 Rejected Rejected
PFU time-stamp client tool V2.0L30 Rejected Rejected

Acrobat (Professional / Standard / Reader) 7.x, 8.x Accepted Rejected
e-timing EVIDENCE Verifier for Acrobat 2.30  (input error) (input error)

Target verification clients are as follows:

TrustPort by AEC [2]

— Chronotrust client program by Seiko Instruments Inc. [I§]
Time-stamp client tool by PFU [12]

— Acrobat (Professional, Standard, Reader) by Adobe [I]
e-timing EVIDENCE Verifier for Acrobat by Amano [3]

These clients are categorized by two groups: a time-stamp in the first group
should be held separately from the corresponding message while a time-stamp
in the second group should be embedded in the same file as the message.
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1 foreing_ts pdf — Adobe Reader =lolx]

Ele Edit View Document Iools Mindow Help %
:ﬁ*\@v: »[ i ie® 2%~ i l=fl (3] i -
I! Signatures * ¥

[Date Prev[Date Next][Thread Prev][Thread Next)[Date Index][Thread Index]

IR = sianatires _ . _
The Folouing pecple have gl counzr-sned iz deamere, [ D1€1CheNbacher's RSA signature forgery based on
E /> signed by Masahiko Takenaka <takenaka@lab: implement ation error

1 Signature valdity is urknawn:

Signature not yet verified
Signer's identity has not et been verified
(=1 Time: 2006,04.01 09:00:00 2 o To: jetf-openpep@oooons
Sigring time was acquired from a timestamp server o Subject: Bleichenbacher's RSA signature forgery based on implementation error
g Ay S o From: hal@cccoooooc ('Hal Finney’)
R  Date: Sun, 27 Aug 2006 22:42:46 -0700 (PDT)
o Listarchive: <http://www.imc org/ietf-openpgp/mail-archive />
o Listid: <ietf-openpgpime.orgs
® Listunsubseribe: <mailto:ietf-openpgp-request@imc.org?body=unsubscribe>
® Sender: owner-ietf-openpep@oocoooococod

Field: SignatureZ (invisible signature)
Document revision: 1 of 1

Fig. 3. Verification with the forged time-stamp by Adobe’s Acrobat Reader 8.00 (1)

Verification results of above clients are summarized in Table[El As in the table,
only Acrobat improperly accepts the forged time-stamp TST-P. More details are
described in the next subsection. Note that the output by e-timing EVIDENCE
Verifier for Acrobat are “input error”, (not “rejected”), since the time-stamp was
not generated by Amano’s time-stamp server. Thus, we couldn’t check whether
Amano’s client has the implementation error or not.

4.4 How to Deceive Adobe’s Acrobat

A Portable Document Format (PDF) is a de facto standard for describing dig-
ital documents developed by Adobe. The format allows a PDF file to embed
signatures and time-stamps in the same file. A verifier confirms the signatures
and time-stamps by specific tools (application softwares). In the current version
of PDF, the time-stamp based on RFC 3161 [] can be used. Adobe’s Acrobat is
a widely used application for making digital files in PDF, and Adobe’s Acrobat
Reader is used for reading PDF files. In addition, Acrobat and Acrobat Reader
can verify the signatures and time-stamps embedded in the file.

We are motivated by an observation that Adobe has not published any re-
sponse to the vulnerability report VU#845620 [7]. A PDF file of the schedule
of the rump session of CRYPTO 2006 (held on August 2006) was used as a
target message. First, we obtain a time-stamp from a trial-server maintained
by Seiko Instruments Inc. [I7] based on PKCS#1v1.5 (|n| = 1024 and e = 3)
with SHA-1. Then, we generate a forged time-stamp which asserts that the doc-
ument existed at 2006-04-01 09:00:00.0. In fact, Adobe’s Acrobat Reader 7.09
accepts the forged time-stamp as in Figure Bl and @l As far as we examined,
the same vulnerability is found in Acrobat 7.09 and Acrobat Reader 7.09, 8.00.
Note that we have already submitted the vulnerability report to a governmental
organization.
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Signature Properties x|

& Signature is VALID, signed by Masahiko Takenaka <takenaka@labs.fujitsu.comz,

IDocument | Signer | Datef Time: | Legal |

Sigred bry: IMasahiko Takenaka <takenaka®labs.fujitsu, com = Show Certificate. . |

Reason; INot available

Date: IZUUS.I'U“J'UI 18:00:00 +09'00° Location: INDt available

—Walidity Summary

& The Document has not been modified since this signature was applied.
& The signer's identity is valid.

({-’," Signature is timestamped.

Signature was created using Adobe Acrobat 7.0,

Fig. 4. Verification with the forged time-stamp by Adobe’s Acrobat Reader 8.00 (2)

5 Concluding Remarks

This paper analyzes Bleichenbacher’s forgery attack against the signature scheme
RSASSA-PKCS1-vl 5 (PKCS#1v1.5) with the implementation error, and pro-
posed an extended attack. As an example, we forged a time-stamp with 1024-bit
composite and the exponent 3, and showed that the latest version of Adobe’s
Acrobat and Acrobat Reader accept the forged time-stamp improperly. Resist-
ing the original and proposed forgery attacks is easy and simple: fixing the loose
implementation is enough. Avoiding small exponents might be another counter-
measure, however, once a certificate with exponent e = 3 is issued by a trusted
party, one cannot refuse it when the verification is accepted.

As described in this paper, the proposed attack succeeds a forgery on an arbi-
trary message with redundancy when |n| = 1024 and e = 3. Though this paper
only dealt with the time-stamp, similar forgery is possible on other messages
with redundancy. One future work is a signature forgery on a message in PDF
or PS files and other is a certificate forgery. Searching loose implementations
which accept these forgeries is also required.
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A Numerical Example of Bleichenbacher’s Forgery

We show a numerical example of Bleichenbacher’s original forgery attack [6].
For obtaining a valid signature, a 3072-bit composite n and a secret key d were
generated by OpenSSL as in Table [l We used the hash function SHA-1 and a
public key e = 3 and chose a digital file “pkes-1v2-1.doc” [14] as a message m
(whose corresponding a is divisible by 3, fortunately).

A valid signature s on the message m, and a forged signature s on the same
message m are shown in Table [[I where underlined octets correspond to the
hashed value H(m) and masked octets correspond to the garbage g. Comparing
s and 5° in Table[d all octets are same except the number of the octet £f and
the garbage. Thus, if an implementation ignores these differences, the forged
signature s is accepted in the verification. Actually, OpenSSL 0.9.7f accepts the
forged signature s on the message m.

Table 6. RSA parameters (3072-bit)

n d9057e4d 2e231c66 f0a35c2¢c b7eddb75 04b181d6 535b81b3 83eb4765 1d76950d
76c0c513 9efc0933 16255ab5a a958007c 1b698c4c 2641418a dab6419f 8c8cf6ad
ac799a12 7b0ec916 b5837e9c Oecb3dc3 9629427c 08b9b076 1014d3fb c2d6d26f
aadeB8a49 7aa8b03a 8e0fa396 6f6b54bd 2735a972 85cbaaed 4760ff5¢c 7c8b4fe2
3d6c053c 69d0fa64 ef3ec8ad 4fa03c16 9b8e5ab68 466f7dbb 1f05f6ec caf9706c
d524b148 c41ccb67 512bcf40 b6456321 1a420f22 fedeafla 44£ff940d eeec2117
9celdbec 73b5b294 £0723d03 3a810ac3 a98dcb6a a9e94eca 798c2033 3fa79eb8
eal10d25b cca36cc2 b14f4c53 3c42560c aafbb7c6 54524591 68f8b4e0 99351£23
8f5fbf52 ee002fb8 240£7323 938207e3 59217330 b7df56ef €8660f9a 5cc319ce
d3d93£25 84f5e42a 80f0acdd dec65d4d 629e2250 cbbb06f5 7ceab655 b22216d7
9120bdc9 216310be 4c3b8lea 92017a0b 8205e92d afb9c402 9b0f4603 2a847f67
bal0c271e a3c8£60d 5c48f4fe 22e0d3e9 3b72e9ce 1e5191bc 6167decd cde29c89

d 90aeb5433 74176844 a06ce81d cff3e7a3 5876568e €23d0122 57£22f98 bedf0e08
£9d5d8b7 bf52b0cc b96e3c3c 70e555a8 12465d88 1980d65¢c 91ced66a 5db34f1b
c8511161 a75£30b9 ceb7a9bd 5£32292d Oec62c52 b07bcaf9 600de2a7 d739e19f
c73f06db a71b2027 095fc264 4a478dd3 6£f791bal ae87c748 dad40aa3d a85cdfec
28f2ae28 468b5198 9f7£3073 8a6ad2b9 bd09919a d99fa927 6a03f9f3 31fba048
8e187630 82bddcef 8b728a2b 242e4216 11815f6c a9e9call 83550d5e 9f48160e
83aleb18 £d99ce23 eb14095¢c 3330375 747bec29 cbel110e8 4aee7d3b 98b0e20a
53586ce9 319c9857 50fd3c8f 7cc6613f 773748a6 9aabb50c £b691771 £5921b52
dedacd6c cbcee703 1663£656 2019fcd7 2fcd66f5 2f6b5d86 £148f420 S5eed94bl
170937ea 8cd536d2 932435c3 adb9d529 98ab1613 8a24fl1e2 c9blc7ad cd57713c
c08f4ccf dBa2dc47 681ef8c0 3fe709d9 52dd12ca edbba76c 21629613 fe8e0343
193e73ab 26533256 aeddalde 6517c092 52a66013 4a2acb98 2cbe2ecl 9fdd7cab

e 03
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H(m)

s¢ mod n

Table 7. Valid and forged signatures (3072-bit, e = 3)

“pkcs-1v2-1.doc” [14]
£7497dac 551ec010 2f0da8f1 bc8cadb2 £93476c3

8e33fd97 65de866e 6aflc2ee Obeealfc 26£7207c 3c9881lef £37876a0 6332d88c
526£8102 93d21d6e 392c248a 1d2b0d6f 2f8adeb4 29420bdb 78bd384c 7efbab2f
2249759e ledef3f3 88f5d67f c53e8e68 £3dcb403 59716aca 1c3d911d 73£fb031d
8cb7b0d3 c3b4a378 02adlad5 595859e9 1bd61£51 95e7¢c275 ccObfe93 96aeebd2
69474578 7£8b2488 95fd7676 d1dbd964 50cf6ad6 10869c65 aal520df 508a4376
354b27b5 49677£28 5bcd54e3 bdc3aaad 12252955 7630201 3343b6£8 56dedcbd
afB8e227e 4c755675 71c86627 af4ea910 8eccldlf 00331169 597d31b5 2028877¢c
3904b4dc1 03077£11 fedcf28a 79e41bf3 473083ce af4039ae aa92ac62 2826fc90
aef29c49 66bfc99¢c 01421130 d2b6313d 07031652 1862e9d5 fb3715e7 00fc168b
abcl7ac4 c3bla83c abeb9ab6 34e29539 Ocblfafa 685aeeb9 c53aa717 c2cb3960
eae314b8 ba09ef93 bef18bea 59502641 08e31ffc 569edbaa b3f145f8 d0e82466
8d2ca851 e6a279c7 474387ea 3d300923 dbbaal93 aObaf928 2668fa60 469eccld
0001ffff fEffFffff fEFEfFfFff fEFFEEFF FELFFEEF FEELFFFE £EFFEFFF FELFFFES
5 0 A e a0 e 0 A e 0 A 0 e o i o
0 A 0 o A 0 e 0 o 0 e A e 0 A 0 o e o o
5 0 A e o e 0 e A 0 e A e 0 A o e o o
ffffffff fEf£f£ff £EEE£FFf £EEFEFEF fEEFEFEF fEFEFEFFf £ELEEEFFf fEEFEFEF
ffffffff fEffffff £EEE£EFf £fEFEFEF fEEFEFEF FEFEFEFE £ELEFEFEf £EEFEFEF
5 0 A e e 0 e O A e 0 A e o i o
5 A e e e e O i o i i o
5 0 A e 0 e 0 e O 0 e A e 0 A i o i o
5 0 A e e 0 e A 0 e A e 0 A o o e i O o o
fEFFEfEf fELEFEEF £EEELFFE £EFFEEFF FELFFEEL £EEEEFFE £EFFEEFF 00302130
0906052b 0e03021a 05000414 £7497dac 551ec010 2f0da8f1 bc8cadb2 £93476c3

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
(02 6 0 0 0 o 0 0 0 0 0 1 0 o 0 o 0 0 O 0 0
0 0 0 0 0 0 o 0 0 0 0 0 o 0 0 0
fEEFE£EFf FELEFEEF £EFLLFFF £EFFLEFF FELFFFEf fffffffe aacad6ea b6b2b18e
bd595822 b1555ac6 9£0ca790 717eb556a e9678bec fb663c6e a19b4904 00000000
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Table 7. (continued)

5° O001ffff fEffffff fEEFEFff FEFEFFFF FEFFFEFE FEEFEFEF FEFEFEFF FEFFFLFS
i 0 0 0 0 O e e e e o o o o o o o o o o o O i i i i i i i i i e i e i e e e i
fEEEFEF£f £EEEFFFFf £ELFFFEF £EFFFFEFf £EFFFLEF £SEFFLEFF ££003021 30090605
2b0e0302 1a050004 14£7497d acb551ecO 102f0da8 flbc8cad 52£93476 c3 000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 2a9aallc bb60cb35 cb569ddd 576c2729
34a1298d 905793b0 24ba9a39 7£041398 a7622310 78e8099f 87faed46 0fbb8f46
67ace20c al1940£81 bced58bf 9ac3671c a2551£f73 4cb80ecl 7fffffff fEfffffff
ffffffff fffffffd a285694c d9347ab7 528d15f9 dOdbfOcc 704£592f da3facc6
210397ee 5d034b6d 269467e8 329d478c 53a8e99d 80£0732a 05d709d4 00e7ada7
7ddc41a8 e640296f b2aBeae6 £4888211 591£0578 a07d6ecd £147£08e ccb06340
4439cb38 £c8144b0 cb0e382b 65583078 a7e9b040 00000000 00000000 00000000

B Numerical Example of Proposed Forgery with t = 0

As an example of the proposed attack with ¢ = 0, we show a forged signa-
ture on the message m ("pkcs-1v2-1.doc” [I4]) with |n| = 1152 and e = 3
in Table @ Here, underlined octets correspond to the hashed value H(m) and
masked octets correspond to the garbage g. Note that this case succeeds a
forgery for 1152-bit composites while the original attack cannot. Also note that
a certificate with |n| = 1152 and e = 3 is used in practice [I0].

Table 8. A forged signature by the extended forgery attack (1152-bit, e = 3, t = 0)

m  “pkcs-1v2-1.doc” [14]
H(m) £7497dac 551ec010 2f0da8f1 bc8cadb2 £93476c3

§ 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
O7ffffff ffffffff feaaead6 eab6b2bl 8e848b2b fc6229al1 298029f9 27529629
bb642126 87226bf8 913ab27d 52295002
0001ffff ffffffff ££££0030 21300906 052b0e03 02120500 0414£749 7dacbble
c0102f0d a8f1bc8c ad52f934 76c3 0000 008e30ab d25ce35d 65cd0c25 1fc29df3
37419efd 4d08694d £3b45d86 42970cbe ef3cb225 c0e88433 552dald0 dc35aaal
73£1189f eOb341fc 56d5cbea 45db5483 15e79d2a 71b6235a 44891287 00bb02f9
ffabe940 83af15c8 eabb0c30 2fefc008

IV
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C Numerical Example of Proposed Forgery with ¢ = 160

As an example of the proposed attack with ¢ = 160, we show a forged signature
on the hash value H(m) with |n| = 4096 and e = 17 in Table B Note that this
case succeeds a forgery for e = 17 while the original attack cannot. However, the
adversary cannot obtain the message m in practice.

Table 9. A forged signature by the extended forgery attack (4096-bit, e = 17)

H(m) 7fa66ee7 ebccdadf bd6el3a8 11d298c2 6b9b3302
s 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00010aa7 58ccbbf7 7d970c35 9elc3dcO £20d32ad 2cf9el18a 463ea7c6 346e7£90
5° O0001ffff ffffffff £f£ff0030 21300906 052b0e03 021a0500 04147fa6 6eeT7ebcc
4a9fbd6e 13a811d2 98c26b9b 3302 448a 78e5e262 89a4190f 7d18916a 7aaaf897
feeble94 58662030 208c1f48 2c906901 5£70eb66 97253c87 49790f£f7 c175£c06
bddf8bb4 d2balcdd c626336a dda2165¢c dc3f425a 12cc59bc bel11883e bbececc73a
0d130b94 83ac2a29 19850778 f066ff4f 374e7a96 £4fb3343 £d397d9c f7alb8ce
16340da6 £f9876f1f cca76cb4d 7bfb368b a95a5842 €99cObfb a2deb62cf dbf2c635
c2c268f3 2dc228f7 2f0ebfe2 776dae35 3b82b9d9 474777ed c85eed79 eld7fa2b
7500£f1d4 23189a7b 9b08abb6 0df908f0 7c1cOfbb 528b3e22 df358b24 8bef05b8
£2449d0b £3fb6dc6 31a809ed 31000210 3df7ae2e 80£3£822 ae5a9f69 2948a2bb
a4529bf0 2b30£fc99 1874a25f 28bbdedd 4f9c76cc 419a6848 4536e2fe 2771af8b
989eb5fef lal3aaeea f1694ebf 36e8685c 7f65eff8 b99d956b 676bbabd £68c4519
330b4b7b 82037bd7 502d7823 4e952ba7 b9662cc2 €4389d00 76e16a47 e3dad8af
e7£86e37 £1642a90 b377dfbc 9d5cclad ela966fe 3902feab 2526240b 99ecf6b3
ced8el6e 2d085131 ebcal676 25459cal 0821ff8e 03cdel7d 3509de96 cbedOf6f
97d5dd5b b7c977fa be2bedf5 79abcbf7 7093ad52 c346371b 5b2708fc 8b831412
9a023cfc 6b2f£020 105db3ac ef80a605 e3clea94 d0af9790 00000000 00000000
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Abstract. The problem of computing best quadratic approximations of
a subset of cubic functions with arbitrary number of variables is treated
in this paper. We provide methods for their efficient calculation by means
of best affine approximations of quadratic functions, for which formulas
for their direct computation, without using Walsh-Hadamard transform,
are proved. The notion of second-order nonlinearity is introduced as the
minimum distance from all quadratic functions. Cubic functions, in the
above subset, with maximum second-order nonlinearity are determined,
leading to a new lower bound for the covering radius of the second order
Reed-Muller code PR(2,n). Moreover, a preliminary study of the second-
order nonlinearity of known bent functions constructions is also given.

Keywords: Boolean functions; bent functions; covering radius; second
order nonlinearity; low-order approximations; Reed-Muller codes.

1 Introduction

Boolean functions play a prominent role in the security of cryptosystems. Their
most important cryptographic applications are in the analysis and design of s-
boxes for block ciphers, as well as, filter/combining functions for stream ciphers
[23]. In general, resistance of cryptosystems to various cryptanalytic attacks
depends on the properties of the Boolean functions used. The nonlinearity of
Boolean functions is one of the most significant cryptographic properties; it is
defined as the minimum distance from all affine functions, and indicates the
degree to which attacks based on linear cryptanalysis [2I], and best affine ap-
proximations [9], are prevented. For an even number of variables the maximum
possible nonlinearity can only be attained by the so-called bent functions [25].
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The appearance of recent attacks, like algebraic [7] and low order approximation
attacks [T2T6II8], necessitates the design of Boolean functions that cannot be
approximated efficiently by low degree functions. This problem has also been
studied in [24], where an algorithm to determine good low order approximations
by repetitive Hamming sphere sampling was presented. The computation of the
best rth order approximations and rth order nonlinearity are known to be diffi-
cult tasks, even for the case r = 2 [4]; in particular, the second order nonlinearity
is unknown, with the exception of some special cases, or when the number of
variables is adequately small.

Motivated by the aforementioned need, in this paper we focus on the efficient
computation of best quadratic approximations of a certain class of cubic Boolean
functions. This led to generalizing notions that are familiar from best affine ap-
proximations, e.g. nonlinearity is extended to 2nd order nonlinearity, defined as
the minimum distance from quadratic functions. Explicit formulas are proved
that compute all best affine (resp. quadratic) approximations of the quadratic
(resp. cubic) functions, without use of the Walsh-Hadamard transform, by ap-
plying the Shannon expansion formula. The results obtained are general, and
most importantly, they hold for an arbitrary number of variables; they focus on
the theoretical aspects of the subject rather than the algorithmic ones. Cubic
functions with maximum (within the subset considered in this paper) second or-
der nonlinearity are determined, yielding a lower bound on the covering radius
of M(2,n). It is shown that their structure is similar to that of quadratic bent
functions. Finally, a preliminary analysis of the second-order nonlinearity for
known constructions of bent functions is given, indicating potential weaknesses
when parameters are not properly chosen. Since several constructions of crypto-
graphic primitives, based on quadratic and cubic functions, have been proposed
in the literature (see e.g. [I] and [I1] respectively) due to their efficient imple-
mentation, our results are of high cryptographic value when such functions need
to be applied.

The paper is organized as follows: Section 2] provides the background and in-
troduces the notation. The properties of best affine approximations of quadratic
functions are treated in Section B, whereas Section [ studies best quadratic ap-
proximations of cubic Boolean functions and determines efficient ways for their
computation. Constructions of bent functions are analyzed in Section Bl and
Section [f] summarizes our conclusions.

2 Preliminaries

Let f : Fy — F3 be a Boolean function, where Fy = {0,1} is the binary field.
The set of Boolean functions on n variables is denoted by B,,; they are commonly
expressed in their algebraic normal form (ANF) as

flz,...zp) = Z ajm{1~-~mfl"7 aj € Fa (1)
jEeFy
where j = (j1,...,Jn) and the sum is performed modulo 2. The algebraic degree

of function f is defined as deg(f) = max{wt(j) : a; = 1}, where wt(j) is the



Efficient Computation of the Best Quadratic Approximations 75

Hamming weight of vector j. The terms of degree k& < deg(f) that appear in
(@) are called the kth degree part of f € B,; its truth table is the binary vector
f=1(f(0,0,...,0), f(1,0,...,0),..., f(1,1,...,1)) of length 2", also denoted by
f for simplicity. If deg(f) < r, it is well-known that f is codeword of the rth
order binary Reed-Muller code R(r,n) [20]. The Boolean function f € B, is
said to be balanced if wt(f) = 2771, and its Hamming distance from g € B,, is
defined as wt(f + ¢). Any Boolean function admits the following decomposition.

Definition 1. Let ji,...,ji be integers such that 1 < j; < --- < jr < n and
k < n. Further, let r = r1 + 2ro + - - + 28711y be the binary expansion of the
integer 0 < r < 2k The expression

2k—1 / &k
fla,. . mn) = > (H(mﬁ —|—ri)> 1, (2)

r=0 \i=1

where 7; = r; + 1 denotes the complement of r;, and each f, € B, does not
depend on xj,,...,xj,, is called the kth order Shannon’s expansion formula of
[ with respect to the variables xj, , ..., xj, [17].

The sub-functions fo, ..., for_q in (@) are uniquely determined from f by setting
xj, =15, 1 <1 < k. Subsequently, we write f = fo ||g -+ ||g for_; instead of (@),
where § = {j1,....jx},and f = fo ||; fi whenJ = {j}. HJ={n—k+1,...,n},
the truth table of f(x1,...,x,) is constructed by concatenating the truth tables
of the sub-functions f,(x1,...,x,—x); this case will be denoted by f = fo || - ||
for_1 and simply referred to as the kth order Shannon’s expansion formula of f.

The Walsh-Hadamard transform Y¢(a) of the Boolean function f € B, at
a € 3 is the real-valued function given by [20]

Xr(@)= Y xp@)(=)@ =2" —2wt(f + ¢a) 3)

x € Fy

where x;(z) = (=1)/@) and ¢,(z) = (a,2) = a121 + -+ + anw,. Clearly f is
balanced if and only if ¥ ¢(0) = 0. The nonlinearity of f is its minimum distance
from all affine functions, and is determined by

1
NL;= mi t =2"1 - xXr(a) - 4
s veng?(?,n){w (f+v)} o oax X (a)] (4)
Any affine function v such that wt(f + v) = NLj is called a best affine ap-
prozimation of f and is denoted by Ay, whereas the set comprising of the best
affine approximations of f is denoted by Ay C 9(1,n). The definition of the
nonlinearity leads directly to the following well-known result [4].

Lemma 1. Let f € B,, and v € R(1,n). Then, A € Ay if and only if \+v €
Apyo. Further, |Asy,| = |Ay|, i.e. both sets have the same cardinality.

An equivalent statement of Lemmal[Il which is subsequently used, is that Ay, =
Ay + v for any linear function v. Likewise, the minimum distance between f and
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all quadratic functions is called second-order nonlinearity of f and is denoted by
NQy; it is given by
NQ, = t 5

=, ){W (f+u)}. (5)
From (), (@) we clearly obtain that NQ; < NL. Likewise, any quadratic func-
tion u with the property wt(f +w) = NQy is said to be a best quadratic approz-
imation of f and is denoted by £y, whereas the set comprising of best quadratic
approximations of f is denoted by Q; C 9R(2,n).

3 Best Affine Approximations of Quadratic Functions

Let f € B,, be a quadratic function and x = (x1,...,2,); then, f can be written
as f = xzQzx" + Lz" 4 € for some upper triangular binary matrix ), binary
vector L, and a constant € € Fo, where zQx" is the quadratic part of f. It is
well-known that (see e.g. [20, pp. 434-442]) the rank of the symplectic matrix
Q + Q" equals 2h, for some 1 < h < [n/2]. Then, by Dickson’s theorem there
exists a nonsingular matrix R = (r; ;)7 ;_; such that under the transformation
of variables g = xR, function f becomes

h

f=g0+> g2i-192,  deg(go) <1 and deg(g;) =1 (6)
i=1

where go = g+ L(R™1)"g” + ¢, for some linear function § obtained from the
quadratic part of f, and {gi,...,g2n} are linearly independent linear functions
(actually, we have g; = > | r; ja;). Since h only depends on the quadratic part
of function f, it is denoted by hy; by convention hy = 0 if f € 5(1,n). As seen
below, the Walsh spectra of f are fully determined by the value of hy, as well
as its nonlinearity.

Theorem 1 ([20]). Let By = {f+v: v € R(1,n)} for a fired quadratic Boolean
function f € R(2,n). Then wt(f + v) is three-valued

wt(f +v) € {2n 1 2n L onhiml

where each value 27~ 1+£27~P =1 occurs 2275 times, and 2"~ occurs the remain-
ing 271 — 22hsF1 times.

According to (@), the nonlinearity of any quadratic function f € B, equals
on=1 _ 9n=hs=1 The following statement allows the direct computation of all
best affine approximations of a quadratic function.

Theorem 2. Let the Boolean function f € R(2,n) be given by [@). Then, for
b= (b1,...,bapn), its best affine approzimations are given by

2h
Ap={\} e R(L,n) : )\f—go#—Zblgz#—Zbgz 1bo, bE T3}

=1 =1
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Proof. First note that the affine Boolean functions /\l} are pairwise distinct since
from hypothesis we have that {g1,. .., gon} are linearly independent; thus |A| =
22" Furthermore, for all b € F2", we have that

h
PV 2(921‘—1921' + bai192i—1 + b2ig2i + b2i—1b2)
i=1
h
= Z(sz‘—1 + bai) (g2i + b2i—1) - (7)
i=1

Since {g1+ba, ..., g2n +ban—1} are also linearly independent, we get that for any
choice of b € F3" it holds wt(f + )\?) =2n=1 — 27=1=" )] which by Theorem
[ is the minimum distance between f and all affine functions. The fact that the
number of best affine approximations of f is 22" (equal to the number of different
/\l} constructed here) concludes our proof. O

Ezample 1. Let f € Bs be the quadratic function given by f(x1,...,25) =
(z1 + x3) (22 + 5) + 2 + x4. Its best affine approximations are

/\?:J;2+x4 /\}c:x1+x2+x3+x4
)\?=$4+$5 )\?}=$1+$3+$4+1‘5+1
by Theorem 2l Note that one of the solutions is the linear part of f. O

The complexity of determining A by Theoremlis O(n?) and rests with finding
@) [19120]; thus, the above method is more efficient than the application of the
fast Walsh transform, whose complexity is O(n2™), for computing all the best
affine approximations.

Proposition 1. Let the Boolean functions f1,...,fs € R(2,n) be given by (@)
and Ule{gm, .. ,g@ghfi} be linearly independent, s > 2. Further, let b; =
(biy---, b@ghfi) be binary vectors of length 2hy,, 1 <i < s. Then

A, =AY A Vb= (b, by) € Fy T ()

Proof. Clearly, [8) holds for s = 1; we will only prove its validity for s = 2,
since the general case is then established by induction on s. Let us write f =
fi + f2, and denote hy, hy, as h,h; respectively. By hypothesis we get f; =
9i,0 + Z;“:l 9i,25—19i,251 since U?:l{gi71’ . 7gi,2h71} are linearly independent we
obtain h = hy + ho, and from Theorem [2] the best affine approximations of f,
for all b € F2" are given by

2hy 2hs h
Np=g10+920+ Y bigrj+ > banitj g2+ Y baicaba = A} + AP
=1 =1 =1

2h 2h
where ¢ = (bl,...,bghl) € ]F2 ey = (b2h1+17~-~ab2h1+2h2) € ]F2 2. O
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4 Best Quadratic Approximations of Cubic Functions

In this section we develop a detailed theoretical framework for efficiently com-
puting the best quadratic approximation of cubic Boolean functions. First, we
need to introduce the following classification.

Definition 2. The Boolean function f € R(3,n) is said to be a class-m function
if there exists a set § = {j1,...,Jm} with 1 < j1 < -+ < jm < n such that each
cubic term of f(Ax + b) involves at least one wvariable with index in J, and
m > 0 is the smallest integer that is obtained by a suitable invertible affine
transformation of f.

The above definition implies that a cubic function belongs to exactly one class,
due to the minimality of m (however § is not always unique). An important sub-
set of class-m functions are the separable class-m functions whose cubic terms
involve exactly one variable with index in J; all others are referred to as insep-
arable. The equivalence classes for cubic functions of certain weight found in
[13/T4] are separable. An important property of class-m cubic Boolean functions
is given below.

Proposition 2. All class-m cubic Boolean functions f € PR(3,n), with J =
{j1,--+,Jm}, admit the following properties

1. Let J C 3 with cardinality k, 1 < k < m — 1. From the decomposition

f="rfollgr - g far—1 we have that all f; € By_j are class-(m — k) cubic
Boolean functions with the same cubic part;
2. Moreover, m is the least integer such that f = fo ||g -+ ||g fom_1 with

deg(fi) < deg(f) =3 for all 0 <i < 2™.
Proof. The proof is provided in Appendix [Al O

Proposition Pl leads to an alternative definition of class-m cubic functions; that
is, m > 0 is the least integer such that a proper choice of m variables leads to a
decrease in the degree of sub-functions, if we apply mth order Shannon expansion
with respect to these variables. Next we focus on the separable cubic functions,
and prove a series of results to determine their best quadratic approximations.

Lemma 2. Let f € R(3,n) be a separable class-m function, with cubic part ¢ =
z;’;l xj,qi, where q; € B,,_p, is quadratic function not depending on variables
with index in § = {j1,...,Jm}. Then, from the decomposition f = fo ||g -+ |5
fom_1 we get that

frZQ+<Tvp>+lra 0<r<2m (9)

for a quadratic q € B,,—,, and affine I, € B,,_,, Boolean functions, where r =
(r1,...,7m) is the binary representation of v, and p = (q1,-- -, qm)-
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Proof. The Boolean function is written as f = ¢+ g + [, where ¢, ¢, and [ is
its cubic, quadratic, and linear part respectively. By hypothesis, f is a class-
m cubic Boolean function, and therefore according to Definition [2 we neces-
sarily have that q1,...,¢» # 0 and linearly independent. Indeed, let us as-
sume that there exist ai,...,a,, € Fao, not all of them being zero, such that
a1q1 + -+ + amqm = 0; without loss of generality let a,, = 1. Therefore, we
have ¢ = (z;, + a1zj,, )1 + -+ + (2}, + AGm—17;,, )gm—1, and there exists an
invertible linear transformation (mapping z;, + a;z;, to z;,, for 1 < i < m,
and all the remaining variables to themselves) such that f become class-(m — 1)
cubic Boolean function—contradiction. The quadratic and linear parts of f can
be similarly written as

mz_: i T, T4, €k + ixﬁl; +q and [= ixﬁei +U (10)
i=1 i=1

i=1

for some quadratic ¢’ € B,,_,, and linear functions !’,l; € B,,_,, that do not

depend on zj,,...,x;,,. Let us next introduce the auxiliary functions
S S S
i=1 i=1 k=i+1 i=1

where the parentheses are used to indicate its cubic, quadratic, and linear parts
respectively (note that ¢"™ = f whereas ¢° = ¢’ + 1), and

ZxJkQC'L"'ZTkezky 0<s<i<m
k=i+1

where 1 € Fo. By applying Shannon’s expansion formula recursively, we obtain
at the first step f = fo ||, f1, where f,. = g™ ' 4+70(gm + 1, + €m + A1) for
rm = 0, 1. Further expansion of these sub-functions gives f = (fo |/;,._, f1) lljim
(f2 [l [f3), where

Fr=g"4 > rila+li+e+n?), 0<r<4

% —1

and r = ry—1 + 27, is the binary expansion of r. If we continue this way, we
get the decomposition f = fo ||g -+ ||g fam—1 after m — 2 steps, which for all
0 <r < 2™ leads to

fr=d+ Z Tiq; + <l/ + Z ri(li + e+ Z;n—i+1rk€i,k)> (11)

i=1 i=1

and r = ry +2ry+---+2™" 1 is the binary expansion of r. The claim is proved
by noting that the expression inside the parentheses corresponds to I, in (@), ¢’
corresponds to ¢, and (r,p) = > 1", riq;. O
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We next introduce a commonly used partial ordering of elements of the vector
space F3. For all a,b € F§ we write a < b if and only if a; <b; for all 1 <4 <n.

Lemma 3. Let f = fo || -+ || fam—1 be a Boolean function in B,, where m > 0
and all sub-functions f, € R(2,n —m) have the same quadratic part f,. = q+1,,
for 0 <r < 2™. Then, deg(f) =2 if and only if we have ), . 1. = €. for some
€. € Fy if wt(c) = 2 and zero if wt(c) > 3, c € Fy". a

Proof. The proof is provided in Appendix [Bl however, it is seen that it also
holds for the case f = fo ||g -+ |lg fam—1 with J = {j1,...,Jm}. It should be
noted that the family of affine functions I, € B,,_,, introduced in (IIl) satisfies

the conditions implied by this Lemma. a
Lemma 4. For all s > 1 and vectors a = (a1, ...,as) € Z* we have that
> 2t =TT(1+2%). (12)
reFs i=1

Proof. Note that ([[2) holds for s = 1; suppose that it holds for s = k > 1 and
all a = (a1, ...,ax) € Z*. Then, for s = k + 1 we have from ([2) that

k
> 2k abl = (14 9%) 3" omed = (14 2%) TT(1+2%)
=1

(rt) e FET reFs
by the induction hypothesis, for all (a,b) = (a1, ...,ax,b) € ZF+1. O

Subsequently, we present the main result of our paper.

Theorem 3. With the notation of Lemma [, assume f € B, is a class-m
cubic function, and let q; € B,,_, be given by @). If all linear functions in
U, { Jily--- ,givthi} are linearly independent, then the best quadratic approz-
imations of f have one of the following forms

§r=¢%0 g - lla §Fom_1, s € Fy' (13)
where 3 . = q + (8,0) 4+ lr + XNpys,py for all v € F3'.

Proof. For fixed s € FJ* the sub-functions in ([I3]) have the same quadratic part
q+ (s,p) and yield a quadratic function {} by Lemma[3 Indeed, by Proposition
@M we have Ajys = 2oie ) (1 + i) Aq,, whereas () leads to

& =2 (g4 (s,p) + 1) + 2O (i (I + €) + aidg,
I

r=c

€uw, I wt(c)=2 (¢, =¢c,=1)
+ gwt(e)=2 CiCi€i 5 = o
53 o {0, e

i=1 j=i+1
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since erc(n + si)Ag; equals 2Wt(c)si/\qi if ¢; = 0 (in which case a; = 2s;), and
2wt()=1)\  otherwise (where a; = 1). Thus £} are quadratic functions for all
s € F5*; their distance from f is given by

wt(f + 5;‘) = Z wt({r + 87p> + )‘<r+s,p>) = Z wt((r,p) + A(ﬁp))

reFr\{s} reFy\{0}

which is independent of s, and therefore all £, s € 3, are equidistant from f.
By Theorem [ the definition of nonlinearity, and NLg = hg = 0 by convention,
we have 1 < h,. ) < [(n—m)/2] for r # 0 and

s n— n—m—1— n— n— (1 1
wi(f+€p)=2""— ) 2 e = 2n 7l =2 q1(2+2%+J
=1

reFy

since Ugl{gm, ooy Gi2h qi} are linearly independent by hypothesis, and thus
hirpy = Prigittrmgm = Tihg + -+ + Tmhg, from Proposition [ (whereas
the last equality is derived from Lemma H). Next, we prove that the distance
of any other quadratic function from f is greater than wt(f + ;). Assume
there exists u € (2, n), which does not coincide with &} for any s € F3', and
u=(¢+18) g lg (¢ +lhm_;) where I/ satisfy the condition of Lemma [3
Consequently § = ¢’ + ¢, q1, - - ., ¢m are linearly independent, otherwise u would
be identical to one of £}; indeed, if ¢ = q+ (s,p) for some s € F5* then we would
have

wi(f+u)= 3 wi((rts,p) 1 +1)

reFy\{s}

> Z Wt(<7" + s7p> + >\(r+s,p)) = Wt(f + g;‘)
reFy\{s}

where equality holds if and only if we set [} = I, + A5 ), for all r € F3* by
Lemma [l Thus, in order to minimize wt(f + u) we get u = £}. Hence we only
consider ¢’ # q + (s,p) for all s € FJ*. Then, we likewise find that

wt(f +u) = > wt(G+ (rp) +1,) =27 = Y onmmo e

relFy relFy

where l} = /. +1, and equality holds if and only if l} = >‘fi+<r,p>’ for all r € F5* by
Lemmalll The weight of f+u is minimized if § is chosen such that all hg ;. ) take
their minimum possible value. The fact ¢ + (r,p) # 0 implies that hgi (., > 1
for all r € Fy'; still, not all kg (., can be made simultaneously equal to 1.
We write ¢ as ¢ = go + Zlgjghq §2j—1G25, where the linear part go is obtained
by applying Dickson’s theorem on G. Let us define d; as the number of g; that
are not linearly independent from g; ; of ¢;, and e; as the number of products
G2j—102; shared by ¢,¢;, 1 <i < m. It is then seen that 0 < d; < 2min{hg, hg, }
and 0 < e; < |d;/2]. Further, it can be proved that hgyq, > hg + hg, — d; and
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the lower bound is always attained! if d; is even and ¢; = d; /2. Thus wt(f + u)
can be minimized by letting ¢ have common products Goj—1g2; With qi,..., gm.
By hypothesis ;" { gi1,.-.,gi2n, } are linearly independent, leading to (for
all r € FJ?)

m

hgv(rpy = hg + Zri (hqi — Zei) and 0 < Zriei < min{h@Zrihqi} .

i=1 i=1 i=1

Hence, we see that wt(f 4+ u) > 27! —2n=1=ha [T (1/2 4 1/2"a:=2¢F1) and
we need to examine if there exists a particular choice of parameters eq, ..., e,
such that wt(f +u) < wt(f + £}), which is equivalent to

ML hQi

Wi(f +u) < wt(f +&5) & 2ha(etoten) Ll 214_*22}“ <1. (14

i

Since it holds 0 < e; < min{hg, hy,}, all terms (2"a + 1)(2ha ¢ 4 2¢)=1 in
(@) are greater than or equal to 1, where equality is attained if either ¢; = 0
or e; = hg, = min{hg, hg, }; the latter case is valid for all 1 < ¢ < m only if
hg > max{hg,, ..., hg, }. Moreover, e; = 0 implies that ¢ does not have common
products with ¢;, whereas e; = hy, that ¢ is written as the sum of ¢; and another
quadratic function. Since by hypothesis ¢ # (r,p), we either have 0 < e; <
min{hg, he, } for some 1 < ¢ < m, or that ¢ has a product whose functions
do not depend on U;r;l{gi717...7gi72hqi}7 hence 2ha—(erttem) > 1 due to
0 <e+ - +en < min{hg hg, + -+ hg,, }. Therefore, in any case we get
wt(f +u) > wt(f +£5). |

By assuming that all U;L{gi,lv ey g@ghqi} are linearly independent (see Re-
mark [[lbelow how such a constraint can be relaxed) and hy, > 1, for 1 < i <m,
the fact hg, +- - +hg,, = hgrtetq, < [(n—m)/2] leadsto hy, < [(n—3m)/2]+1.
Thus, we have the following result.

Corollary 1. With the notation of Theorem[3, for any separable class-m cubic
function f € R(3,n) we have m < |n/3]| and

/1 1
n—1 n—1
NQp=2"""-2 ”(2+2hqi+1) (15)
i=1

for some 1 < hy, < |(n—3m)/2] + 1.

Remark 1. The applicability of the results in Theorem Bl and Corollary[dl can be
more general than currently stated. In particular, let us consider an m X m non-
singular matrix P = (p; ;){"_1, @ = (q1,---,qm), and vector Q" = (g1, ..., qp,)

! From the above, § + ¢; has hg + hg; — 2e; products (excluding common ones) of the
form g5;_195;, where d; — 2e; of the terms g are not linearly independent (L.i.); they
can be chosen (from the d; — 2e; Li. “parity check” equations) so that they reside in
different products, forming u’. Thus hgyq, = hg + he, — 2ei — (di — 2€;) + hys, where
0< hyy < |_d—b/2J — eq, leading to hq =+ h‘h‘ —d; < hq+<17‘, < hq =+ h‘h‘ —e; — [d1/2—|
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such that Q' =QP. Then, from the linear independence of J;“, { gi.1, - -, gi2n,,
m
we get hqg_ = im1 Pijhg;, and

hﬁqur-”Jrquln = : :(: :T]pz,]> : :r h’qb = 7' Q1+"'+T;n¢hn

i=1

where rg = Z;”:l rjp;s,; mod 2, for 1 < 4 < m. Hence, the results obtained in
Theorem [3] and Corollary [l would still hold in this case, if we replace hq with
the ith element of vector Q'P~!.

In the simple case of the class-1 Boolean functions, Corollary [l gives that NQ; =
2n=2 —2n=2-hay with 1 < hy, < |(n—1)/2]. Next, we prove that the maximum
second-order nonlinearity attained by a separable class-m cubic function grows
with m < |n/3] (see also Table [l in Appendix [C)). Hence, class-1 functions
constitute the most cryptographically weak class with respect to second-order
nonlinearity. The security offered by class-m cubic functions, for large values of
m, is also attributed to the difficulty of finding a set J such that all the 2™
sub-functions in f = fo ||5 -+ ||g fam—1 are quadratic (in order to find the best
quadratic approximations via the Theorem [B]); the complexity of this step grows
exponentially with m, for fixed number of variables n.

Theorem 4. With the notation of Theorem[3, the maximum 2nd-order nonlin-
earity of a separable class-m cubic function f € R(3,n) grows with m. Further,
the mazimum 2nd-order nonlinearity of separable class-|n/3| cubic functions is
given by 2"~ 1 — %6”/3.

Proof. In order to establish the first part we need to determine the class of sepa-
rable cubic functions with the highest second-order nonlinearity. From Corollary
[ we see that this is maximized if and only if the product [T;", (1/2+1/2" 1)
depending on m, hy,, ..., hq,, is minimized. Since each product term is an inte-
ger less than 1, the number m of terms must be sufficiently large. However, the
constraints on the values taken by each hy, need also be considered. Let H be
the set of distinct integers from hg, +1,..., hg,, +1, and suppose a—r,a+r € H
for some a > r 4+ 1 > 1. Then, we have the property

1,1 Lot (1, ! 1+1>1+12
9 " oa—r J\ g T ga+r 9 T 9a-1 )\ 9 " gat1 2 " 9a

from which we derive that max,em{a} — mingem{a}, and the cardinality of
H, should be relatively small. Moreover, by noting that the sequence {(1/2 +
1/2%)1},50 is purely decreasing for any a € H (since then a > 2), we conclude
that the highest possible second-order nonlinearity achieved by separable class-m
cubic Boolean functions, by Corollary [l is given by

b m—b
1 1 "1 1 "
__on—1 n—1
maXclass—m{NQ} =2 -2 (2 + 2am+2) (2 + 2&m+1)
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n—1 n—1 2am+1 +1 o 1 1 "

=2 2 (2am+1 n 2) <2 + 2am+1) (16)
where a,, = [(n —m)/2m| and b,, = [(n —m)/2] mod m, as a result of letting
by, functions ¢; have hy, = a,, + 1, and the remaining m — b, have hy, = ay,.
It is clear from (I6) that for small values of m, the integer a,, is large and
therefore the contribution of (2¢m+1 4 1)(2¢»+1 4 2)=1 &~ 1 is negligible (b,, is
also small). So, the maximum second-order nonlinearity attained by separable
class-m cubic functions grows with m < |n/3]. If m = |n/3], then we have
am =1, by, = [(n mod 3)/2], and ([IG) becomes

NQf _ 2n71 _ 2]’(71 mod 3)/2171(3) [(n mod 3)/2J6Ln/3j _ 2n71 _ bn%6n/3

where the term b, equals 1 if n = 0 (mod 3), (4/3)"/3 if n = 1 (mod 3), and
(250/243)'/3 if n = 2 (mod 3). Thus, b, ~ 1 in all cases. 0

The above result also leads to a lower bound on the covering radius of the 2nd
order binary Reed-Muller code (2, n), that is p(2,n) > p3(2,n) > 2"+ — 16"/3
(since we only considered cubic Boolean functions satisfying the conditions of The-
orem [3). The lower bound given behaves well with respect to the upper bound
2n=1 _{/152"/2=1 that has been proved in [5] (see Fig.@in Appendix[C] and the
analysis therein). The cubic part of any separable class-{n/3] Boolean function is
equivalent (under some transformation of variables y = 2 R) to the following

L5]-1
Z Y3i—2Y3i—1Y3i + Y3 7 -2 (QSngfl Y3lm) taysnj+1 y3LgJ+2)
i=1
where a = 1 if n = 2 (mod 3) and zero otherwise; they can be considered as
a natural extension of bent functions (they have similar representation and the
maximum possible distance from all functions of degree one less). Next we prove
a formula for directly computing {3 from f; comparison of @), @0 illustrates

similarities on the way that best affine and quadratic approximations are ob-
tained in terms of the Boolean function f.

Proposition 3. With the notation of Theorem/[3, the best quadratic approxima-
tions £} of the separable class-m cubic function [ are given by

m

G=r+> (j, +s)(a+A,), seFy. (17)
=1

Proof. From the proof of Theorem[B]and Definition [l we have that for all s € FJ*
the best quadratic approximation &} of the class-m cubic function f, with cubic
part ¢ = > ..", x;,¢;, is such that

§+[f= (5}9@,0 + fO) llg - lla (5}3,2"171 + fzm—l)

m

= > (@i A7) (@, A Tm) Y (i +50)(g + Ag,)

rEeFP i=1
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due to the linear independence of the functions in (J;";{ gi1,. - .,givthi} and
the fact that we may write A\r g, 4...qrngm = T1Aqr + -+ TmAq,,, for all r € F3?.
By writing the above expression as the sum of those terms for which r,, = 0 and
those for r,,, = 1, then simple calculations give

3
L

GHF= D @u+m) (@ s +Pm1) D (ri+5)(a + Ag,)

reFpt i=1

+ (g, + 5m)(@m + Ag) Y (5,

m—1
r € Fy

+
=

) (B + Tmt)

3
L

= > (@ ) @+ Pm) Y (i s)(a 4 Ag)

reFpt i=1

+ (@, + 8m)(gm + Aqyn)

since Y (xj, +71)---(xj,_, + Tm—1) = 1 corresponds to the constant all-one
Boolean function. Repeated application of the above steps will lead to (). O

Remark 2. Given class-m cubic Boolean function f = Y7", z;,¢; + ¢ + [, where
q, 1 are its quadratic and linear parts respectively, and q1, . .., g, satisfying con-
ditions of Theorem [B] its best quadratic approximations are directly computed
by means of Proposition [3 as follows

f;: <Q+Z(sz%+l‘]1/\q1)> + ([—FZSW\%) ) sE]FQ"
i=1

i=1
where the parentheses indicate its quadratic and linear part respectively.

Ezample 2. Let f € Bg be the class-2 Boolean function f(z1,...,zs) = (21 +
x3)(xotar)(zs+as5)+(Ts+27) (m5(m6 +xg)+(z7 +mg)mg). It is seen that it satisfies

the conditions of Theorem B, and therefore its best quadratic approximations
(from Proposition [3)) are given by

Er=s1q1+ 522 + (x1 + 23+ 51)Ag, + (Ta+ 27+ 52)Ags s; € Iy

where q1 = (22 +x7)(73 + x5) and g2 = z5(x6 + xs) + (7 + 78)ws. From Section
we know that the best affine approximations of ¢, g2 are

Ay = a1(x2 + x7) + az(ws + x5) + ara2, a; € Fy
Agy = b1ws + ba(we + xg) + b3(w7 + x8) + bawg + biba + bsby, b € Fo.

Then, its second-order nonlinearity is equal to NQ; = 27 —22.3.5 = 68. Note
that NQ; depends only on the choice of the cubic terms, which is a well-known
result [4]. 0
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5 Implications on Bent Functions Constructions

Many constructions of bent functions [25], having maximum nonlinearity 2"~! —
27/2=1 for even n, are based on the concatenation of sub-functions with low de-
gree. Next, we analyze the second-order nonlinearity of known bent constructions
and demonstrate the applicability of our results.

5.1 Maiorana-McFarland Construction

Let n be a positive integer, ¢ : F§ — FZ be a permutation of the elements of
the vector space F3, and ¢ : F§ — Fs be an arbitrary Boolean function. Then
f:F3 x F§ ~ F%" — Fy, which is given by

flay)=(z,0(y) +9y), =z yeclFy (18)

is a Maiorana-McFarland function [8122]; it is known that all functions of this
form are bent (of highest possible degree n if g is properly chosen). Furthermore,
f can be considered as the concatenation of 2™ affine sub-functions of B,, [3]. As
shown next, the second-order nonlinearity of cubic Boolean functions obtained
by ([d8) is very low in certain cases.

Proposition 4. Let f € By, be a cubic function given by [AR) and let ¢ be a
linear invertible mapping. If g is separable satisfying the condition of Theorem
[3, then NQy < MAaX cjgss|n/3] {NQ}.

Proof. Since ¢ is linear, the expression <x, ¢(y)> contains only quadratic terms,
leading to deg(g) = 3. By the fact g € B,, we get that the maximum second-order
nonlinearity that f € By, can attain is maxXgjags|n/3]{NQ}, which is far below
MmaXclass{2n/3| {NQ} O

The trade-off between nonlinearity and second-order nonlinearity is easily seen
even for small values of n; e.g. if n = 3 then g becomes a class-1 cubic Boolean
function, while the nonlinearity and second-order nonlinearity of f equals 28 and
8 respectively, according to Corollary [Il

5.2 Charpin-Pasalic-Tavernier Construction

The construction of cubic bent functions proposed in [6] is based on the con-
catenation of two quadratic semi-bent functions f3, f. € B,, for odd n, vectors
b, ¢ satisfying wt(b) # wt(c) (mod 2), and each function given by

(n—1)/2 _
fa(z) = Z a; tr(mTH) , x €Fan and a € ]an_l)/Q (19)

i=1
where a = (ay,...,a(,-1)/2) and tr(z) = .+ 2® + -+ + 22" " is the trace

function mapping elements of finite field Fan onto Fy [19]. It is seen that the
Boolean function f = f || f. € B,41 is a class-1 cubic function.
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Proposition 5. With the above notation, let fy, fo be such that f, + fc is a
quadratic semi-bent function. Then, the second-order nonlinearity of f = fu || fe
is NQp = 271 — 200=1/2 — max .61 {NQ}.

Proof. From Theorem Bl the Boolean function £} = f, || (fo + Ag,+7.) is a best
quadratic approximation of f. From Corollary [I its second-order nonlinearity
is NQp = NLy, s = 2771 —20=1/2 gince n is odd, fy + f. is a semi-bent
quadratic function and hy, 15, = (n —1)/2 [15]. O

A generalization of the above concatenation was presented in [6]; for odd n, if
I, f" € B,11 are bent such that f = f, || fe, and f" = fq || fe, where wt(b), wt(d)
are odd and wt(c), wt(e) are even, then

g=f 1 f €Bnyz and ¢ =ff I A+f)If €Bnis (20)

are semi-bent and bent respectively. If we assume that f. = f, + f. + f4, then
both g,¢" are cubic with ¢ = fo + 241 (fo + fe) + Tn2(fo + fa) and ¢’ =
g+ Tnt3(l 4+ x,12). As a result, class-2 cubic functions can also be obtained by
this construction, having higher second-order nonlinearity.

Proposition 6. The second-order nonlinearity of any function g,q" given by
@0) satisfies NQg > NQy +NQy/ and NQgy > 2(NQy +NQy/).

Proof. The claim follows by noting that, if there exist £y € Qf, £y € Qpr with
the same quadratic part, then &, = &; || £ € Q. Similar arguments hold for
the function ¢’, since NQ; 4 = NQy []. O

6 Conclusions

The common characteristic of cubic functions studied in this paper, called separa-
ble, is that the structure of their highest degree part is undesirable in most cryp-
tographic applications; it allows the efficient computation of their best quadratic
approximations, by Theorem Bl but can be the source of other cryptanalytic at-
tacks as well. Among these functions, class{n/3] are the most cryptographically
strong, as they attain higher second-order nonlinearity and their best quadratic
approximations are more difficult to find. The analysis of bent constructions
raises the need to find Boolean functions of nearly maximum nonlinearity and
second-order nonlinearity. Research in progress focuses on extending the above
results to functions of higher degree, and identify any trade-offs of second-order
nonlinearity with other cryptographic criteria.
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A Proof of Proposition

Without loss of generality let us assume that J’ is comprised of the last k elements
of the set J, with 1 < k < m — 1. We proceed by induction on the cardinality %k
of J'. It is easily seen that Property [l holds for k = 1, since by f = fo ||, fi
and the hypothesis, we conclude that deg(fo) = 3 and its cubic part includes
the cubic terms involving at least one variable with index in g\ J’; hence, fj is
a class-(m — 1) cubic Boolean function. Then, we have that f1 = fo + f] where
deg(fy) < 3, and thus f; has the same cubic part with fy. Next, assume that
Property [l holds for some k and 3’ = {jm—k+1,---,Jm}, 1 < k < m — 1. The
fact that it also holds for k£ + 1 is established by the identity

f="Follg Mg for—a = (fo Njms £1) Nlar - Nar (Forsa_g Njs forsnq)
= fo llgm_rtug - lGm_srug forri_y (21)

due to Definitions [l Bl and the fact that j,,—r < minJ’ (note that ZI) would
still hold, up to a re-ordering of the resulting sub-functions, if this was not true).
The sub-functions f; (resp. f/) have cubic terms involving at least one variable
with index in J\ J" (vesp. J \ {jm—-r} UJ’).

In order to prove Property 2l we need only consider (2I)) for K = m — 1. From
Property 0l we get that f = fo [lg\y = llg\iy fem—1-1, where all f; are
class-1 cubic Boolean functions with the same cubic part (that of fg). From (ZI])
we have that f; = f3; [|;, f5,41, where both functions f3;, f3,,, are quadratic.

B Proof of Lemma

By hypothesis and Definition [I we have § = {n —m +1,...,n}. First we prove
by induction on the cardinality m of J that f can be written as

f= (Zﬂ) Ty g1 T (22)

ceFy \r=c
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Indeed, it is seen that (22)) holds for m = 1 and m = 2 since then we find
[ = fo+zualfo+ fi) +2u(fo+ f2) + znrzn(fo + f1 + fo + f3). Let us
assume that (22) holds for m = s and let f € B, be the concatenation of
2571 sub-functions. From the identity f = fo || f1 || -+ || fost1—o || fas+1_
= (fo+an—s(fo+ f1)) | - || (fost12 + Tn—s(fost1 2 + fos+1_1)) Wwe see that
f is written as the concatenation of 2° sub-functions. Hence, by the induction
hypothesis we obtain

f= Z (Z for + Tpn_s Z(fzr + f1+2r)> fol_s_H ... 33%@
ceF5 \r=c r=<c
=PI 3] 035 o8 ERETI
beFaceFs5 \ t<b r=c

r) € F5Th Hence, if

which leads to (23 if we define & = (b, c) cFst and 7 = (¢,
L=<l for all nonzero

fr = q+1 then we have - ___ f. =2 g+ ZM(
¢, and the claim is a direct consequence of (22)).

C Bounds on the Second-Order Nonlinearity of Separable
Functions

Let us denote by ¢(n) = 2"~* — 16"/3 the lower bound which was proved in
Theorem A and by u(n) = 2"~ — /15221 the upper bound derived in [5].
Moreover, let ©(u) = {v : v ~ u} be the set of functions that are asymptotically
equivalent to u(n). Then, it can be verified that

yu(n) < L(n) < u(n), for all n > 6

which in turn implies that £ = ©(u); this is a standard notation in the literature,
although it would be more natural to write £ € ©(u). In fact, we can prove the
much stronger relation

Table 1. The maximum second-order nonlinearity attained by class-1 and class-|n/3]
separable cubic Boolean functions in B,,, for 3 < n < 32, as computed by Corollary [II

n  class-1 class{n/3] n  class-1 class{n/3| n class-1 class{n/3|
3 1 1 4 2 2 5 6 6
6 12 14 7 28 31 8 56 68
9 120 148 10 240 315 11 496 667

12 992 1400 13 2016 2918 14 4032 6052
15 8128 12496 16 16256 25703 17 32640 52698
18 65280 107744 19 130816 219754 20 261632 447260
21 523776 908608 22 1047552 1842813 23 2096128 3732139

24 4192256 7548800 25 8386560 15251183 26 16773120 30781447
27 33550336 62070016 28 67100672 125061533 29 134209536 251797546
30 268419072 506637824 31 536854528 1018804657 32 1073709056 2047656190
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Fig. 1. The lower and upper bounds on the covering radius of 3(2,n), as determined
by Theorem [l and [5], for 10 < n < 30. The second-order nonlinearity of class-1 cubic
functions is also depicted.

lim tn)

=1
n—-+o0o u(n)

which again states that ¢(n) and u(n) have the same rate of growth, as also
depicted in Fig. [
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Abstract. We compute the Walsh spectrum of a new quadratic APN
function, z* 4 Tr(z”), showing that its Walsh transform is 3-valued for
odd n, and is 5-valued for even n. Therefore, the distribution of the values
of the Walsh transform of 2% + Tr(z") is the same as that of the APN
Gold functions. Moreover, for odd n the function is AB, which gives an
alternative proof of the APN property of the function.

1 Introduction

Let L = GF(2") for some positive integer n and let Tr(z) denote the absolute

trace map on L.
A function f: L — L is said to be almost perfect nonlinear (APN) on L if
the number of solutions in L of the equation

flx+q)+ f(z)=p

is at most 2, for all p,q € L, ¢ # 0. Equivalently, f is APN if the set {f(x+¢q) +
f(z) : x € L} has size 2"~ for each q € L*.

Given a function F : GF(2)" — GF(2)", the Walsh transform of F at
(a,b) € GF(2)" x GF(2)" (cf. [A]) is given by

F(ab)i= 37 (—1)e e, M)
x€EGF(2)™

where (-, -) denotes the usual inner product on GF(2)". For a function f: L —
L, we may equivalently define the Walsh transform of f at (a,b) by

fW((Lb) — z:(_:I_)Tr(a:JrH)f(a:))7 (2)
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for each a,b € L. Then f"(a,b) is the discrete binary Fourier transform of
g(z) = (=1)TC/ @) We define the Walsh spectrum of f as the set

Ay ={f"(a,b):a,b€ L,b#0}.

Functions with small Walsh spectra (up to 5 values) have arisen in various con-
texts and given a map f : L — L, it is often of interest to know its Walsh
spectrum. For example, it is well known that if n is odd and (n,d) = 1 then the

functions 22" +! and 22*'~2+1 have 3-valued Walsh spectra given by {0, +2"%"

2

}
(see [9UL1]). These correspond to the APN Gold functions 22"+1 and the Welch-
Kasami functions #2°*~2"+1, Niho has made several conjectures in [IZ] on the
Walsh spectra of many functions. If f(x) has a 3-valued Walsh spectrum (in
which case n must be odd and Ay = {0, +2"2'}) we say that f is almost bent
(AB) or mazimally nonlinear.

Both APN and AB functions are used in block ciphers. APN functions were
characterized in [13] as the mappings with highest resistance to differential crypt-
analysis and are precisely the functions for which the plaintext difference x + y
yields the ciphertext difference f(z) + f(y) with probability 1/2"~1. AB func-
tions offer the best resistance to linear cryptanalysis, having maximal Hamming
distance to the space of all affine maps. For a comprehensive survey of APN,
AB, and related functions that arise in cryptography and coding theory, see [5].

When n is odd, every AB function on L is also APN [8]. If f is quadratic (so
that each of its exponents is of the form 2¢ 4 27 for some integers i, j) and f is
also APN then it is necessarily an AB function [7]. Thus computing the Walsh
spectrum of a quadratic function on L for odd n can be used to establish the APN
property of a function. On the other hand, for n even, an APN function may
have a large Walsh spectrum (more than 5 values), in which case the function
could be less resistant to a linear attack.

Carlet-Charpin-Zinoviev (CCZ) equivalence, introduced in [7], is a standard
measure to determine whether or not a pair of APN functions are essentially the
same. This relation generalizes extended affine (EA) equivalence. A pair of CCZ
equivalent functions have the same resistance to linear and differential attacks. A
family of APN functions is determined to be “new” if they are CCZ inequivalent
to any previously known family.

Until recently, all known APN functions had been found to be EA equivalent
to one of a short list of monomial functions, namely the Gold, Kasami-Welch,
inverse, Welch, Niho and Dobbertin functions. For some time it was conjectured
that this list was the complete list of APN functions up to EA equivalence.

In 2006, new examples began to appear in the literature. A sporadic example
of a binomial APN function that is not CCZ equivalent to any power mapping
was given in [I0]. A family of APN binomials on L, where n is divisible by 3 but
not 9, was presented in [I] and shown to be EA inequivalent to any monomial
function, and CCZ inequivalent to the Gold or Kasami-Welch functions in [2].
A method for constructing new quadratic APN functions from known ones has
been outlined in the preprint [3], and has resulted in the discovery of the function

f(z) = 2® 4+ Tr(2?),
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which is APN on L for any n. In the next section, we will compute the Walsh
spectrum of this function, showing that it is 3-valued (as expected) for odd n,
and 5-valued for even n. This provides another proof of the APN property of
this function for odd n, and is a new result for even n.

For the case n even, if f(x) is an APN function and its Walsh transform has
values in {0,422, 42 "3 }, then the distribution of values in the Walsh spectrum
is uniquely determined and must therefore be the same as that of the Gold
functions 2°*1, where (d,n) = 1. The proof that the distribution is uniquely
determined is well known, but we include the argument as Corollary [l

Finally, we remark that not all quadratic APN functions have the same values
as the Gold functions. For odd n, a quadratic APN function has a 3-valued Walsh
spectrum, and so the distribution of its values is determined (and is the same as
Gold functions). However, for even n, the Walsh spectrum of a quadratic APN
function may have more than five values. The following example is due to Dillon.
Let u be primitive in GF(25). Then

9(33) _ 333 +u11$5 +u13$9 +$17 +u11$33 —|—.7348

is a quadratic APN function on GF(2°%) whose Walsh transform takes 7 distinct
values.

2 New APN Functions

The main result is given by Theorem[Il in which we compute the Walsh spectrum
of 2% + Tr(x?). We will do this by obtaining an upper bound on |f" (a,b)| for
a,b € L, b # 0. This turns out to reduce to the problem of obtaining an upper
bound on the size of the kernel of an Fso-linear map £, on L.

Theorem 1. The Walsh spectrum of the function
f(@) = 2* + Tr(a)

is contained in {0,42"2 } when n is odd, and is contained in {0,425, +2"3"}
when n is even.

Proof: Throughout the proof, the notation z1/2 and 22~ means 22"

By definition, we have

3 9
fW(a,b) — Z(_l)Tr(am+b(z +Tr(z”)) (3)
€L
3 9
— Z(_l)Tr(az+bz +Tr(b)z )7 (4)
reL

since

Tr(bTr(2”)) = Tr(z”)Tr(b) = Tr(2"Tr(b)).
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Computing the square of f"V(a,b) gives

‘fW (a, b Z Z Tr(az+ba3+Tr(b)z® +a(x4u)+b(z+u)® +Tr(b) (x4+u)?)
weL z€L
_ Z Tr(au+bu®+Tr(b)u’) Z(_1)Tf(b(z2u+mu2)+Tr(b)(ESU-&-fwg)).
u€L z€L

Using the fact that Tr(0) = Tr(6?) for any 6 € L, we write
1Y (a,b)? = Z(_l)T‘r(au+bu3+Tr(b)u9) Z(_l)(wb(u))v

ueL zeL

where Lp(u) := bu® + b2 w2 Tr(b)(u23 + u2_3). Since L; is linearized in wu,
it follows that

3 9
|fW(a7b)\2 —on Z (_1)Tr(au+bu +Tr(b)u ). (5)

u€ker Ly,
Moreover, writing gy (u) := Tr(au + bu® + Tr(b)u), we obtain
go(u+v) = go(u) + go(v) + Tr(vLy(u)) = go(u) + go(v),

for all u € ker L;,. Then gy is linear on ker £, and (B is a character sum over a
linear space, so we get

w 2 [ 2" ker Lp] if gy(u) =0 for all u € ker £y
|7 e, 0) = { 0 otherwise. (6)
We will show that | ker £;] < 4, and then it will follow from (@) that
Y (ab)] < (2n.4)12 =275 (7)

For the moment assume that f"(a,b) is an integer restricted by (@) and (7). If
the inequality (Z) holds and 7 is odd we have | fW(a,b)| <2"3", and the Walsh
spectrum of f must be {0, +2" } If the same inequality holds and n is even,
we deduce that f has Walsh spectrum contained in {0, +22 42" }

We pause to remark that the techniques used up to now are standard in
computing an upper bound on the absolute value of the Walsh transform of an
arbitrary quadratic function.

Now we begin the proof that |ker £,] < 4. Once we show this, the proof is
complete.

If Tr(b) = 0 then f%(a,b) = 3¢, (=)™ +02°) by @). Tt is well-known

that 2® has Walsh spectrum {0, -2 n2+1} for odd n, and {0,422, +2 n;rZ} for even
n. In fact this is easy to see, since then (B]) becomes

Mlabf=2n 37 (e,

u€Eker Ly,

with £p(u) := bu® +b% u® | which has at most 4 roots in L, so that () holds.
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We therefore assume that Tr(b) = 1. Applying this hypothesis, (@) becomes

‘fW(a, b)|2 —9n Z (_1)Tr(au+bu3+u9)’
u€cker Ly,
with Ly(u) = bu? + % w2 +u2 +u® . Our goal now is to show that £y (u)

has at most 4 zeroes in L.
We now adopt a trick similar to that used in [9]. Consider the polynomial

Ty(u) == bu® +u® 4+ u/? + 04,

It is straightforward to check that Iy(u) + Ip(u)? = uly(u). If Lo(u) = 0
then I,(u) € GF(2). We claim that I,(u) = 0. Suppose, to the contrary that
Iy(u) = 1. Then b = u® + v*/2 + u=3/* 4 »=3 and hence Tr(b) = 0, which
contradicts our assumption that Tr(b) = 1.

It follows that, for u € L, Ly(u) = 0 if and only if I}(u) = 0. Now I,(u) =0
if and only if

0= bMul? 4o + ul® 030 = w0 (bh® + 1+ o + u?T)

Observe that the set of zeroes in L of I} is a linear space. Fix an arbitrary
nonzero v € ker £;,. For u € ker L,

u(u+v)Ip(v) +v(u+ v)Ip(u) + uwvlp(u+v) = 0. (8)
This yields
0= u(u +v) (00 + v + %2 + 0% 4 v(u + v)(bu® + u® + 2 4 u?)
+uwv(b(u4 )% + (u+0)° + (u+0)72 + (u+0)"?),
_ uz(U22+2—1 T U2—2+2) + U2(u22+2—1 T u2—2+2)
+ uv(uQZUT1 + u2711)22) + uv(u2v272 + u272v2),
which factorizes as
(utv 4 uv?) (w20 + uo'/?) + (uv + uo?) (U + /) =0 9)
Now perform the substitution u — zv in (@) and divide by v? to obtain

022 4 2 (2 + 2V/2) + 04 (2 + 22 (2 + 24 = 0. (10)

For fixed v € ker Ly, any z satisfying u = zv € ker L, for some u also satisfies
(I0). Since each z is uniquely determined by u for fixed nonzero v, the number
of solutions to ([0 gives an upper bound on | ker £;|.

Observe that the solution set (in z) of ({I0) is an Fa-linear space. Let w = z+22
and rewrite (I0) to get

0 = 0¥ 2(w + w?)w'/? 4 v 4w(w/? + w/*), (11)
_ '1}9/4(’1}9/4'105/2 + (’09/4 + 1)w3/2 _’_w5/4). (]_2)
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The solution set of () is also an Fa-linear space, say K. Since = +— 22 + z is a
2-1 map on L, there are at most 2 solutions z in L satisfying w = 2% + 2.
Now divide (@) by v%“w to obtain the polynomial

Go(w) = 09432 4 (U9/4 + 1)w1/2 + w1/4,

whose set of zeroes is K. Suppose that r,w,r + w are all solutions of (IZ) in K.
We have

0=Gu(r)+Gy(w) + Gy(r + w),
— 119/4(w3/2 + 7“3/2 + (’I" + w)3/2)’

_ v9/4(r1/2w + Twl/Q)’

which gives
rw? + r?w = 0. (13)

For fixed r # 0, ([[3) has only 2 solutions in w since rw? + r?w is quadratic in w.
On the other hand, 0,7, w,w + r are all solutions of (I3]). We deduce that either
w = 0 or w = r, so there exist at most 2 distinct members w of ker £;, satisfying
w=2%+ 2.

We deduce that |ker £y| < 4 and hence that f"(a,b) is 3-valued for n odd,
and is 5-valued for n even.

Corollary 1. Let f(z) = 2% + Tr(2®) as in Theorem 1. Then the distribution
of values in the Walsh spectrum of f is the same as the distribution of the Gold
functions.

n+1

Proof: By Theorem 1 we know that the Walsh spectrum is contained in {0, +2 2 }
when n is odd, and {0, +22 , 42 s } when n is even. In either case the spectrum is
at most 5-valued. Let Ny be the number of times the value V' is taken by f% (a, b).
For any APN function, it is well known (see [5] for example) that >, VI Ny is
uniquely determined for j = 0,1, 2, 3,4. These five equations determine the Ny
uniquely. O
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Abstract. Non-linear cryptanalysis is a natural extension to Matsui’s linear
cryptanalitic techniques in which linear approximations are replaced by non-
linear expressions. Non-linear approximations often exhibit greater absolute bi-
ases than linear ones, so it would appear that more powerful attacks may be
mounted. However, their use presents two main drawbacks. The first is that in
the general case no joint approximation can be done for more than one round of a
block cipher. Despite this limitation, Knudsen and Robshaw showed that they can
be still very useful, for they allow the cryptanalist greater flexibility in mounting a
classic linear cryptanalysis. The second problem concerning non-linear functions
is how to identify them efficiently, given that the search space is superexponential
in the number of variables. As the size of S-boxes (the elements usually approx-
imated) increases, the computational resources available to the cryptanalyst for
the search become rapidly insufficient.

In this work, we tackle this last problem by using heuristic search techniques
—particularly Simulated Annealing— along with a specific representation strategy
that greatly facilitates the identification. We illustrate our approach with the 9 x 32
S-box of the MARS block cipher. For it, we have found multiple approximations
with biases considerably larger (e.g. 151/512) than the best known linear mask
(84/512) in reasonable time. Finally, an analysis concerning the search dynamics
and its effectiveness is also provided.

1 Introduction

The adoption of the Data Encryption Standard (DES) provided an extraordinary
stimulus for the development of public cryptology, and particularly for the advancement
of modern cryptanalytic methods. In the context of DES analysis, Reeds and Manfer-
delli [28] introduced in 1984 the idea of “partial linearity”, pointing out that a block
cipher with such a characteristic may be vulnerable to known- or chosen-plaintext at-
tacks faster than exhaustive key search. Chaum and Evertse subsequently extended the
notion of a per round linear factor to that of “sequence of linear factors” [3]], proving
that DES versions with more than 5 rounds had no partial linearity caused by such a
sequence. These concepts were later generalized to that of “linear structure” [§]], which

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 99 2007A
(© Springer-Verlag Berlin Heidelberg 2007
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embraced properties such as the complementarity of DES or the existence of bit inde-
pendencies (i.e. some bits of the ciphertext being independent of the values of certain
plaintext and key bits), among others.

In a sense, linear cryptanalysis constituted the natural extension to these efforts. Lin-
ear cryptanalysis was introduced by Matsui in as a potential technique to attack
DES. Its applicability was corroborated soon after [18]], in what is commonly accepted
as the first —although barely practical at the time— compromise of the cipher.

Several refinements to the basic idea of linear cryptanalysis have attempted to im-
prove the efficiency of the attacks, either in specific circumstances or in all cases. As
soon as 1994, Kaliski and Robshaw proposed an extension based on the use of multi-
ple linear approximations [[13]]. Harpes, Kramer and Massey [[11] presented in 1995 a
generalisation in which linear expressions are replaced by I/O sums. An I/O sum is the
XOR of a balanced binary-valued function of the input and a balanced binary-valued
function of the output.

Beyond these improvements, the most natural idea is to consider whether the lin-
ear approximations can be replaced with non-linear approximations. In 1996, Knudsen
and Robshaw introduced the idea of extending Matsui’s linear cryptanalytic techniques
to the more general case in which non-linear relations are also considered [I5]]. To
motivate this approach, they provide a practical example showing that it is feasible to
obtain much more accurate approximations to DES S-boxes by considering non-linear
relations instead of linear ones. In that same work, they identified non-linear approxi-
mations to the S-boxes of LOKI91 [2]], a DES-like block cipher that operates on 64-bit
blocks and uses a 64-bit key. One of the most remarkable features of LOKI91 is that it
uses four identical S-boxes which map 12 to 8 bits. While the three best linear approx-
imations known to these S-boxes exhibited biases of 88/4096, 108/4096 and 116/4096,
the authors found non-linear relations with biases of 136/4096, 130/4096 and 110/4096.

1.1 Motivation and Related Work

Linear cryptanalysis was proposed to attack block ciphers and mainly applied to Feistel-
like constructions [9]. In this type of design, the overall effect of a round is entirely
linear (and often independent of the key) except for a single component, which is typ-
ically implemented using one or more S-boxes. It is precisely in this context wherein
the search for (linear) approximations of these components makes sense.

As S-boxes (especially in the past) were often fairly small, the search space in which
to look for linear approximations was small enough, in many cases allowing an exhaus-
tive search in a reasonable amount of time. As a result, the method for determining the
best linear approximation has not been itself a matter of extensive study (an early ex-
ception to this was [19]). However, the situation becomes dramatically different when
considering non-linear approximations: there are 22" different Boolean functions of n
variables (recall that only 2" are linear). Even for a low number of inputs (e.g. n = 8)
the search space is astronomically huge, so a brute-force approach will simply not work.

There is, however, a different but very related field that has been tackled quite suc-
cessfully by applying heuristic search techniques: the design and analysis of crypto-
graphic Boolean functions.
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The design of Boolean functions with desirable cryptographic properties (e.g. high
non-linearity, low autocorrelation, high algebraic degree, reasonable order of correla-
tion immunity, etc.) has traditionally been a central area of cryptological research. In
the latter half of the 1990s, a few works suggested that heuristic search techniques
could be applied to efficiently derive good Boolean functions. Millan et al. were
the first to show that small changes to the truth table of Boolean functions do not rad-
ically alter their non-linearity nor their autocorrelation properties. This provides for an
efficient delta-fitness function for local searches. Later works by the same authors (e.g.
[21])) demonstrated that Boolean functions that are correlation-immune or satisfying the
strict avalanche criterion can be found too with smart hill-climbing.

This approach was subsequently generalized in a number of ways. Millan et al. ap-
plied it to the design of bijective [22] and regular [23] S-boxes. Clark and Jacob used
Simulated Annealing in [6] to achieve some results hitherto unattained by other means.
Some of the results presented in that work constituted also a counter-example to a then
existing conjecture on autocorrelation.

1.2 Contribution and Overview

The main purpose of this paper is to show that heuristic methods very similar to that
used for designing cryptographic Boolean functions can be applied to find non-linear
approximations to S-boxes. In Section [2] we introduce some basic concepts on non-
linear cryptanalysis, with particular emphasis in the elements which are essentially dif-
ferent to linear cryptanalysis. We describe our approach and the experimental setup
used in Section [3l The most relevant results of the experiments carried out are shown
in Section ] together with an analysis concerning the efficiency and statistical signifi-
cance of the search. Finally, in Section3lwe make a few concluding remarks and outline
some possible extensions to this work.

2 Basic Concepts of Non-linear Cryptanalysis

Consider an n variable Boolean function f : GF(2") — GF'(2). The (binary) truth
table (TT) of f is a vector of 2" elements representing the output of the function for
each input. Each Boolean function has a unique representation in the Algebraic Normal
Form (ANF) as sum of product terms:

flz1,. . xn) = a0 ® a121 B a2x2 ® - - B apxy
a1221T2 B -+ Ap—1,nTp—1Tn (D
b---Dar,.. . nr1T2 Ty

The order of each product term in the ANF is defined as the number of variables
the product term contains. The algebraic order of f, denoted ord(f), is the maximum
order of the product terms in the ANF for which the coefficient is 1.

There are other widely-known representations of Boolean functions, such as the po-
larity truth table or the Walsh-Hadamard spectrum, which nonetheless shall not be used
in this work.
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The Hamming weight of a Boolean function f of n variables, denoted by hw(f), is
the number of ones in its TT:

2n—1
hw(f) =Y f(x) )
x=0
A function f is said to be balanced iff hw(f) = 2"~ 1.
Letx = (z1,22,...,2,) and w = (w1, wa, . . ., w, ) be binary n-tuples, and:
w--r = @ W;iZg (3)
i=1

their dot product. Then the linear function L, (z) is defined as L, () = w - . The set
of affine functions consists of the set of linear functions and their complements. Note
that every linear function is balanced.

A n x m substitution box (or simply S-box) is a mapping from n input bits to m
output bits. It can also be viewed as an ordered set of m Boolean functions of n variables
each.

2.1 Non-linear Approximations to S-Boxes

In the following definitions S represents a n X m S-box, x = (x1, ..., x,) the input to
S,andy = (y1,. .., ym) the corresponding output. For compatibility with the notation
often used in the literature on linear cryptanalysis, we shall write the inner product
w - x of two binary n-tuples w and x, as z[w]. We shall keep this notation even when
approximations are not linear, i.e. if f is a non-linear function, then z[f] = f(z). An

exception to this is the output produced by S-boxes, which always shall be written as
S(z).

Definition 1. A non-linear approximation for S is a pair
where I, : GF(2") — GF(2) and Iy : GF(2™) — GF(2).

It should be clear that, even though the domains of I';, and I'y, are, respectively, GF'(2")
and GF'(2™), in order for them to be cryptanalytically useful they must not depend on
all the variables in = and y. This implies that it must be possible to write them as
functions in GF(2") and GF(2™), respectively, with 72 < n and 7 < m.

Definition 2. Let A = (I, I',) be a non-linear approximation and Ps(A) the proba-
bility that the relation:
2[l2] @ S(x)[Iy] =0 (5)

holds for an S-box S. Let Pr(A) be the probability that the same relation holds for a
random n X m bit permutation R. The deviation of A with respect to S, denoted by
6s(A), is given by:

6s(A) = Ps(A) — Pr(A) (6)
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Definition 3. The absolute value of the deviation is called the bias of A with respect to
S:
es(A) = [6s(A)] )

When the context will be clear enough, the subscript S will be omitted for denoting the
deviation and bias.

2.2 Computing the Bias of a Non-linear Approximation

The computation of Ps(A) can be done by exploring the 2™ possible inputs to S(z)
and checking how many times expression (3) holds. In cases where n is large, a random
sampling over the inputs will provide an estimation of Pg(A).

On the other hand, the computation of Pr(A) depends on the Hamming weight of
the functions integrating the approximation. Under the assumption of randomness of z,
we have that:

1

Pz(0) = Prob([ly] = 0) =1 hw(l%) (8)
Pz(1) = Prob(z[I,] = 1) = an hw(T,) ©)

Py(0) = Prob(R(z)[I,] =0) =1— ;n hw(I,) (10)
Py(1) = Prob(R(2)[[},] = 1) = ;n hw(T) (11)

Expression (3) can be now computed by simply applying the definition of the sum
over GF(2):

Pr(A) = Pz(0) - Py(1) + Px(1) - Py(0) (12)
Substituting and regrouping terms we have:
1 1 2
Pr(A) = on hw(ly) + om hw(I) — on+m hw(Iy) - hw(Iy) (13)

A particularly interesting observation is that if at least one of the two functions (e.g.
I,) is balanced, then:

1 1 2
Pr(A) = on hw(Iy) + om hw(L,) — ontm hw(Iy) - hw(Iy)
M ey - 2 2 ) = ! .
- on 9 om Y ont+m 9 Yy, 9

The same is applicable in case of I, being balanced. Note that this is precisely the
case when one of the two functions is linear. In these cases, calculating the bias is
considerably more efficient.

2.3 Joint Approximations, Limitations and Cryptanalytic Utility

In order to make a practical use of a non-linear approximation to an S-box, one needs
to extend it into an approximation across the entire round function. This task is usually
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strongly dependant on the particular structure of the round function used and the way
its output is subsequently processed through the rest of operations comprising a round.

In nearly all cases, a common problem is how to relate the input to the S-box with the
actual inputs to the round function. The usual operation of a round function consists in
first combining certain key bits (or a subkey) with some bits from the input data block,
and then apply the S-box to the result. Suppose that d and k are the input data block
and key to a round function, respectively, and that both are of the same length. Assume
that the round function operates by applying an S-box to x = d @ k. In case of L being
a linear approximation, the dependency on the key can be easily peeled off, since:

2[L] = (d® k)[L] = d[L] ® k[L] (15)

However, it is not generally possible to do this for a non-linear approximation. Further-
more, the actual approximation applied depends on the specific values of d and k. A
detailed analysis of this phenomenon along with specific examples of how to approxi-
mate a round function can be found in and [23]].

Consider now a Feistel cipher [9] where the input data to round ¢ is denoted as
C;'L*l and C’Zi ~1 (the high-order and low-order halves of the data block, respectively).
The action of the round function will be denoted by f (C’l"*l7 k), k; being the subkey
corresponding to this round. With this notation, the output from the i*" round is written
asCi =C/ land Cf = C) @ F(OF 1 Ky).

If o, B, v and 6 are linear masks specifying a selected subgroup of bits, then a linear
approximation to a single round can be written as [13]:

Gy ol @ G771 [8] = Chly) @ Cflo] @ Kifd] (16)
Rewriting previous expression as:
G Ber @kl =Gy o] @ Cila] = (" & Gl (17

we obtain an approximation to round i.
Assume now that f(«) is a non-linear function. Again, it is obvious that the relation:

(€t e Olf (@) = Gy f ()] @ Ci[f ()] (18)

will not generally hold.

In summary, one-round approximations that are not-linear in the output bits from
f(Ci, k;) cannot be generally joined together. However, as noted by Knudsen and
Robshaw in [[13], they can be useful in a number of ways. For the first and last rounds
of a cipher, the input to an approximation need not to be combined with any other ap-
proximation. Therefore, non-linear approximations can be used in these rounds without
concern. Moreover, both the 1R- and 2R-methods of linear cryptanalysis proposed by
Matsui (see [17]) require that some bits of the input to the second (or penultimate) round
will be available to the cryptanalyst. By using this fact, non-linear approximations can
be used in these rounds too.

The previous applications of non-linear approximations may allow the cryptanalyst
to recover, in some circumstances, more key bits less plaintexts than required by lin-
ear techniques. As an example, in it is shown how a non-linear cryptanalysis of
reduced-round LOKI91 [2] allows to recover 7 additional key bits with less than 1/4 of
the plaintexts required by linear techniques.
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3 Heuristic Search for Non-linear Approximations

We wish to explore the space of possible approximations by searching for a solution
that maximises the bias as defined by expression (7). The search space has a size of
O(2%"+2™), n and m being the input and output sizes of the S-box, respectively. Ob-
viously, this makes exhaustive search impossible (by standard computation means, at
least) even for relatively low values of n and m.

In the experiments reported in this paper, we have used the well-established tech-
nique of Simulated Annealing [14]. A description of its operation is provided in Ap-
pendix[Bl In order to apply it to our problem, we have to provide three basic elements:
a descriptive characterisation of the search space (i.e. a representation for solutions), a
move function defining a neighbourhood for each element in the search space, and a
fitness (or cost) function measuring how good a potential solution is. Next we describe
these three components.

3.1 Solutions

The representation and operations for evolving Boolean functions used in this work
are based on those provided by Fuller, Millan and Dawson in [10]. Each candidate
approximation A is a structure comprising functions I’ and I, as given by Definition
[[l Function I, is represented by three elements:

— The number 7 < n of variables of the approximation.

— The TT of the non-linear approximation (of n variables).

— An injective function J : Z; — Z,, assigning each variable in the approximation
to one input variable of the S-box. We shall represent .J by a vector with its values:
(J(0),J(1),...,J(~A—1)). The terms 72 and dim(.J) shall be used interchangeably.

The purpose of .J is to project the non-linear function into some of the input bits of
the S-box. This is necessary due to the reasons previously discussed —only approxima-
tions making use of some input and output bits are cryptanalytically useful.

The next example illustrates how this structure should be interpreted. Suppose S is a
4 x 8 S-box, n = 3, and an approximation for the input variables is given by:

I'(20,21,22) = 20 ® 2021 D 202122
Assuming J; = (1, 3,0), the projection of I" into the input bits of S is given by:
F.»;]l (o, 1, 2, x3) = T1 D X123 B T1T3T0
while for Jo = (0,2, 1) it would be:
I (2o, 21, 22, 23) = 20 @ T2 B ToT221

Note that, given an input approximation and fixed values for n and 7, the number of
different projections is exactly the number of permutations:

n— ' (19)
n)!
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As it will be discussed later, this value should be taken into account when defining some
of the search parameters.

A similar representation could be provided to I’,. In our experiments, however, we
decided to let it simply be a linear mask rather than a general non-linear function.
This presents some remarkable advantages. From a complexity standpoint, it reduces
the amount of space required to represent a solution, reduces considerably the search
space, and also makes the search much faster (recall that linearity in one function im-
plies a much simpler way of computing the bias of the whole approximation). Moreover,
S-boxes are non-linear in their input bits, so it seems reasonable to look for approxi-
mations with non-linearity just in them, even though non-linear combinations of output
bits might have some cryptanalytic interest too.

3.2 Move Function

To obtain a candidate A’ € N(A) in the neighbourhood of A, we have defined a move
function governed by five parameters:

— The values P, and P,, with:

0<P, <P <1
P,+P, <1

which define if a neighbour of A will be obtained by changing I, I, or J, and
keeping the other two unaltered. Specifically:

o P, is the probability of moving I,

o P, — P, is the probability of moving I, and

o 1 — P, is the probability of moving J.

— The parameters C,,, C,, and C';y control how many elements of I, I, or J, respec-
tively, will be mutated. In case of I, and I, this is the number of bits to be flipped,
while for .J it defines the number of elements in the projection to be substituted by
a new one. This new component is randomly generated and, as J is an injective
function, must be different to each element already present in J.

The basic operation of the move function is described in Fig.[Il

3.3 Evaluation and Fitness

The fitness function used to guide the search is simply the bias achieved by the approx-
imation:
F(A)=¢ (20)

as defined by expression (7). This is computed by generating the 2" different input
values to the S-box. Each value is then translated to the corresponding projected value
according to J, and the output value produced by I, is stored. For the same (not pro-
jected) input value, the actual output produced by the S-box is computed and the mask
I, is applied. The resulting value is stored together with the previous one.
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1 Pick u € [0, 1] with uniform probability

2 if 0 <wu < P, then

3 fori =1to Cy

4 Pick 7 € [0,2" — 1] with uniform probability
5 Flip bit 7 in the TT of I,

6 elseif P, < u < P, then

7 fori=1to Cy

8 Pick r € [0, m — 1] with uniform probability
9 Flip bit r in the TT of I,

10 elseif P, < u < 1 then
11 fori =1to C;

12 Pick r € [0, 7 — 1] with uniform probability
13 Pick v € [0,n — 1] with uniform probability, and such that v ¢ .J
14 J(r) —wv

Fig. 1. Move function for evolving functions /7. and I, and projection .J

Upon reaching the end of the process, the bias can be calculated as:

2n 2

€ =

21

El‘

FE being the number of times both outputs coincided. For subsequent analysis, it is also
useful to define this magnitude in absolute terms:

Hits = |E — 2" 1 (22)

so the bias can be represented as Hits/2" (recall the maximum value for Hits is 2"~ 1).
Here it is important to note that, under the assumption of random input, the expected
hit rate is 0 due to the linearity of I’;. In a general case where I, and I}, are both
non-linear, the expected hit rate has to be computed as described in Section 2.2l

4 Experimental Results and Analysis

We have applied the technique briefly described above to the S-box included in the
block cipher MARS [4]. MARS was IBM’s candidate submission to the AES contest
and, as such, is nowadays a quite well-studied scheme.

One of the core components of MARS is a 9 x 32 S-box with very specific combi-
natorial, differential and linear correlation properties. This S-box was the outcome of
a search process that took IBM about a week of intensive computation. Burnett et al.
showed in [3]] that 9 x 32 S-boxes with cryptographic properties clearly superior to those
of MARS S-box can be found with heuristic search methods in less than 2 hours on a
single PC. In 2000, Robshaw and Yin made some comments about the resistance
of this S-box to linear cryptanalysis, challenging the claims by IBM’s designers. Soon
after, Knudsen and Raddum [[16] found a large number of linear approximations with
biases higher than 273, again contradicting a conjecture made by the designers. Among



108 J.M.E. Tapiador, J.A. Clark, and J.C. Hernandez-Castro

the 871 linear masks found in that work, the best exhibits a bias of 82/512. Soon after,
Aoki was able to compute the complete distribution of MARS’s S-box linear masks [1],
finding that the best linear approximation had a bias of 84/512.

In response to these criticisms, the MARS team issued some comments (see e.g.
[12]) pointing out that some of their claims were poorly worded and hence easily mis-
interpreted. Basically, they argued that it is the MARS core function which actually has
no bias higher than a given magnitude (273), but not specific components such as, for
example, the S-box itself.

One of the reasons for choosing MARS S-box to illustrate our approach is (apart
from the fact that it was one of the five AES finalists) precisely the existence of linear
masks with such a large bias. From this point of view, finding non-linear approximations
with biases much larger than those —and in considerably less time— is an interesting
challenge.

4.1 Parameterisation

In our preliminary experimentation, we found that the search dynamics is quite sensitive
to the values (P, P,, C,., Cy, C;) required by the move function. For the last three, the
best results are systematically found when the number of changes is low. This seems
reasonable, since a strong mutation of a candidate implies an abrupt move in the search
space, often resulting in a loss of many of the properties obtained so far.

Concerning the probabilities of mutation assigned to each component, the probabil-
ity of moving J should be somehow related to the number of different projections as
defined by expression (I9). If the number of possible projections is large and the as-
sociated probability low, the search will be mostly devoted to find functions that “fits”
a projection which is rarely changed. Alternatively, when the number of projections is
relatively low, a high probability will result in an inefficient search eventually repeating
candidate solutions.

In our experiments, the best results were obtained by using the parameterisation
shown in Table [Il The probability of moving .J is decreased as the number of possi-
ble permutations gets lower. A probability higher than 0.5 did not demonstrate better
performance.

Each inner loop tries 10000 moves, and the number of inner loops is bounded by
1000. The search stops whenever this number is reached or after 250 consecutive inner
loops without improvement.

4.2 Results

We ran 25 experiments for each value of n from 2 to 8. Each experiment takes around
1 hour in a PC (Intel Pentium 4 CPU 2.80 GHz with 1 GB RAM.)

For values of n from 2 to 4, no approximation better than the best known linear mask
was found. In these cases, the functions found exhibit biases between 60 and 75. This
is also the case for n = 5, even though eventually we found two approximations with
bias 83/512, i.e. very similar to the best linear mask.

In the case of approximations using 6, 7 or 8 out of the 9 input bits, the results were
considerably better, achieving approximations with an average bias of around 89, 110
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Table 1. Simulated Annealing parameters

GENERAL MOVE FUNCTION

Max. No. inner loops 1000 n =8 — (Ps, Py,Cs,Cy,Cy) =(0.25,0.25,1,1,1)
Max. No. moves in inner loop 10000 7 =7 — (Py, Py, Cz,Cy,Cy) = (0.30,0.30,1,1,1)
Max. No. failed inner loops 250 7 =6 — (Py, Py, Cs,Cy,Cy) = (0.35,0.35,1,1,1)
Initial temperature 200 n=5— (P, Py,Cs,Cy,Cy) =(0.40,0.40,1,1,1)
Cooling rate 099 n=4— (P, Py,Cs,Cy,Cy) =(0.45,0.45,1,1,1)

EVALUATION: MARS S-box =3 = (Px, P, 0, €y, Cg) = (0.45,0.45,1,1,1)
. obits =2~ (Pe, Py, Ci, Oy, Cy) = (045,0.45,1,1,1)
m 32 bits

and 140, respectively. Fig.[2lshows the bias distribution for the 25 approximations found
in each case.

The best among them constitute certainly an interesting result. For 7 = 8, we found
an approximation with bias 151/512, which translates to a deviation of around 0.29.
Something similar occurs for n = 7 and 6, for which the best approximations show
deviations of 0.23 and 0.18, respectively. A remarkable point is the effectiveness of the
search: even though finding the “best” approximation for a given number of input bits
may require several runs, the search consistently provides good candidates.

Finally, the two best approximations found for 6, 7 and 8 variables are provided in
Appendix[Al

4.3 Effectiveness of the Heuristic

Now we provide a brief analysis concerning the statistical significance of our results.
The purpose of this is to show that the search is indeed effective, i.e. it behaves consid-
erably better than what should be expected from a pure blind search.

Computing the bias of a given approximation to MARS S-box can be seen as per-
forming 512 experiments, each of which can result in a 1 (real and predicted output
match) or O (when not). If we perform 512 independent experiments of a Binomial
B(1,1/2), the result, by the additive property of the Binomial probability distribution,
should behave as a B(512,1/2), whose standard deviation is o = /0.5 - 0.5 - 512 =
v/128. Tt is well known that in certain conditions (n > 30, np > 5 and n(l —p) > 5),
a Binomial B(n,p) can be accurately approximated by a N (np, np(1 — p)). As these
conditions clearly hold in our case, we can safely approximate a B(512,1/2) by a
N (256, 128); or, equivalently:

E—256  +Hits

vizs — yizs ~ YO (23)

E being, as in (2I), the number of times both outputs match. Even if the S-box were
generated completely at random, if the number of experiments is high enough, a ran-
dom search would find candidates increasingly “better.” Therefore, the number of total
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dimy=7

L ; %, i , |

dim(J) =6

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
80 85 90 95 100 105 110 115 120 125 130 135 140 145 150 155 160
Bias

dim(J) =6 dim(J) =7 dim(J) = 8
Bias Number of Bias Number of Bias Number of

Solutions Solutions Solutions
802 951 127 1
834 100 1 129 1
862 101 1 1311
873 102 2 132 1
88 1 103 1 135 1
892 106 5 136 3
90 4 107 1 137 1
91 2 108 3 138 2
92 4 109 2 140 2
931 112 4 141 1

1152 143 3
118 2 144 2
145 2
147 2
148 1
1511

Fig. 2. Bias distribution for 25 experiments with dim(J) = 6, 7 and 8. Each boxplot has lines at
the lower quartile, median, and upper quartile values. The lines extending from each box show
the extent of the rest of the data.
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Table 2. Statistical significance for some bias values

Bias Equivalent value observed in a N(0,1) Probability

150/512 13.25 3.00 x 1073
140/512 12.37 2.36 x 10734
130/512 11.49 8.57 x 1073°
120/512 10.61 1.43 x 10~%°
110/512 9.72 1.22 x 1072
100/512 8.84 4.28 x 10718
90/512 7.95 7.53 x 10718
80/512 7.07 5.58 x 10712

evaluations performed during the search process (say I) should be somehow incorpo-
rated into the analysis. For our purposes, if:

1 n
1- ;= erf(\/2) (24)
where: ) .
erf(z) = / eVt (25)
™ Jo

is the Gauss error function, then we should expect a number of hits at around n standard
deviations from the mean.

In the case of the best approximations obtained for 7 = 8, a bias of 151/512 im-
plies 151 hits, which translates to 151 /0 ~ 13.35 standard deviations away from the
mean. This is statistically equivalent to observe a value of around 13.35 coming from
a N(0,1), an extremely unusual event with an associated probability of occurrence of
around 7.95 x 10~4°. This means that by following a pure blind search, the average
number of evaluations required to yield this number is around 7.95 x 10%°. Recall that
our search is bounded by 107 evaluations (actually, in most cases the stopping criterion
is met at around 106; this shall be discussed below.)

Table ] shows the equivalent value observed in a N (0, 1) and its associated proba-
bility for some values in the range of the best approximations found in our experimen-
tation. From a simple inspection of these numbers, it should be clear that the heuristic
is effectively achieving solutions that, otherwise, would not have been feasible to a
random search.

4.4 Search Dynamics

Figure [3] shows the evolution of the fitness value associated with the best candidate
found so far in a typical search. Around the first 500000 movements are completely
random, during which the algorithm tries to locate a good candidate in the search space.
In almost all the executions tried, the next behaviour has been identical: once an “ap-
propriate” candidate is found, its fitness is considerably incremented in the next 500000
movements. This corresponds to the rapid growth observed in the curve, during which
the resulting candidate is constantly refined until no more improvement can be done.
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Fig. 3. Search dynamics during a typical running. The graph shows the evolution of the bias
corresponding to the best approximation found so far.

In nearly all cases, the search stops improving solutions at around 1 or 1.2 millions of
evaluations (i.e. 100 inner loops). After that, the next 250 cycles are completely useless
and, therefore, the stop criterion is met and the search stops. This behaviour suggests
that the stopping criterion can be greatly relaxed, stopping the search after 80 or 100
non-improving inner loops, instead of 250. This would result in searches of around 40
minutes of running time each, rather than the 1 hour on average pointed out previously.

4.5 Discussion

The heuristic is obviously working at improving the quality of the candidates, reaching
approximations that might not have been found by a blind search. However, though
effective, we are probably not using an optimal approach in the search. It is not clear
to us whether the fitness function is appropriate for providing guidance, so alternative
measures should be considered. Moreover, a restriction of the search space could be
useful too. In a similar problem, Millan et al. [24] showed how searching over the space
of ANFs of Boolean functions of degree less than or equal to /2 can be used to provide
Bent functions of highest possible degree. In [7], Clark et al. searched over the space
of Walsh spectra for a permutation of an initial spectrum that corresponds to a Boolean
function.
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One of the most interesting features of both papers is that the form of representation
used greatly facilitates the restriction of the possible solutions. In Millan et al.’s work,
bent function theory shows that the maximal algebraic degree is n/2, and so restricting
the space to functions with terms of or lower than this degree is clearly well motivated
(and ANF is an obvious form to enforce this restriction).

In work of Clark et al., working over permutations of a supplied Walsh spectrum
allows various Walsh values to be fixed at convenient values. This allows criteria such
as balance, non-linearity and correlation immunity to be “assigned”. Walsh spectra are
transformed to polar vector form and it is the Boolean-ness that provides the guid-
ance. Essentially, the function space is the set of all vectors induced under inversion
by Walsh spectral permutations. Some are Boolean functions (with elements of +1 and
—1) whilst others are not. In later work, Stanica et al. [30] applied further restrictions to
the Walsh spectra by considering only rotation symmetric functions —again with hitherto
unattained results. Both the above works demonstrate in different ways the usefulness
of appropriate representations and restrictions.

5 Conclusions

In this work, we have shown how heuristic search methods can be useful to identify
non-linear approximations to S-boxes. The technique seems to be quite effective and
efficient, reaching approximations which can be very useful for mounting a more so-
phisticate linear attack than by simply using linear masks.

Here we have chosen a family of higher order approximations over the input bits of
an S-box. Restricting I’ to be a linear function serves good practical purposes. Also,
under the assumption of bit independence the expected bias for the overall approxima-
tion should be 0 whatever the characteristics of 7. (This is not essential but is certainly
convenient.) Allowing I, —along with projection J— to roam free, as it were, over the
space of higher order approximations is, we believe, almost forced by modern cryp-
tographic design! The dangers of linearity are well documented and designers seek to
design out linear attacks. In these cases, a good non-linear approximation can substan-
tially improve a classical linear attack against the cipher.

An additional advantage of our technique is that the search complexity is bounded
by the number of variables desired in the approximation, and not by the actual size of
the S-box. According to our experience, the approximations with highest bias usually
depends on a large number of variables, which certainly poses a problem for the case
of very large S-boxes. However, this method allows a search to be attempted even in
these cases, considering that the space explored depends on how many computational
resources one can afford.
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A Best Approximations Found

dim(J) =8

I'x = C3CBOE857D575014CE88552F31EC89AA02489173571719BB7EB48E96C366CD1F
J=1(1, 5, 3, 8, 6, 7, 2, 0)

I'y = 64393DD1
= 151/512
I'x = BDAE5075DB42A75D9279DD3358A4E8907A4C87D61B85D7D137BF7C6DBDF33B71
J=1(2, 3, 4, 6, 7, 0, 8, 5)

I'y = ECACB346

e=148/512

™

dim(J) =7

I'x = AF65A106E589F470E043D55CFEAED634
J=1(7, 0, 6, 4, 8, 1, 3)

Iy = 1387BAF2

118/512

I'x = 1DE5BC329F1B44356E08BEEA44B48F86
J=1(2, 4, 5, 6, 1, 3, 0)

I'y = 3718E4F8

=118/512

o
Il

m

dim(J) =6

I'x = 09778AA1F491AD47

J=1(7, 8, 3, 4, 2, 0)
I'y = 87AEALT7C

e=93/512
I'x = FAE4ADD42AEAF2B9

J=+«(4, 7, 2, 3, 5, 1)
I'y = CD6D89CC

e=92/512

B Simulated Annealing

Simulated Annealing is a search heuristic inspired by the cooling processes of
molten metals. Basically, it can be seen as a basic hill-climbing coupled with the prob-
abilistic acceptance of non-improving solutions. This mechanism allows a local search
that eventually can escape from local optima.

The search starts at some initial state (solution) Sy € S, where S denotes the solution
space. The algorithm employs a control parameter 7" € R™ known as the temperature.
This starts at some positive value Tj and is gradually lowered at each iteration, typically
by geometric cooling: T;11 = oT}, a € (0,1).

At each temperature, a number MIL (Moves in Inner Loop) of neighbour states are
attempted. A candidate state C' in the neighbourhood N (.S;) of S; is obtained by ap-
plying some move function to S;. The new state is accepted if its better than S; (as
measured by a fitness function F' : S — R). To escape from local optima, the technique
also accepts candidates which are slightly worse than .S;, meaning that its fitness is no
more than |T'In U| lower, with U a uniform random variable in (0, 1). As T becomes
smaller, this term gets closer to 0, so as the temperature is gradually lowered it becomes
harder to accept worse moves.
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1 S — S()
2T «— Ty
3 repeat until stopping criterion is met
4 repeat MIL times
Pick C' € N(.S) with uniform probability
Pick U € (0, 1) with uniform probability
if F(C) > F(S) + TInU then
S—C

NolieBEN e V)]

T —aT
Fig. 4. Basic Simulated Annealing for maximization problems

The algorithm terminates when some stopping criterion is met, usually after a fixed
number MaxIL of inner loops have been executed, or when some maximum number
MUL of consecutive inner loops without improvements have been reached. The basic
algorithm is shown in Figure [



Cryptanalysis of the EPBC Authenticated
Encryption Mode

Chris J. Mitchell

Information Security Group, Royal Holloway, University of London
Egham, Surrey TW20 0EX, UK
c.mitchell@rhul.ac.uk

Abstract. A large variety of methods for using block ciphers, so called
‘modes of operation’, have been proposed, including some designed to
provide both confidentiality and integrity protection. Such modes, usu-
ally known as ‘authenticated encryption’ modes, are increasingly im-
portant given the variety of issues now known with the use of unau-
thenticated encryption. In this paper we show that a mode known as
EPBC (Efficient error-Propagating Block Chaining), proposed in 1997
by Zuquete and Guedes, is insecure. Specifically we show that given a
modest amount of known plaintext for a single enciphered message, new
enciphered messages can be constructed which will pass tests for authen-
ticity. That is, we demonstrate a message forgery attack.

1 Introduction

Traditionally, the recommended way to use a block cipher to provide both in-
tegrity and confidentiality protection for a message has been to encrypt the data
and then compute a CBC-MAC on the encrypted data, using two distinct secret
keys. This approach is rather unattractive for some applications because it re-
quires each block of data to be processed twice. This observation has given rise
to a number of proposals for combining encryption and integrity protection (see,
for example, Sect. 9.6 of [I).

At the same time, in recent years two major problems have been identified
which have highlighted the need for better-defined integrity and confidentiality
modes. Firstly, issues have been identified with certain combinations of encryp-
tion and use of a CBC-MAC — see, for example, Bellare, Kohno and Nam-
prempre [2]. That is, it is vital to define precisely how the two operations are
combined, including the order of the computations; otherwise there is a danger
of possible compromise of the data. Secondly, even where integrity is not explic-
itly required by the application, if integrity is not provided then in some cases
padding oracle attacks may be used to compromise secret data (see, for example,
R ))

This has given rise to a number of proposals for well-defined authenticated-
encryption modes, including OCB [§], EAX [9] and CCM [I0/IT]. These tech-
niques are also the subject of ongoing international standardisation efforts —
the third committee draft of what is intended to become ISO/IEC 19772 on

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 118 2007.
© Springer-Verlag Berlin Heidelberg 2007
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authenticated encryption was published in June 2007 [12] (see also Dent and
Mitchell, [13]).

In this paper we examine another authenticated-encryption mode, known as
EPBC, which was introduced by Ziquete and Guedes in 1997 [I4]. We show
that this mode is subject to a message forgery attack using only a modest
amount of known plaintext, and hence does not provide adequate integrity
protection. When combined with other recent cryptanalyses of authenticated-
encrypted modes [15], this emphasises the need to only use modes which have
robust evidence for their security, e.g. OCB, EAX or CCM.

2 Integrity Protection

Before discussing any possible attacks, we need to explain how EPBC mode is
intended to be used to provide both confidentiality and integrity protection. The
idea is very simple. First divide the data to be encrypted into a sequence of n-bit
blocks, padding as necessary, where n is the block length for the block cipher
in use. Then append an additional n-bit block to the end of the message, where
this block can be predicted by the decrypter (e.g. a fixed block); this is referred
to as the integrity control value by Zuquete and Guedes [14]. When the message
is decrypted, a check is made that the final block is the expected value and, if
it is, the message is deemed authentic.

Before proceeding observe that this general approach possesses an intrinsic
weakness. That is, suppose that a fixed final block (the terminator block) is used
to detect message manipulations (as above). Then an attacker might be able to
persuade the legitimate originator of protected messages to encrypt a message
which contains the fixed terminator block somewhere in the middle of the mes-
sage. The attacker will then be able to delete all ciphertext blocks following the
encrypted terminator block, and such a change will not be detectable.

Despite this weakness, using an appropriate encryption mode combined with
a method for adding verifiable redundancy to a message is still used for message
integrity protection — e.g. in Kerberos (see, for example, [13]). As far as this
paper is concerned we note that such an attack could be prevented by ensuring
that the legitimate encrypter refuses to encrypt any plaintext message contain-
ing the terminator block. We further note that such an attack requires chosen
plaintext, and the attack we demonstrate later in this paper requires only a
limited amount of known plaintext.

3 The Ziuquete-Guedes EPBC Mode

First suppose that the data is to be protected using an n-bit block cipher, i.e. a
block cipher operating on plaintext and ciphertext blocks of n bits. We further
suppose that n is even, and put n = 2m (as is the case for all standardised
block ciphers — see, for example, [16]). We write ey (P) for the result of block
cipher encrypting the n-bit block P using the secret key K, and di (C) for the
result of block cipher decrypting the n-bit block C' using the key K. Suppose the
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plaintext to be protected is divided into a sequence of n-bit blocks (if necessary,
having first been padded): Py, P, ..., P;.

The scheme uses two secret n-bit Initialisation Vectors (IVs), denoted by Fy
and Gy. The EPBC encryption of the plaintext Py, P, ..., P; is then defined as:

Gi=PdF_,, (1<i<t), (1)
Fi=ex(Gi), (1<i<t), (2)
Ci=Fog(Gi-1), 2<i<t), (3)

where C1 = F1 & Gy, & denotes bit-wise exclusive-or, and ¢ is a function that
maps an n-bit block to an n-bit block, defined below. The operation of the mode
(when used for encryption) is shown in Figure[ll Note that we refer to the values
F; and G; as ‘internal’ values, as they are computed during encryption, but they
do not constitute part of the ciphertext.

Fig. 1. EPBC encryption

The function ¢ is defined as follows. Suppose X is an n-bit block, where
X = L||R and L and R are m-bit blocks (and, as throughout, || denotes con-
catenation). Then

9(X) = (L VR)[|(LAR)

where V denotes the bit-wise inclusive or operation, A denotes the bit-wise logical
and operation, and X denotes the logical negation of X (i.e. changing every zero
to a one and vice versa).

Finally, note that decryption operates similarly. We have:

Fi=Ci®g(Gim), (2<i<t), (4)
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Gi = dK(Fi), (1 < )

<
P=G ®F_;, (1<i

t),
<t). (6)

and F; = Cy ® Gg, where d denotes block cipher decryption.

4 Some Preliminary Observations

We first establish some simple results on the operation of the EPBC scheme. In
particular, we consider the operation of the function g.

HR’ where X is an n-bit block and we let L' =

Lemma 1. Suppose g(X)
(ri,rh,...,7) be m-bit blocks. Then, for every i (1 <

(0, 05,...,0.) and R' = (r,r
i<m), if ;=0 then r, = 0.
Proof. Let X = L||R, where L = ({1,02,...,0y) and R = (11,72,...,"m).
Suppose ¢, = 0 for some 4. But, by definition, £, = ¢; Vr;, and hence ¢; = r; = 0.
Hence 7} = €; Ar; = 0. O
The above Lemma implies that output bit pairs (¢},r,) can never be equal
o (0,1). In fact, we can obtain the following more general result which gives
Lemma [ as a special case.

Lemma 2. Suppose that, as above, X = L||R where L = ({1,0a,...,0y) and
R=(ri,re,...,7m). Suppose also that g(X) = L'||R" where L' = (¢}, 05,...,0..)
and R = (ri,rh,...,r..). Then if (¢;,r;) € A then (¢,r}) € B, where all POSSi-

bilities for A and B are given in Table[dl Note that, for simplicity, in this table
we write zy instad of (z,vy).

Table 1. Input/output possibilities for g

A (set of input pairs) B (set of output pairs)

{00,01,10, 11} {00, 10,11}
{01,10, 11} {00, 10,11}
{00,10, 11} {10,11}
{00,01,11} {00, 10}
{00,01,10} {00, 10,11}

{10,11} {10,11}
{o1,11} {00, 10}
{01, 10} {00, 11}
{00, 11} {10}
{00, 10} {10,11}
{00, 01} {00, 10}
{11} {10}
{10} {11}
{o1} {oo}

{00} {10}
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Proof. The result follows from a simple case by case analysis. |

Before proceeding we make a general observation which underlies the attack
procedure described below. That is, given a random set A of any particular size
(not equal to 1), then the expected value of |B| is always smaller than |A].

5 Attack Stage 1 — Deducing Internal Pairs

The objective of this stage of the attack is to use knowledge of known plain-
text/ciphertext pairs (P;, C;) to learn the values of corresponding ‘internal pairs’
(F;, G;). In the second stage of the attack, described in Sect. [6] we show how to
use these internal values to complete a forgery attack on EPBC mode.

Suppose an attacker knows s consecutive pairs of plaintext/ciphertext blocks
for some s > 1. That is, suppose

(Pjacj)v (PjJrvajJrl)v ) (-Pj+sflvcj+sfl)

are known, where we also suppose that j > 1.

First observe that we know that C; = F; & ¢g(G;j_1) (since j > 1). From
Lemma [Il we also know that, if g(G;—1) = L'||R" where L' = (¢},05,...,0,,)
and R’ = (r},rh,...,7.), then (¢;, r.) can never equal (0,1) for any . Hence
knowledge of C; will immediately yield knowledge about Fj. Specifically, it will
yield the information that certain bit pairs cannot occur in Fj, where each bit
pair contains a bit from the left half and the corresponding bit from the right
half. More precisely, given that there are m such bit pairs in F}, and for each
such pair one of the four possible bit pairs will be ruled out, the number of
possibilities for F; will be reduced from 22" to 3™.

Using Lemma Bl we can extend this observation making use of subsequent
plaintext/ciphertext block pairs. Since Gj11 = Pj41 @ Fj, information about
forbidden bit pairs in F}, combined with knowledge of P41, gives information
about forbidden bit pairs in G,11. This yields information about (potentially)
even more forbidden bit pairs in g(G;41). Given that

Cjt2 = Fjt2 © 9(Gj1),

and given knowledge of Cj 2, this gives even more information about forbidden
bit pairs in F}12, and so on.

That is, it is possible to deduce increasing amounts of information about the
sequence of n-bit blocks:

F;,9(Gjv1), Fiyo,9(Gjy3),. ...

Hence, assuming that we know sufficiently many pairs to perform the calcula-
tions, for sufficiently large w there will only be one possibility for Fja,. Using
knowledge of Pjyo.,+1, this immediately gives certain knowledge of Gjyouwy1.
Le., for all sufficiently large values of w, complete knowledge can be obtained of
Fj+2w and Gj+2w+1.
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In the above discussion we did not use all the available information to make the
deductions. In fact we only used knowledge of C}, Cj12,Cjt4, ... and Pjy1, Pj43,
Pjis,.... We have also only shown how to derive information about F}, F}jo,
.Fj+47 ...and GjJrl, Gj+3, Gj+57 e

However, we can simply repeat the above argument starting with Fj, us-
ing the remainder of the information available. That is, repeating the pro-
cess starting one block later will enable the deduction of information about
Fj+1, Fj+3, Fj+5, ...and Gj_;,.g, Gj+4, Gj+67 SR Flnally note that the above anal-
ysis does not make use of knowledge of P;, only of Cj.

The above discussion has been rather informal, in that ‘sufficiently large’ has
not been quantified. However, Lemma [2] enables us to make this more precise.

Consider any pair of bit positions in an n-bit block: (i, i + m), say, where
1 <4 < m. Then, from Lemma [l we know that g(G;_1) cannot have (0,1) in
these two bit positions. Hence, given knowledge of C;, we know that the bits
in positions (i, i +m) in F; = C; @ g(Gj—1) can only take three of the four
possible values. Precisely which three possibilities will depend on the pair of bits
in positions (¢, 4 +m) in C;, which we assume are randomly distributed.

As a result we know that the bits in positions (i, ¢ +m) in G;j41 can only take
three of the four possible values. From an examination of Table[I], the number
of possibilities for the bits in positions (¢, ¢ +m) in g(G;41) will either be two or
three, depending on the three possibilities for the bit pair in Gj41. Specifically,
there is a 50% chance that there will only be two possibilities for the bit pair in
Gjt1, and a 50% that there will be three possibilities for the bit pair in G,41.

Extending this analysis using standard probabilistic arguments for stochastic
processes, it follows that the probability p that there will only be a single possi-
bility for the bit pair after v iterations of the above process is equal to the bottom
left entry in the vth power of the four by four matrix given in Figure 2l The
entry in the ¢ row and the jth column of this matrix represents the probability
that a set A of size ¢ will map to a set B of size j (as derived from Table [I]).
Some values of this matrix entry (i.e. of p) for various values of v are given in
Table

1 0 00
1/65/6 0 0
0 1/21/20
0 0 10

Fig. 2. Transition probability matrix

That is, after 30 iterations, i.e. given knowledge of 60 consecutive plain-
text /ciphertext pairs, the probability p that a bit pair will be known with cer-
tainty is 0.99241. We are actually interested in the probability ¢ that an entire
n-bit block will be known with certainty. It is straightforward to verify that

q=p"""
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Table 2. Probability of a unique possibility for a bit pair

v prob.pv  prob.pwv  prob.p
10 0.71027 20 0.95305 30 0.99241
40 0.99878 50 0.99980 60 0.99997

Table 3. Probability of a unique possibility for a 128-bit block

v prob. gv  prob.qv  prob. ¢
10 very small 20 0.04607 30 0.61409
40 0.92485 50 0.98728 60 0.99808

In Table [l this probability is tabulated for the same values of v as given in
Table Bl assuming the use of a 128-bit block cipher.

Hence, for such a cipher, if 60 consecutive pairs of plaintext/ciphertext blocks
are known (bearing in mind that each iteration involves alternate blocks), then
there is a 60% chance that the final internal variables F; and G; will be com-
pletely known. This probability increases to nearly 99% if 100 consecutive block
pairs are available.

6 Attack Stage 2 — Completing the Forgery

We now suppose that the attack procedure described in the previous section has
been completed, i.e. matching pairs of consecutive plaintext/ciphertext blocks
have been used to learn internal values G;, for some i. We suppose also that the
EPBC mode is being used to provide both confidentiality and integrity using a
fixed n-bit integrity control value V. That is, when a message is decrypted, the
final plaintext block must equal V if the message is to be accepted as genuine.
To demonstrate a forgery attack, we therefore need to show how to construct a
message for which this will be true.
We suppose that the following resources are available to an attacker.

— An encrypted message Cq,Csy, ..., C; for which the attacker knows the in-
ternal value Gy, for some s < t.

— The final two blocks (C!,_,, C}) of an encrypted message for which the
attacker also knows the internal value G),_,. Note that we are assuming
that P, = V, where P/ is the final plaintext block corresponding to this
enciphered message.

Note that we assume also that the same secret key K has been used to compute
both the ciphertexts involved (in fact, the same message could be used to yield
both of the sets of values required).

We now define the ‘forged’ ciphertext message C7,C3, ..., C5, 5 as follows:

Cr=0; (1<i<s),
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vi1=C 1 ©9(G,_5) ®g(Gs), and
fa=0Cl.
542 u
It remains to show that, when the above forged message is decrypted, the
final recovered plaintext block will equal V. Suppose that, when decrypting
Ct,C5,...,C% 5, the internal values are I and G} (1 <i < s+2).
We first note that it follows immediately from the definitions that F;* = F; and
Gf =G; (1 <i<s), where F; and G; are the internal values generated during
the encryption process that yielded the ciphertext message Ci,Cs, ..., C;. We

now consider the decryption of C7, ;.
We have

Fipy = Cop ®9(C) (from Sect.
=01 99(G, o) ®9(Gs) ® g(G7)  (by defn. of C7,)
=Cl_,®9(G,_5) (since Gt = Gy)

u—1-

Hence G, = G,

u—1-
We now consider the decryption of C7,,. We have
F,=C,®9(Gs ) (from Sect. )
=C, ®9(Gy,_1) (by defn. of C7y,)
=F.

Hence G%,, = G',. Finally, we have

o =Gl ® F7y  (from Sect. )
=G, ®F,_, (from above)
=P
=V,

as required.

7 Further Observations

7.1 Attack Performance

It is of interest to try to understand the overall complexity of the attack de-
scribed above, i.e. to understand what information is required to complete an
attack, and what computations need to be performed. For a 128-bit block ci-
pher, we have shown in Sect. Bl that knowledge of 80 consecutive pairs of known
plaintext /ciphertext blocks will be very likely to yield certain knowledge of the
‘final’” internal variable G;.
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Thus, if the attacker has access to two messages encrypted using the same key,
and the attacker knows the final 80 plaintext blocks for both messages (as well as
the ciphertext), then the attacker will almost certainly have sufficient informa-
tion to perform the procedure described in Sect. Bl The computations involved
in both stages of the attack are trivial — indeed, they involve only a small
number of computations of the (very simple) function g, and some exclusive-or
operations on pairs of blocks.

Thus the attack will have a relatively high success probability given only a
modest amount of known plaintext, and the computations involved are com-
pletely trivial.

7.2 The Choice for the Function g

As should be clear from the discussions above, completing the attack as described
in Sect. [@ requires knowledge of internal variables G;. It is possible to learn these
values as a result of the procedure described in Sect. B} this procedure only works
because the function g is non-bijective, and has a very simple structure. This
raises two questions.

Firstly, why is the function g chosen to be non-bijective? Secondly, if there is
a good reason to use a non-bijective function, then why not use one with less
obvious structure?

The answer to the first question can be found in the original paper of Ziquete
and Guedes [I4]. As stated in [I4], EPBC is very similar to a previously devised
mode called IOBC, proposed by Recacha in 199d]. Indeed, the only difference
is that the function g used in IOBC is bijective, involving some fixed bit per-
mutations. However, as very briefly outlined in [I4], IOBC is subject to known-
plaintext attacks if the message being encrypted contains more than n?/4 blocks,
where n is the block cipher block length, i.e. around 4000 blocks for AES. The
exact attack approach is not clear from [14], which states that a detailed descrip-
tion can be found in the 1996 paper of Recacha. Because of the existence of this
attack, EPBC was designed to use a non-bijective function g, which (apparently)
rules out the known-plaintext attacks applying to IOBC.

The answer to the second question is less clear. Obviously, g could be im-
plemented using one or more block cipher encryptions, which, if done correctly,
would certainly remove the simple structures exploited in Sect. Bl However, such
an approach would significantly increase the complexity of the mode of oper-
ation, and one of the main design goals was to devise a scheme with minimal
complexity. Designing a function g which is both sufficiently complex to prevent
attack, but is nevertheless very fast to perform would, perhaps, be an interesting
research question; however, given that highly efficient provably secure authenti-
cated encryption modes are now known to exist (as discussed in Sect. [I]), this is
probably not likely to be a particularly fruitful line of enquiry.

! Unfortunately, the 1996 Recacha paper cited in [14] does not appear to be readily
available.
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8 Summary and Conclusions

In this paper we have demonstrated a forgery attack against EPBC mode when
used to provide message integrity. This attack required only known plaintext
(and no chosen plaintext). We can therefore conclude that this mode is unaccept-
ably weak, and should therefore not be used. (Whilst it is probably an effective
mode for encryption only, much simpler modes are known for this purpose).

If both confidentiality and integrity protection are required, then encryption
and a MAC should be combined in an appropriate way, or a dedicated ‘authenti-
cated encryption’ mode should be used — see, for example, ISO/TEC 19772 [12].
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Blockwise-Adaptive Chosen-Plaintext Attack
and Online Modes of Encryption

Gregory V. Bard

Department of Mathematics, Fordham University, Bronx, NY, USA

Abstract. Here, we present a generalized notion of online modes of en-
cryption that make one call to a pseudorandom permutation per block of
plaintext. This generalization, called “Canonical Form,” not only allows
for modes of encryption to be written in a common format, but pro-
vides for easy proofs of blockwise-adaptive chosen-plaintext (BACPA)
security /insecurity.

We also develop necessary and sufficient conditions for security of a
mode of encryption in Canonical Form. As an application, we write ten
modes of encryption in Canonical Form, and we prove the security status
(under BACPA) of nine of them. While most of these modes already
had proven BACPA security status in previously published papers, it is
hoped the more general method specified here will be of use in writing
simpler proofs for other modes, including modes of encryption yet to be
developed.

BACPA is a model for adversaries slightly more powerful than those in
traditional chosen-plaintext attack. In particular, instead of forcing the
target to encrypt messages of his/her own choosing, the attacker can in-
sert blocks of his/her own choosing into the target’s messages [JMV02].
Some modes of encryption which are secure against traditional CPA,
for example the ubiquitous Cipher Block Chaining (CBC), are insecure
against BACPA. Several papers have been written to explore BACPA
and modes of encryption under it.

Keywords: Modes of Encryption, Blockwise-Adaptive Chosen-Plaintext
Attack, BACPA, MACPA, Online-ness, ECB, CBC, CTR, OFB, CFB,
IGE, ABC, HCBC, HPCBC, XCBC.

1 Introduction

In 2002, and [JMV02], simultaneously discovered an attack on CBC.
This attack was similar to but not within the scope of chosen plaintext at-
tack (CPA). In [JMVO02] the latter was renamed messagewise-adaptive CPA
(MACPA), and a new notion, called blockwise-adaptive chosen-plaintext attack
or BACPA was created.

The difference between MACPA and BACPA is simple: Instead of inserting
messages of his/her own choosing into the target’s message stream, the attacker
can insert blocks of his/her own choosing into the target’s messages. Some modes
that are insecure against BACPA are secure against MACPA, for example, CBC
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and IGE. Others are secure against both, like CTR and OFB. But any method
secure in the BACPA model is also secure in the MACPA model, as well as
the known-ciphertext and known-plaintext models. Thus, BACPA serves as a
convenient notion for expressing security against all adversaries less powerful
than chosen-ciphertext attacks (CCA).

A natural question that may arise in discussion of any attack model of any kind
is that of feasibility. So far, two papers have been published (that we are aware of)
which demonstrate cryptographically feasible attacks against systems currently
in use. One is the original paper which gave birth to the subject [BKN02| by
showing the attack on the Secure Shell or SSH. This attack was placed in the
environment of the Secure Sockets Layer (SSL) in [Bar(6a]. See those papers for
more details.

Many different types of modes of encryption exist but a crucial and large
category are those which are online. Unfortunately, there are conflicting ideas
of what constitutes an online cipher. A necessary requirement is that when en-
crypting a message Py, P, ..., P,, the corresponding ciphertexts Cy, Cq,...,C,
must be computable such that C; does not depend on P; for j > i. Note the
value Cj is the initialization vector. We discuss why this notion of online-ness is
important in Section 22l In [BT04], it is suggested that ciphers which allow P;
to be decrypted upon receipt of Cy, Cq, ..., C;, but before receipt of the whole
message, be designated “online with decryption on the fly”. We suggest denoting
these notions as “almost online” and “fully online.” But in this paper, we always
mean the stricter condition of “fully online.”

To examine the relationships between these two notions of “BACPA” and
online-ness, we prove four theorems. But first we introduce a Canonical Form.
Any mode of encryption which can be written with at most one call to the
pseudorandom permutation per plaintext block can be written in Canonical
Form. This format yields very simple proofs of security in the BACPA model.
The first is that a BACPA attack in the left-or-right indistinguishability model
need only have one block in which the left and right plaintexts are unequal.
We call BACPA attacks which are restricted in this way “primitive”, and show
that primitive BACPA security is necessary and sufficient for BACPA security in
general. We define three notions, the first two of which, entropy-preserving and
collision-verifiable, we believe nearly all modes of encryption will have. The third
is collision-resistance. In the second theorem, we show that if a scheme is entropy-
preserving, then collision resistance is sufficient for BACPA security. In the third
theorem, we show that if a scheme is collision-verifiable, then collision-resistance
is necessary for BACPA security. It follows immediately that if a scheme is both
collision-verifiable and entropy preserving, it is BACPA secure if and only if it
is collision resistant, which is the fourth theorem.

We then examine actual modes of encryption. Ten are presented here. For ex-
ample, two of them, Electronic Code Book (ECB) and Infinite Garble Extension
(IGE), are insecure against MACPA and so they are obviously insecure against
BACPA. On the other hand, CBC and certain forms of P-ABC (public accumu-
lated block ciphers), are proven insecure against BACPA even though they are



Blockwise-Adaptive Chosen-Plaintext Attack and Online Modes 131

MACPA secure. Counter Mode (CTR), Output Feedback Mode (OFB), Cipher
Feedback Mode (CFB), Hash Cipher Block Chaining (HCBC), Hash Permuted
Cipher Block Chaining (HPCBC), and certain forms of (Secret Accumulated
Block Ciphers) S-ABC are proven BACPA secure. Finally, we were unable to
determine the status of Extended Cipher Block Chaining, or XCBC, although
we can write it in Canonical Form.

The rest of the paper is organized as follows. In Section [Tl we discuss pre-
vious work on BACPA. We give some background and definitions in Sections 2
and 3 respectively. The theorems are stated, and Theorems 2-4 are proven, in
Section 4. In Section 5, we show which modes are insecure against BACPA, in-
cluding explicit attacks. The appendices contain proofs of security for several
modes that are BACPA secure, the proof of Theorem 1, and a presentation of
XCBC in Canonical Form, even though we cannot provide a security proof of it,
nor an attack against it, at this time.

1.1 Previous Work on BACPA

As stated earlier, the first published paper in this topic was Bellare, Kohno, and
Namprempre [BKN0Z|, wherein the vulnerability in SSH was observed (and fixes
proposed). Simultaneously to this, Joux, Martinet, and Valette further identified
three additional operational attacks of similar form to Bellare’s attack on SSH,
naming this new class of attacks “blockwise-adaptive CPA” [JMV02]. Also intro-
duced in that paper is “blockwise-adaptive CCA”. It was in this paper that an
ingeniously straight-forward response to BACPA was defined, namely Delayed-
CBC mode. However, as explained in [BT04], it does not allow for decryption-
on-the-fly, and so is not considered here.

Fouque, Joux, Martinet, and Valette next provided the first security defini-
tions for blockwise-adaptive CPA and CCA [FJMV03]. The paper was geared
to smart cards in authentication devices, and so is a somewhat different con-
text than on-line schemes. They propose a generic model, Decrypt-then-Mask,
proved to be blockwise-adaptive CCA secure under certain conditions, and an
example of it, CBC-MAC. However, none of these schemes are on-line and so
are not included here.

Boldyreva and Taesombut, focusing on on-line schemes in general, showed that
neither HCBC nor any on-line scheme in general is CCA secure under the gen-
eral definitions of Fouque, et al. [BT04]. Instead, they define a slightly different
security definition, IND-BLK-CCA. They prove that the mode HPCBC, which
is a variation on HCBC, is IND-BLK-CCA secure. We analyze both HPCBC and
HCBC, and prove them blockwise-adaptive CPA secure as well, which confirms
their results.

At almost the same time, Fouque, Martinet, and Poupard [FMP03] expanded
the idea of Delayed-CBC presented in their previous paper to include a general
notion of a delayed cipher. Moreover, these authors introduce an adversary with
concurrent access to multiple blockwise oracles. All previous papers had limited
the adversary to sequential access to the oracle, as does this paper. The authors
proved that both delaying modes and CFB are secure under their model.
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Fouque, Joux, and Poupard [FFJP04] expanded the definitions of security in
the messagewise case into the blockwise case. That paper examines the relation-
ships between indistinguishability in the Left-Or-Right, Real-Or-Random and
Find-Then-Guess senses, in the attack models of messagewise chosen-plaintext
attack, and blockwise-adaptive chosen-plaintext attack with either sequential
or concurrent adversaries. An analysis of these security goals for the message-
wise case and their relationships is found in Katz and Yung [KY00]. The notion
used for security in our paper is LORS-BCPA in their notation, meaning that
the adversary is given blockwise capability in every stage of the attack, but for
sequential messages (i.e. not for concurrent messages).

1.2 Previous Work on Modes of Encryption

The case of ECB is somewhat obvious. The insecurity of IGE (in the MCPA and
thus BACPA context also) was demonstrated by [GD00] and [BBKNOT]. Of the
three modes that fail unconditionally, the case of CBC was the only one to be
MCPA secure, and was the very first mode of encryption to be proven insecure
in BACPA but not MACPA, simultaneously in and [JMV02].

Of the five modes that pass, the security of the first, or Counter Mode (CTR),
was proven independently by [FJP04] and this author [BarO6b]. Next, Cipher
Feedback Mode (CFB) was first proven independently by [BT04], [FMP03] and
this author [BarO6h]. We believe we are the first to show the security of the next
two modes, Output Feedback Mode (OFB) and Hash Cipher Block Chaining
(HCBC) against BACPA in [BarO6b|. The proof of security of Hash Permuted
Cipher Block Chaining (HPCBC) was proven by [BT04] as implied by proving
what they denote IND-BLK-CCA, a modified form of BACPA that adds limited
chosen-ciphertext capabilities to the adversary.

Finally, we believe that we are the first to analyze ABC in the BACPA context.

1.3 Notation

We denote by z &£ S that z is an element of the set S chosen uniformly at
random. The algorithms in this paper are in terms of a secret key sk of length

k, which was presumably generated by sk ki3 {0, 1}k.

The symbol z||y means = concatenated to y.

We define modes of encryption in terms of a block cipher F' : {0, 1}’c X
0,1} — {0,1}". We will write F(sk,P) = C as Fy(P) = C. We assume
(as is standard) that F' is a pseudorandom permutation family.

2 Background

2.1 Blockwise Encryption Schemes

An encryption scheme is a quadruple of a positive integer and three algorithms
{¢,K,& D}. The positive integer ¢ is the block size. The first algorithm is a
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key generation algorithm K, which does not concern us, and which outputs sk.
Next an algorithm € (P) — C takes a plaintext and produces a ciphertext.
The plaintext is a bit string, with length a positive integer multiple of ¢. The
ciphertext is of the same length, but with a “prefix” of zero or one blocks in
length. A decryption function also exists, D4 (C) = P, to map ciphertexts back
to their corresponding plaintexts. However, in some systems, D4, will output a
special symbol L, which means that the ciphertext was invalid, forged, or im-
proper in some way, and that it should be disregarded. Both of these algorithms
are indexed by sk, the secret key, which can alternatively be thought of as an
extra parameter.

All encryption schemes discussed in this paper are assumed to be correct. An
encryption scheme is correct if and only if D (€., (P)) = P for all messages
P, with probability one. It is a tautological consequence of this definition that
A # B implies €. (A) # €4 (B). The correctness property forces Dy to be
deterministic, but &g is quite often a randomized algorithm.

2.2 Online Modes of Encryption

Unfortunately, two different notions of online-ness exist in the literature.

The first requirement is that as g (P, Py, ..., P,) = Co,C4,...,C, is com-
puted, it must be the case that C; not depend on P; for all j > ¢. Formally, it
must be possible in polynomial time to compute C; knowing only P, ..., P; and
sk. At first, this seems like a strange distinction. But it is equivalent to saying
that € can be computed in one pass (even if it is not actually computed that
way). This paper only deals with online schemes but most encryption schemes
relating to block ciphers in the literature are online with this definition.

The primary reason for concern of this type is encryption in small devices
like smart cards. In particular, a smart card might not have enough memory
for storing all the plaintext of a message. Such storage would be needed in a
two-pass algorithm, but in a one pass algorithm, C; could be transmitted, and
P; discarded before C;;1 was calculated. Dependencies between blocks could
be maintained by state variables. Another example is a tiny sensor in a large
network. It may be expected to broadcast data over a month-long period. Using
a two-pass scheme would require enormous storage. Finally consider a service
that sells movies over the internet, which are encrypted. If the entire movie
needed to be read from storage and encrypted, and only then transmitted, the
user might lose patience. If transmission could occur a few seconds into the
encryption process, and proceed as a stream, then this might be more tolerable
for users.

The second requirement was identified by [BT04], but may have been men-
tioned earlier. It should be possible to decrypt C; into P; without C; for j > 1.
Formally, it must be possible in polynomial time to compute P; given only sk
and Cp, C1,...,C;. At first glance, this seems very similar to the previous def-
inition. In [BT04], this is denoted “online with decryption on-the-fly,” because
online already implies encryption on-the-fly.



134 G.V. Bard

But consider the very common Encrypt-then-MAC strategy. The ciphertext is
computed with a CPA-secure encryption scheme. Then that ciphertext is input
to a message-authentication code (MAC). The tag outputted by the MAC is
included as part of the ciphertext. Upon receipt, the decoder first verifies that
the cipher is authentic by first computing his/her own tag and comparing it to
the tag provided. If the tags match, only then is the decryption algorithm called.
Otherwise the ciphertext is discarded as a forgery. This results in a CCA-secure
scheme. Unfortunately, the entire ciphertext must be available in order for the
computation of the tag to be completed.

Consider the internet movie provider mentioned above. The entire movie
would have to be resident on the machine, and the tag checked, before the
first frame could be shown. The normal buffering strategy even for services like
U-tube [ufu] is that a many minute movie might well take several minutes to
download, but after several seconds (as a buffer) are downloaded, the movie
starts and the download continues in the background. This would be impossible
if a MAC was being used. Of course, the data can be packeted at a high-level
and the packets can be MAC’ed, but with non-trivial overhead. Likewise, for the
sensor network, the entire month’s data would have to be present for the tag
to be computed, or a packetization strategy used. A counter-argument to the
packetization option comes to mind when considering how the movie viewing
software or a sensor network’s data aggregator should behave if the first packet
passes and the second fails the MAC. Video footage shown to a user cannot be
unshown. A sufficiently strong MAC undoes this objection.

We suggest that schemes which meet the first requirement only be called
“online-1” or “almost-online.” Schemes that meet both should be called “online-
2”7 or “fully online.” In this paper, we only consider schemes which satisfy both
requirements.

2.3 Modes of Encryption

A mode of encryption is a set of algorithms, which when given some block
cipher F, yield an encryption scheme. The model called “stateful encryption,”
mentioned in for example in [BRS02] but probably defined earlier, and used
here in a slightly modified form, is descriptive of many modes in practice, and is
described below. In Section 3, however, we will propose an alternative notation
called “Canonical Form,” that will enable our proofs.

It should be noted that modes which require two passes over the data, such
as certain implementations of the “encrypt-then-MAC” paradigm, cannot be de-
scribed in the “stateful encryption” model, which allows only one pass. However,
a system that must be written with two or more passes is not online, because C;
must have some dependency on P; for j > i (otherwise it could be re-written to
be executed in one pass).

Prior to encryption or decryption, the plaintext or ciphertext is divided into
blocks of length ¢, the block-length of the block cipher. We write P=P;, Ps, ..., P,.
In this paper, we are not concerned with padding, so we assume that the plaintext
can always be evenly divided into blocks.
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First, an algorithm Beging () will output an initial state s1, and an initializa-
tion vector Cy. Second, an encryption algorithm Egi(F;, s;) will take as inputs
the secret key, the plaintext, and the current state. It will output the next ci-
phertext block Cj;, and the next state, s;;1. The state is some binary string,
the format and significance of which depends on the chosen mode of encryp-
tion. However, typical choices for the state are the previous ciphertext block,
the previous plaintext block, or a counter.

For decryption, an algorithm Setupsr(Cp) will output an initial state s, based
on Cy. From there, a decryption algorithm Dy (C;, s;) will return the next plain-
text block P;, and the state s;41. This function is called repeatedly until all the
ciphertext blocks are decrypted. If any ciphertext block causes Dy to yield L,
then the entire ciphertext should be considered to decrypt to L. In this paper,
we are not concerned with decryption and so we will not mention Setup or Dy
again.

D, (C)

1. Divide C into Cy,C4,...,Cy,
blocks of length ¢ bits.

2. 81 « Setups(Cop)

3. Fori=1,2,...,ndo
(a) (Pi,si+1) < Dsi(Ci, si)
(b) Output P;

4. If any of P,....P, =1,
abort.

Eo(P)

1. Divide P into Pi,...,P,,
blocks of length ¢ bits.

2. (Cy,81) « Begingy

. Output Cy

4. Fori=1,2,...,ndo
(a) (Ci,sit1) «— Esk(Pi, 8i)
(b) Output C;

w

All of these algorithms are in terms of an abstract block cipher F'. Only when
a specific block cipher F' is chosen, can they be used. Thus the choice of block
cipher is a hidden input to the various functions, but to write that would only
clutter the notation.

Given the above, and the assumption that no padding is ever required, it is
very easy to see how to generate &g, and Dy, from Initg, Ege, Setupsr and
Dgy.. For key generation, K : sk il {0, 1}k7 where k is the key-length of the
block cipher, is used. Thus every mode of encryption, coupled with a block
cipher, produces an encryption scheme. Lastly, note that in practice, improper
padding can lead to attacks, such as [Vau02).

This model is similar to that used in Bellare and Boldyreva’s several papers
[BKN02], [BBKNOI|, [BDJRIT], [BT04] as well as [FJP04]. In Section Bl we
will propose an alternative model, called “Canonical Form”, which allows for
very simple proofs of BACPA security.

2.4 The BACPA Game

Before we formally define the BACPA left-or-right indistinguishability game, we
will generally describe the MCPA and MACPA left-or-right indistinguishability
games to build intuition. Also, we will avoid the cumbersome phrase “left-or-
right indistinguishability game” and simply say “game” for the remainder of the

paper.
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Loosely speaking, the messagewise-CPA game, for an encryption scheme €,
proceeds as follows. A secret key is generated, sk £ {0, l}k7 and a secret coin is

tossed: b & {0,1}. The adversary is presented with an oracle that takes as input
two messages Py, P1, and outputs €. (P}). The adversary composes a set of
challenges (Ao, A1); (Bo, B1); ... and transmits them to the oracle. The oracle
returns € (Ap), €5k (By), . .. Now the adversary makes a guess b of the value of
b. If it turns out that b = b then adversary wins, and if not, loses. Of course, the
adversary is limited to polynomial time.

Suppose that A; was very long and that Ag was very short. Then &(A;) would
be easily determined to be either (A1) or &(Ag) by its length. Therefore, it is re-
quired that |A1| = | Aol, and so forth for all pairs, but it can be that |A;| # | B1].
Finally note that since the adversary runs in polynomial time (compared to k),
it will always be the case that only polynomially many messages are transmitted
and their total length is upper-bounded by a polynomial in terms of k.

In the messagewise-adaptive-CPA game, or MACPA, the procedure is slightly
different. Here the adversary submits A, A1 and receives back €. (Ap). Only
then does he/she submit By, B;. Information obtained from the first oracle
output can be used to determine the second oracle inputs, and so forth. Thus
the name adaptive. This is the traditional model of CPA in cryptography.

In the BACPA game, blocks rather than messages will be submitted. Since
this game requires “blocks”, it must be described using a more restrictive model
than just a blockwise encryption scheme. We will use “stateful encryption” as
the model, as is standard.

First, the secret key and fair coin will be generated. Then the adversary will
submit (start, start) (a special symbol created for the game). For each later sub-
mission, the adversary can either submit (start,start) or some pair of blocks
(Ap, A1). Upon receipt of (start,start), the oracle begins a new message by
using Initg, and outputs Cp, but not s;. Upon receipt of (Ag, A1), two plain-
text blocks, the block Ay is selected, and C' = Eyi(Ay, s;) is outputted, but not
si+1- In effect, this means that A, is appended as the next plaintext block in
the currently-encrypted message. In either case, the adversary is shown the re-
sulting ciphertext block, not the state variable, and is asked for the next query.
This repeats until the adversary submits (stop, stop). The adversary must then
provide a guess b, and he/she wins if and only if b = b.

Note that it is not permitted for the adversary to submit (A;,start) or
(start, A;) with A; # start because this would allow messages of different
length to be present, which cannot be tolerated for reasons explained above.

Definition 1. The advantage of the adversary in the BACPA game is
the absolute value of the difference between the probability that he/she wins and
one-half.

Definition 2. For a mode of encryption S, if the maximum advantage over
all probabilistic polynomial-time (PPT) adversaries, and all choices of Fgy, is
negligible, then the mode of encryption is said to be BACPA-secure.
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Table 1. The BACPA Game

b & {0,1}
sk & {0, 1}
Adversary submits (start, start)
(Co, s1) « Begingg
Transmit Cy to the adversary
Done «+— 0;7 1
Do
(a) Obtain a query (Ao, A1) from the adversary
(b) If (Ao, A1) = (start, start) then

i. (Co,s1) < Begingg

ii. Transmit Co to the adversary

iii. 7«1
(c) else if Ag = start or A; = start then HALT
(d) else if Ag = stop or A1 = stop then Done «— 1
(e) else

i. (CZ, 57;+1) — Esk(Ab, 57;)

ii. Transmit C; to the adversary

. 4—1+1
Until (Done = 1)
8. Request a guess b from the adversary
9. If b = b then tell adversary he/she has won
10. else tell adversary he/she has lost

AR e

2.5 Online Encryption and CCA-Security Are Incompatible

This section can be found in the full version of the paper, [BarO6D].

3 Definitions

We introduce in this section several new concepts which enable security proofs
for various modes of encryption.

3.1 Canonical Form

The model described in Section 23] called “stateful encryption”, is descriptive
of modes in practice. However, all modes of encryption we are aware of are
based on a single block cipher, and make one call per single block of encryption.
This additional fact allows one to be more specific. To model these modes of
encryption, we define Canonical Form, a model which will enable very simple
proofs of BACPA-security.

A mode of encryption in Canonical Form is a quadruple of algorithms,
{Init, Pre, Post, Update}. The general concept is that the function Egy(F;,s;)
uses some pseudorandom permutation family member Fy;() to calculate the
ciphertext and next state. Therefore consider the following: Some function of
the inputs of Eyj is the input to Fgx. Next, some function of the output of Fyy
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and the inputs of Ey; becomes the ciphertext block. Finally, some function of
the output of Fy; and the inputs of Eg; becomes the next state. This gives rise
to the following quadruple.

Initsk(k) — (00,81)

Pre(P;, s;) — x;

— Post(P;, si,y;) — C; where y; = Fo,(x) = Fy(Pre(P;, s;)).
Update(Pi, Si, yi) — Si4+1-

It should be clear that any mode of encryption, that makes exactly one call
to the pseudorandom permutation (Fsi) per plaintext block, can be modeled in
this way. Modes that make more than one call cannot be so modeled, but we are
not aware of any such modes in practice.

Begingy Eu (P, s;)
1 return Initgy, 1 z; — Pre(P;,s;)
2y Fop(x;)
3 C; « Post(P;, si, i)
4 Si+1 < Update(yi, Pi, SZ)
5 return (Cy, 8i41)

Technical Note: These four functions are making use of Fy, but are intended
to define an abstract mode regardless of the choice of F', so long as it is a pseu-
dorandom permutation family. This means that Fyj itself is actually a hidden
parameter of each of these functions, but writing it that way would only clutter
the notation.

Ezxamples: Here we describe CBC, CTR, and OFB as three examples. Later, we
will add ECB, CFB, ABC, IGE, HCBC, HPCBC and XCBC. All ten of these
modes of encryption can be written in Canonical Form.

For CBC, one normally writes:
rn {01} Co=mn
Ci=Fy(Cio1 0 1)

However, in Canonical Form:
Initeg (k) : 7 £ {0, 1}]C i Co=s1=r
Pre(P;,s;) = Pi®s;;  Post(Py,s:,v:) =vyi;  Update(P;, s4,y) =y

Note: above the state s; represents the previous ciphertext. For CTR, the stan-
dard notation is

Initsk(k) ) £ {0, 1}k ; Co = Egk(io)

Ci = Fo(i+1i0) ® P;

However, in Canonical Form:
Initgg (k) : 7 £ {0, 1}]C i Co=Fg(r); s1=r+1
Pre(P;,s;) = s;;  Post(Pi, s5,y:) =y ® P;;  Update(P;, s;,y) =
s; +1



Blockwise-Adaptive Chosen-Plaintext Attack and Online Modes 139

Note above the state s; represents a counter. For OFB, the classic form would
be
o £ {O, l}k; Co = X0
Tiy1 = Fap(2i); Ci=2,0 D0

However, in Canonical Form:
Inits, (k) = 7 & (0,1} Co=s1=7r
Pre(P;, si) = si;  Post(P;, si,y:) =y © Pi; Update(F;, s;,y;) =
Yi

Note above the state s; represents the “recycled” output z; of the pseudoran-
dom permutation Fj, which is fed back into F; during the next block.

From these examples, it should be clear that if {Init, Pre, Post, Update} are
known, and some F' is chosen, that € and ®4; are completely defined.

3.2 The Collision Game

Informally, the objective of this game is to create a collision in the outputs of Pre.
Since the output of Pre serves as the sole input to Fsi, a collision on the output
of Pre is also a collision on the output of Fyi, and thus provides a potential
opportunity for attack. By collision, it is meant that that the output of Pre is
equal for two distinct blocks, and the block-numbers of that pair are known.
With this objective in mind, the definition is rather straight-forward.

The adversary is given access to a blockwise-encryption oracle Fg (). The
adversary is not given the state s;. This oracle is meant to represent a realistic
blockwise attacker who can submit blocks for encryption and view their cipher-
text, but who does not have access to the internal state of the cipher (though
perhaps he/she may calculate it by other means). The adversary can submit
start queries to begin new messages.

Formally, the game proceeds as follows. A call is made to Eg(start) and the
adversary is given Cj. Next, the adversary submits P;, and receives Cy. This
continues, submitting P; and receiving C; for polynomially many blocks. Some
of the P;’s might equal start resulting in several, but still polynomially many,
messages. Then the adversary must output a block-number ¢, and a potential
plaintext Px. The adversary is successful if the collision would actually occur,
namely Pre(Px, s;) = Pre(P;, s¢).

To accommodate several messages, the plaintext blocks should be numbered
only once, not resetting to 1 after each start. Otherwise it is unclear what P;
refers to. To keep the indexes clean, we write s; and C; similarly.

Definition 3. A mode of encryption is said to be collision-resistant if all
pPPTadversaries have negligible probability of success in the collision game.

3.3 Two More Conditions

We show in Theorem [ that if the following two security properties hold, then
blockwise-adaptive chosen-plaintext security follows if and only if the mode of
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Table 2. The Collision Game

sk & {0, 1}
Adversary submits (start, start)
(Co, s1) < Begingg
Transmit Cy to the adversary
Done «+— 051 «+— 1
Do
(a) Obtain a query P from the adversary
(b) If P = start then
i. (Ci,si41) < Begingg

ii. Transmit C; to the adversary

. 4—1+1
(c) else if P = stop then Done «— 1
(d) else

i. (07;757;4_1) — Esk(P)

ii. Transmit C; to the adversary

ii. ¢ —1+1
Until (Done = 1)
7. Request (Px,t) from the adversary.
If it is true that Pre(Px, s;) = Pre(Py, sn) then tell the adversary he/she has won.
9. else tell the adversary he/she has lost.

S Uk W=

®

encryption is collision-resistant. This is intuitive, because the pseudorandom
permutation is the “work horse” of the encryption scheme, and if its input can be
duplicated, then its output will be duplicated. If this condition can be detected,
then an attack against the scheme can be built. (This is essentially how the
original blockwise-adaptive attack operates against CBC mode, as discovered by
Bellare, et al [BKN02]). We go further, and show conditions merely necessary or
merely sufficient for security, see Theorems [B] and

Definition 4. Let S = {Init, Pre, Post, Update} be a mode of encryption in
Canonical Form. Then S is entropy-preserving if, when the plaintext and
state are held constant, the function from y to the ciphertext is injective.

All modes of encryption (that we know of) are entropy-preserving. One should
note that XOR with a constant is an injective map, and this is the most common
function choice for Post along with the identity map (which is also injective). Of
the ten modes of encryption analyzed in this paper, all are entropy-preserving.
Loosely speaking, the reason that this condition would essentially always be
present is as follows:

The “data processing inequality” states that the entropy of f(X), where f
is a function and X is a random variable, is less than or equal to the entropy
of X [CT0O6, Ch. 2]. The necessary and sufficient condition for equality is an
injective function f. Assume for the moment that y is a random variable with
entropy h, and the plaintext and state are held constant. If Post is injective,
then the ciphertext has entropy h also. Moreover, if Post is not injective, then
the ciphertext has entropy strictly less than h.
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In the proof of Theorem 2] we exploit this property by noting that a uniform
random variable has maximal entropy over its domain, and so if the input y is
uniformly random, and the plaintext and state are fixed, then the ciphertext is
also uniformly random (though possibly over a different set).

A related concept is collision-verifiability.

Definition 5. A mode of encryption {Init, Pre, Post, Update} is collision-
verifiable if there exists an algorithm, such that when given a plaintext mes-
sage P = Py, ..., P,, a ciphertext message C = Cy,...,C,,, and a block number
1, which will with success probability non-negligibly greater than one-half, out-
put one when the oulputs of Pre al blocks i and n are equal, (i.e. Pre(P;,s;) =
Pre(P,, s,) and thus y; =y, ) and zero at all other times.

All the modes of encryption analyzed in this paper but XCBC are collision-
verifiable.

3.4 Primitive BACPA Security

In the MACPA case, it turns out only one query of the form (P, Q) with the
messages P # @ is required. It turns out in BACPA the same is true, that only
one query need have (P, Q) with the blocks P # ). The proof proceeds along
similar lines (the hybrid argument). To describe this, we define the following
notion.

Definition 6. For a mode of encryption S, if the maximum advantage over all
probabilistic polynomial-time (PPT) adversaries which happen to restrict them-
selves to only one query of the form (P, Q) with P # Q, and all choices of Fy,
1s negligible, then the mode of encryption is said to be primitively BACPA-
secure.

The term “primitive BACPA-game” refers to the BACPA-game, but when
the adversary is restricted to at most one query of the form (P, Q) with P # Q. If
two such queries are submitted the game will react as if (start, Q) was submitted,
with @ # start.

4 Main Results

The main result of this paper is the following statement: If {Init, Pre, Post, Update}
is an entropy-preserving and collision-verifiable encryption scheme, then it is
generally blockwise-adaptive chosen-plaintext secure if and only if it is collision-
resistant. This will be proven in three steps, each of which is a theorem below. We
also show that each of the last two conditions results in collision resistance becom-
ing a sufficient /necessary condition, respectively, for BACPA-security.

Theorem 1. Let S={Init, Pre, Post, Update} be a mode of encryption in Canon-
ical Form. Then S is primitively blockwise-adaptive chosen-plaintext secure, if
and only if it is generally blockwise-adaptive chosen-plaintext secure.



142 G.V. Bard

Proof. See AppendidAl The proof is essentially the classical hybrid argument,
(e.g. see [BDJRIT], or many other papers ).

Theorem 2. Let S={Init, Pre, Post, Update} be a mode of encryption in Canon-
ical Form. If S is collision-resistant and entropy-preserving, then it is primitively
blockwise-adaptive chosen-plaintext secure.

Proof. Assume S is an entropy-preserving encryption scheme that is collision
resistant. Assume there exists a PPT Algorithm A, which can win the prim-
itive blockwise-adaptive chosen-plaintext game, with non-negligible advantage
0a. Then we will construct a PPT algorithm Dist which will win the pseudo-
random game against Fy; with non-negligible advantage. Since Fj is assumed
to be pseudorandom, this is a contradiction. Thus Algorithm A does not exist.
Therefore {Init, Pre, Post, Update} is primitive BW-CPA secure (and by the first
theorem, is also generally BW-CPA secure).

Algorithm Dist, attempting the pseudorandom game against Fiy, is given an
oracle F’, which is either a random function (case 0), or Fyj for a randomly cho-
sen value of sk (case 1). Algorithm Dist will use F’ with {Init, Pre, Post, Update}
acting as an encryption scheme. It will challenge Algorithm A, and perfectly sim-
ulate the primitive blockwise-adaptive chosen-plaintext game.

If Algorithm A wins the game, Algorithm Dist will guess that F' = Fy for
some sk in the key-space, and output 1. If Algorithm A loses the game, Algorithm
Dist will guess that F’ is a random function, and output 0. Let us now analyze
both of these cases individually.

The Random Case. Consider the outputs of Pre over the course of the game.
We claim that the probability of any pair of them being equal is negligible. The
reason for this is not obvious. Let the probability of at least one pair of outputs
of Pre being equal be P.. (Thus with probability 1 — P, all the outputs of Pre
are distinct).

Let n be the mediar] value of the block number of the latter block of the
first matching pair, when at least one pair of outputs is equal. At most half the
time, one block of the first pair will be before block n and its mate will be after
block n. But at least half the time, both blocks of the first pair will be before or
at block n. Thus with probability at least I;C there is at least one pair of blocks
before block n+1, which have equal outputs from Pre.

Algorithm Coll will generate a random number r, taken uniformly from the
set {2,...,n}. It will attempt the Collision Game by running a perfect simulation
of the primitive BW-CPA game on behalf of Algorithm A. However, it will halt
Algorithm A immediately after it submits the query request for block r. With
probability (nil) 1;“, the output of Pre during the encryption of block r will
collide the output of Pre for a previous block.

! Since the random variable (the block number) is a positive integer, call it z, there
exist many m such that Pr{z € [1,m]} > 1/2. Let the median be the least of all
such m. Since any collection of positive integers has a lower bound, such a median
exists.
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Algorithm Coll doesn’t know which block is the mate for block r, and so will
guess a random value s uniformly from the set {1,...,r — 1}. However, this will
be correct with probability at worse ril. In the case when block r is indeed
going to cause a collision, the probability that s will be the mate for r is given

by:
1 = 1 1 1 1 1 1 1 In(n) +~
n—lzr—1_<n—1)<1+2+3+4+5+”'+n>” n—1

Where v signifies the Euler-Mascheroni Constanfd. The Algorithm Coll thus
produces a correct collision at r while guessing the mate s, (and therefore winning
the collision game) with probability approximately

Pe(In(n) +7)
2(n —1)2

However, we can simplify this by noting that 12?51"7);32 >, !, and so Algorithm
Coll will succeed with probability greater than 21:;2. Since n must be at most
polynomial to k, we know that this success probability will be non-negligible
compared to k if P. is non-negligible. However, by assumption, the mode is
collision-resistant, and so therefore P. is negligible.

Thus the outputs of Pre over all blocks of the game are distinct with all
but negligible probability. Furthermore, a series of distinct inputs to a random
function creates a sequence of independent, identically and uniformly distributed
random outputs.

Recall that the inputs to Post are the plaintext to be encrypted, the state
s, and y (which is the output of the pseudorandom function). Further, we re-
quired that Post be one-to-one (an injection) when the plaintext and state are
fixed. Due to this condition, when the y’s are a sequence of uniform independent
and identically distributed variables, the outputs of Post (the ciphertexts) are
also uniform independent and identically distributed variables, or white noise.
These cannot convey any information about the plaintext, and the best that the
Algorithm A can output is a fair coin.

Thus Algorithm A will output a 1 or 0 with probability } + ¢, where || is
negligible. This extra negligible advantage comes from the fact that the acci-
dental collisions described in detail above occur with negligible but non-zero
probability.

The Pseudorandom Case. Here Algorithm Dist is providing Algorithm A
with a perfect simulation of the blockwise-adaptive chosen-plaintext game. There-
fore Algorithm A will be correct with non-negligible advantage 64 by assumption.
Thus Algorithm Dist will be correct (output 1) with probability J + 6.4.

The Advantage of Algorithm Dist: In the Pseudorandom Case an output of
1 occurs with probability ; 464, and in the Random Case with probability ; +e.

2 Recall that Efif% ~ In(n) + v for very large n.
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Thus the advantage of the Algorithm Dist is 6 4 — €, which is non-negligible. This
is a contradiction, and so we know that Algorithm A must not exist. Therefore
the encryption scheme is primitive blockwise-adaptive chosen-plaintext secure.

Theorem 3. LetS = {Init, Pre, Post, Update} be a mode of encryption in Canon-
ical Form. If S is collision-verifiable, and is primitively blockwise-adaptive chosen-
plaintext secure, then it is collision-resistant.

Proof. Suppose S is collision-verifiable and primitively blockwise-adaptive chosen-
plaintext secure. Suppose further that it is not collision-resistant. This means there
exists a PPT Algorithm Coll which can win the collision game with non-negligible
probability 6. We will use that algorithm to construct an Algorithm A which wins
the primitive blockwise-adaptive chosen-plaintext game with non-negligible ad-
vantage. This contradicts the security of {Init, Pre, Post, Update} and therefore
Algorithm Coll does not exist, and the mode is collision-resistant.

Algorithm A begins by calling Algorithm Coll. Algorithm A will pass Al-
gorithm Coll’s oracle queries Eq(P;) to the left-or-right encryption oracle as
LRBW (4, o1y (P, P;), and return the ciphertexts C;.

When Algorithm Coll terminates, it outputs P* and a block number ¢. Fur-
thermore, if Algorithm Coll wins the collision game, we know Pre(Px,s,) =
Pre(P;, s¢). Let the probability that it wins the collision game be é¢.

The split query LRBW(3, 41 (Q, P*) is now submitted to the blockwise oracle,
where ) # Px is a random string of appropriate length. The output C,, is
received. The collision verification algorithm, which we will denote Algorithm
Ver, will now be called. Its inputs are the plaintext message P ... P,_1Px* as
well as Cy . .. C), and the block number ¢. Let its success probabilityﬁ be 1/246y.
Algorithm A will output the bit that Ver outputs.

If Algorithm Coll has succeeded, and the bit is one, Px was encrypted and
so then Pre(sy, P;) = Pre(sy, Px), and therefore also y; = y,,, because y; =
Fyi,(Pre(P;, s;)). With probability 1/24 6y, Algorithm Ver will output one, and
Algorithm A will be correct. If the bit is zero, then the plaintext block @ and
not Px will be encrypted, and so Cy...C),, will not decrypt to Py ... P,_1Px
(since Cy...C, decrypts to Py...P,_1Q, and A # B = €., (A4) # Ex(B)).
Thus, Algorithm Ver will output zero with probability 1/2+ 6y, and Algorithm
A will be correct.

If Algorithm Coll has failed, then with probability 1/2 + 8y, the verification
algorithm will output zero. If the hidden bit is actually zero, then this is correct.
If the bit is one, then Algorithm A will be wrong. So in this case, Algorithm A
is correct with probability one-half. This is all summarized in Table [

Advy = |PrlA=1b=0]— Pr[A=1]b=1]|
= [[(1/2)(6c)(1/2 = év) + (1/2)(1 = 6c)(1/2 — bv)]
= [(1/2)(6c)(1/2 + bv) + (1/2)(1 = 6c)(1/2 — év)]|
= [6cov|

3 Note, the success probabilities of Algorithm Coll and Algorithm Ver are indepen-
dent.
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Table 3. Summary of Probabilities in Theorem [4]

Bit b Alg Coll Alg Ver Is y, = y:? Output Probability

0 Suce  Succ No 0 (1/2)(6c)(1/2 + 6v)
0 Succ Fail No 1 (1/2)(6¢)(1/2 = év)
0 Fail Succ No 0 (1/2)(1 —6c)(1/2 4 év)
0  Fail  Fail No 1 (1/2)(1 - 6¢)(1/2 — 6v)
1 Succ  Succ Yes 1 (1/2)(6¢)(1/2 4 év)
1 Succ Fail Yes 0 (1/2)(6c)(1/2 —bv)
1 Fail Suce No 0  (1/2)(1 —éc)(1/2 + 6v)
1 Fail  Fail No 1 (1/2)(1 - 6¢)(1/2 — 6v)

Since the system is collision-verifiable éy is non-negligible, and §¢ is non-negligible
by assumption. Thus the advantage of Algorithm A is then obviously non-
negligible, which contradicts our assumption that Algorithm A is primitive
blockwise-adaptive chosen-plaintext secure. Thus our assumption that the scheme
is not collision-resistant must be false.

Theorem 4. Let S={Init, Pre, Post, Update} be a mode of encryption in Canon-
ical Form. If S is entropy-preserving, and collision-verifiable, then it is generally
blockwise-adaptive chosen-plaintext secure if and only if it is collision-resistant.

Proof. Suppose the scheme is collision-resistant and entropy-preserving. By the
second theorem it is primitively BACPA secure, and thus by the first theorem,
generally blockwise-adaptive chosen-plaintext secure. Alternatively, suppose the
scheme is generally blockwise-adaptive chosen-plaintext secure. Then it is prim-
itively secure, by the first theorem, and since it is collision-verifiable, then by
the third theorem it is collision-resistant.

5 Modes That Fail

Here we will show explicit BACPA attacks for ECB, CBC, IGE, and certain
forms of ABC. In each case, the equality of two ciphertext blocks demonstrates
an internal collision, namely on the input to the pseudorandom permutation
Fsx. Thus, the role of collision-resistance and collision-verifiability is clear. In
particular, each of these modes of encryption are not collision-resistant (because
the attacks exist), and collision-verifiable by means of the equality check which
reveals the collision.

5.1 Electronic Codebook, or ECB

Electronic Codebook Mode, or ECB, is extremely simple but insecure even
against MACPA or MCPA. The definition is C; = Fy(P;), and there is no in-
ternal state, initialization vector, nor a Cy. We include it only for completeness.
Consider the following BACPA-game.
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. Submit (start,start) and receive nothing.
. Submit (P,Q), with P # @ and receive Cf.
. Submit (P, P) and receive Cs.

. If Co = Cq guess b =0, else guess b = 1.

=~ W N

Clearly Cy = Fo(P). It b = 0 then C; = Fy(P) otherwise C; = Fy(Q).
Thus we see that C7; = C5 if and only if b = 0. Therefore, the adversary wins
with probability one, and ECB is not a BACPA-secure mode of encryption.

For completeness, to write ECB in Canonical Form:

Inity, = {}; Pre(P;, s;) = P;; Post(P;, s;,y;) = ys; Update(P;, s;,y) = {}.

5.2 Cipher Block-Chaining, or CBC

The definition and Canonical Form of CBC were given in Section Bl Consider
the following BACPA-game.

1. Submit (start,start) and receive Cy.

2. Submit (P, @), with Q # P and receive C.

3. Submit (P ® Cy @ C1, R), with R # P @ Cy @ C1, and receive Cs.
4. If Cy = Cq guess b =0, else guess b = 1.

Suppose b = 0. Then C; = F4,(Co @ P) by the definition of CBC. Then

Co=Fg(Ci®(P®CodCh))
= Fy,(P @ Cp)
:Cl

and so it is easy to see that the adversary wins with probability one, and so
CBC is not a BACPA-secure mode of encryption.

5.3 Infinite Garble Extension, or IGE

Infinite Garble Extension was proposed by Campell in 1978 [Cam78|. This mode
is not commonly used but it is a simple example of the broad class of modes
called ABC, which follows as the next example. For IGE one normally writes

Initge(k) : Co & {0,1}F

Ci=F(P,®Ci—1)® P

Here, the state is the previous plaintext and the previous ciphertext. The
initial conditions are Cy and Py. There are several possibilities for Fy. It can
be some string known to both parties and kept secret from the adversary (thus
becoming part of the key, essentially), or it can be generated by Inits; and
transmitted along with Cj.

Assume that Py is secret, and observe the following attack works anyway.

1. Submit (start,start) and receive Cj.
2. Submit (@, Q) and receive Cf.
3. Submit (@, Q) and receive Cs.
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4. Submit (Q @& Cy ® C1, R) with R # Q ® Cy @ Cy and receive Cs.
5. If Cy = C5 guess b= 0 else guess b= 1.

To see why this works, assume b = 0 and observe,

Ci =Fa(QaCy) @ Py
Co=Fa(QeaC1)DQ
Cs3=Fy(QaCoaCr)dCr)dQ
=Fa(QoC1) ®Q
:CQ

Therefore equality will be observed if b = 0. Now suppose the bit b = 1. Surely
by the correctness property, (for the same choices of randomness or initialization
vector) we know &, (Q||Q||QBCa®Cy) # €41 (Q||Q||R), since QD C2dCy # R.
But by the online-ness property, this inequality cannot occur in the first or second
block. This is because Cy can only depend on P; or P, and not upon Ps, and
those first two blocks are equal. Therefore, the inequality occurs in the third
block, and so the equality check in the last step of the attack will always be false
because Co @ C5 will have the wrong value. Therefore, the adversary always wins
with probability one, even though Py was unknown.

In Canonical Form, like ABC, there are actually two state variables, the pre-
vious ciphertext and plaintext. But one can think of these as two binary strings
concatenated into a larger string, since they are always of a fixed and known
size. Thus we write the state s; = s}||s7, where s, is the previous ciphertext and
s the previous plaintext.

Initge(k) : s1 =2 {01} Co=s

Pre(P;,s;) = Pi®sj;  Post(P;,s4,v:) = yi © 575

Update(P;, si,y) =y @ s} || P;

5.4 Some Forms of Accumulated Block Ciphers, or ABC

Accumulated Block Ciphers are a class of modes of encryption, first proposed
by Knudsen [Knu00], based on a function denoted h.
In the usual notation:

P/ — P, @h(Pl,)

K3

C; — Fop(Pl®Ci—1) ® P,

Either h is publicly computable or not. If not, then for reasons of efficiency,
it is most likely a keyed function with a secret key, distinct from or equal to the
secret key of the block cipher. Otherwise an entire secret function would have to
be arranged for, along with the secret key of the block cipher, which would be
cumbersome.

The values Py = P} and Cy act as initialization vectors for the scheme. In
particular, if Py or some key for h are secret, then one writes S-ABC. If instead
Py is public, and h is publicly computable, then one writes P-ABC. The value
of Cy is always public.
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Canonical Form of ABC. This Canonical Form is correct independent of
the secrecy status of Py and h. Here, there are actually two state variables, the
previous ciphertext and (primed) plaintext. But, we can think of these as two
binary strings concatenated into a larger string, since they are always of a fixed
and known size. Thus we write the state s; = s}||s/, where s} is the previous
ciphertext and s} the previous (primed) plaintext.

Initgg (k) = r & {0, 1}]C i Co=r;  s1=0Cl|P
Pre(P;,s;) = Pi®d s, @ h(s));  Post(Pi,si,yi) =y ® sYs
Update(P;, si,y) =y @ s7||P; © h(s])

P-ABC. Here, h is publicly computable, and both Cy and Py are known to the
adversary.

1. Submit (start,start) and receive Cj.

2. Submit (P, P), and receive Cj.

(Comment) At this point, P = P, @ h(P}) = Py ® h(P).

(Comment) That further implies C; = Fy,(P{ & Co) ® P or Cy = Fep (P &
h(Py) @ Co) & Po.

Calculate Py = Py © Cy @ h(FPy) @ h(P1 @ h(Py)) @ Ch.

Submit (P, Q), with @ # P», and receive Cs.

5. I Cy @ C1 = Py @ h(Py) @ Py then guess b = 0, else guess b = 1.

Suppose the secret bit is b = 0. Then,

P, = P, & h(P))
=P, @ h(P1 @ h(F))
=(PL®Co@h(Py) ®h(PL®h(Py)) ®C1) D h(PL®h(F))
=P e Co®h(P)dCy

Co=Fy(PyoCr)® P
=Fy(PL®dCo® h(Py)®Cy®Cy) D P
= Fa.(PL ® Co ® h(Py)) ® Py

CoeCi=PohR

=P oh(P) D P

= o

Thus upon receipt of Cs, the adversary should merely compute Cy & C; and
compare it to Py @ h(Py) ® Py. If they are equal, he/she knows the bit b = 0.
They will be unequal in the case b = 1 for the reasons given in the discussion of
IGE. Note, here we are making explicit use of the fact that the adversary knows
Py and that h is publicly computable.

Public h but secret Py. In the case of h being the function that always returns
zero, we have IGE. We saw in Section that the scheme was breakable even
if Py was not known. Thus, the secrecy of P, is insufficient alone to guarantee
security. It is also known that if & is a linear function, i.e. h(z®y) = h(x) D h(y),
that attacks exist even if h is not publicly computable (see [BBKNOT]).
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Here, in the full version of the paper, would appear a discussion of those modes
of encryption which pass the standard for being blockwise-adaptive chosen-
plaintext secure, as well as XCBC. This can be downloaded from e-print [BarO6h).

A Equivalence of Primitive and General Games

Theorem 5. An encryption scheme is general blockwise-adaptive chosen-plaintext
secure, if and only if it is secure in the primitive blockwise-adaptive chosen-plaintext
game.

Proof. Note, in this proof, we use the term “general BACPA game” to be
the BACPA game without the restriction given in Definition [, and “primitive
BACPA game” to be the game with that restriction.

Since the primitive blockwise-adaptive game is merely a special case of the
general game, an adversary who can win the primitive game can win the general
game, and so (by contrapositive) general security implies primitive security as
well.

To show that primitive security implies general security, we will demonstrate
that if there exists an adversary who can win the general blockwise-adaptive
chosen-plaintext game, then there exists an adversary who can win the primitive
blockwise-adaptive chosen-plaintext game (both in polynomial time with non-
negligible advantage).

Suppose there exists a cryptosystem secure against the primitive blockwise-
adaptive game, which means there is no adversary which can achieve non-
negligible advantage in polynomial time. Suppose further, there is an adversary
Gen who can achieve non-negligible advantage in the general blockwise-adaptive
game, again in polynomial time. We will demonstrate that this leads to a con-
tradiction.

Let N be the random variable that is the number of queries that Gen will
make. Let n be such that Pr[N < n] > 1/2. To see that such an n exists, see the
footnote in the proof of Theorem[2l It is a requirement of the primitive and gen-
eral blockwise-adaptive games that the secret bit b remain constant throughout
the entire game. However, we will violate this rule, and create a series of games
G1,Go, ..., Gprt1. The ith oracle query in Game G will work as follows:

i<j LRBWy e (P,P)
LRBW 4, 0y(P,Q) = j<i<n LRBW(b,sk)(Q, Q)
i>n abort

Thus the game G; will pretend as if the secret bit were 0 until and not includ-
ing the jth query. All queries after and including the jth, until and including
the nth, will be as if the secret bit were 1. Note that during the game G, it is as
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if the secret bit were always 1, and during the game G, 11, it is as if the secret
bit were always 0.

One cannot expect the output of adversary Gen to have any of its original
properties since the behavior of the oracle has been changed. But nonetheless,
its output is a random variable on the domain {0, 1}. Suppose that the outputs
(as random variables) during games G, and G,+1 are computationally distin-
guishable, for some z in the range 1,2,...n.

This means there is an Algorithm Diff which can, with probability 1/2 + 6,
correctly guess which game has been played, and that 6 is non-negligible. Now
Algorithm Prim will play the primitive blockwise-adaptive game as follows.
First, it will execute Algorithm Gen, and receive its queries in the form (P, Q).
It will submit a query to its own oracle for each of these. For queries 1,2, ..., x—1,
it will be (P, P). For query z it will be honest, or (P, @), and for queries x, x +
1,...,n it will be (Q, Q). Finally if an n + 1th query is given, it will give up and
guess a bit equal to the value of a fair coin. It is easy to see that Prim only
makes at most one split query, and so does not violate the rules of the primitive
game. If the algorithm does not abort, Algorithm Gen will report a guess, and
this will be passed to the distinguisher Algorithm Diff.

Observe that if the secret bit of the primitive game is actually one, then G,
has been played. And if the secret bit of the primitive game is actually zero,
then G411 has been played. Since Algorithm Diff can distinguish between these
correctly with probability 1/2 + 6, then Algorithm Prim should guess 0 if Diff
returns G,+1 and 1 if Diff returns G,. Obviously Prim will be correct if Diff is
correct and there is no abortion, or correct half the time if there is an abortion.

Since the probability of an abortion is at most 1/2, then the advantage of
Prim is at least §/2. This is non-negligible, and so Prim can win the primitive
blockwise-adaptive game, which is a contradiction. Therefore G, and G, are
computationally indistinguishable, for all z in the range 1,2,...,n.

Note further that computational indistinguishability is transitive so long as
the sequence of objects compared is polynomial in length. Since Gen runs in poly-
nomial time, there are polynomially many queries, and so n is upper-bounded
by a polynomial. Therefore we can conclude, by transitivity, that G is compu-
tationally indistinguishable from G,,41.

But note, that G is the general blockwise-adaptive game with the secret bit
set to 1, and G,,41 is the same with the secret bit set to zero. Since Gen wins
the general blockwise-adaptive game with non-negligible advantage, it does in
fact distinguish between G; and G,, 41 in polynomial time and with probability
non-negligibly different from one-half. This is the required contradiction.

Therefore no such algorithm Gen can exist, and any system secure against
the primitive blockwise-adaptive game is secure against the general blockwise-
adaptive game as well.
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Abstract. In spite of growing importance of the Advanced Encryption
Standard (AES), the Data Encryption Standard (DES) is by no means
obsolete. DES has never been broken from the practical point of view.
The variant “triple DES” is believed very secure, is widely used, espe-
cially in the financial sector, and should remain so for many many years
to come. In addition, some doubts have been risen whether its replace-
ment AES is secure, given the extreme level of “algebraic vulnerability”
of the AES S-boxes (their low I/O degree and exceptionally large number
of quadratic I/O equations).

Is DES secure from the point of view of algebraic cryptanalysis? We do
not really hope to break it, but just to advance the field of cryptanalysis.
At a first glance, DES seems to be a very poor target — as there is
(apparently) no strong algebraic structure of any kind in DES. However
in [I5] it was shown that “small” S-boxes always have a low I/O degree
(cubic for DES as we show below). In addition, due to their low gate
count requirements, by introducing additional variables, we can always
get an extremely sparse system of quadratic equations.

To assess the algebraic vulnerabilities of DES is the easy part, that
may appear unproductive. In this paper we demonstrate that in this way,
several interesting attacks on a real-life “industrial” block cipher can be
found. One of our attacks is the fastest known algebraic attack on 6
rounds of DES. It requires only one single known plaintext (instead
of a very large quantity) which is quite interesting in itself.

Our attacks will recover the key using an ordinary PC, for only six
rounds. Furthermore, in a much weaker sense, we can also attack 12
rounds of DES. These results are very interesting because DES is known
to be a very robust cipher, and our methods are very generic. We discuss
how they can be applied to DES with modified S-boxes, and potentially
other reduced-round block ciphers.

Keywords: block ciphers, algebraic cryptanalysis, DES, s°DES, AES,

solving overdefined and sparse systems of multivariate equations, Elim-
Lin algorithm, Grébner bases, logical cryptanalysis, SAT solvers.

1 Introduction

According to Claude Shannon, breaking a good cipher should require “as much
work as solving a system of simultaneous equations in a large number of
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unknowns of a complex type” (see [43]). For example, the problem of key re-
covery in AES given one known plaintext can be written as solving a system
of 4000 multivariate quadratic equations, see [I4JI5]. In general, this problem
(called the MQ problem) is NP-hard, and solving this particular system remains
a very ambitious goal. Nevertheless, there is a growing body of positive results:
systems of equations that arise in the cryptanalysis of block, stream and public-
key encryption schemes, turn out to be — for some specific reason — efficiently
solvable, see [BRIT3T2RARTITRTITINZ0], to quote only some major results. Yet
the potential of efficiently solving certain multivariate systems of equations with
special properties is still underestimated in scientific community. For example,
in 2002, Courtois and Pieprzyk, have conjectured that sparse systems of equa-
tions are in general much easier to solve than dense systems of the same size.
In 2006, Courtois Bard and Jefferson have discovered that SAT solvers, but
also known Grobner bases algorithms such as F4, can in fact solve efficiently
very sparse systems of multivariate quadratic equations (dense MQ is a known
NP-hard problem) [T2]. To the best of our knowledge no researcher have so
far demonstrated such working cryptanalytic attacks on systems of multivariate
equations of comparable size. In this paper use very similar methods, but instead
of randomly generated sparse systems, we use systems of equations derived from
a real-life block cipher. With our methods, several interesting systems can be
solved in practice, despite their very large size.

The rest of the paper is organized as follows: In the next section we study
several methods of writing equations for DES. In Section 3 we summarise our at-
tacks, explain in detail important previous and related work, and give a complete
description of a couple of (best to date) attacks we did perform. In Section 4 we
compare algebraic cryptanalysis of DES to AES, and algebraic cryptanalysis to
differential and linear cryptanalysis. In Section 5 we show one example showing
attacks one of our attacks becomes easier, and can solve a system of equations
derived from as many as 12 full rounds of DES, when it has a large number of
solutions. We conclude in Section 6.

2 Algebraic Vulnerabilities of DES S-Boxes

Unlike AES, there is no special algebraic structure in DES S-boxes that makes
them particularly vulnerable. In most of this work, we treat them exactly as
any other S-box of the same size. These attacks should therefore also work on
DES with any modified set of S-boxes. For example, in Section we give
an example of algebraic attack on s°DES, a clone of DES [29]. Though s°DES
has been designed to be more resistant than DES against all previously known
attacks [29]), it appears to be visibly weaker against one of our attacks.

The S-boxes in DES have n = 6 inputs and m = 4 outputs. There are many
ways in which one can write I/O equations for these S-boxes. The speed and
the success of the algebraic attack will greatly depend on how this is done. In
our work we consider the following three classes of equations that, heuristically,
seem to be relevant to algebraic cryptanalysis:
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e Class 1. Low-degree multivariate I/O relations (cf. definition below),

e Class 2. I/O equations with a small number monomials (can be of high or
of low degree),

e Class 3. Equations of very low degree (between 1 and 2), low non-linearity
and extreme sparsity that one can obtain by adding additional variables.

We have tried several types of equations falling in one of the above cate-
gories, as well as a number of their combinations (merging equations from sev-
eral classes). We have computed and tested all the equations we consider in
this paper, (and some others), and most of them can be found and downloaded
from [g].

Very little is known about what approach would make an algebraic attack
efficient and why. In our simulations, though Class number 3 seems to be the
best choice, all the three do in fact give solvable systems of equations for several
rounds of DES. This in spite of the fact that some resulting systems of equations
are substantially larger in size. We anticipate that better methods for writing
DES as a system of equations should be proposed in the future. We consider that
the question which representation of a symmetric cipher is the most suitable for
algebraic attacks and why, is an important research topic in itself.

2.1 Low-Degree Multivariate I/O Relations

The following notion plays an essential role in algebraic attacks on LFSR-based
stream ciphers, see [I7/9] as well as for (at least) certain insecure block ciphers

[28121].
Definition 1 (The I/O degree, [9)3]). Consider a function f : GF(2)" —

GF2)™, f(z) =y, withx = (xo,...,Tn-1) , Y= (Y0, -+, Ym—1)-
The I/0 degree of f is the smallest degree of the algebraic relation

g(m()a oy Tn—15Y90,5 - - - 7ym71) =0
that holds with certainty, i.e. for every pair (z,y) such that y = f(x).

The minimum number (and frequently the exact number) of equations of some
type that do exist for one S-box can be obtained by applying the following
theorem:

Theorem 1 (Courtois [I5/I7)20]). For any n x m S-box, F : (z1,...,x,)
(Y1, -, Ym), and for any subset T of t out of 2™ possible monomials in the
x; and y;, if t > 2", there are at least t — 2™ linearly independent 1/0 equa-
tions (algebraic relations) involving (only) monomials in T, and that hold with
probability 1, i.e. for every (x,y) such that y = F(x).

Proof (sketch). All the monomials can be rewritten as a function of n variables
and their Algebraic Normal Form (ANF) belong to a GF(2)-linear space of
dimension 2". If the number of monomials in 7 is bigger than this dimension,
there will be at least ¢ — 2" linear dependencies among these ANF in n variables,
and the same linear dependencies will also hold for the original monomials. O
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First Example of Application of Theorem [I] to DES

For example, we can consider the equations of the following type:

kv + > BikTitiye + Y ViTiy; + > 8w+ Y €yi+1 =0
These equations are of degree 3. The total number of monomials that arise in

these equationsis t =n-m(m —1)/2+m-n(n—1)/2+nm+n+m+1 = 131.
By straightforward application of Theorem [Il we get:

Corollary 1. For any F(x1,...,76) = y1,--.,Ya (i.e. a 6x4 S-box), the number
of linearly independent equations of this type (belonging to Class 1) is at least:

r>t—2" =67.

Thus, for any 6 x 4 S-box (not only a DES S-box) there are at least r >
t — 2" = 67 such equations. In practice, for DES S-boxes, we get sometimes 67,
sometimes 68:

Table 1. The Actual Number of Equations Observed for Different S-boxes

DESS-box 1 2 3 4 5 6 7 8
r= 67 67 67 67 68 68 67 67

Fully Cubic Equations
We also consider fully cubic equations in the 10 variables x; and y;. We have

t=1+n+m)+(n+m)(n+m-1)/2+(n+m)(n+m—1)(n+m—2)/6 = 176,

and thus r > ¢t — 2™ = 112. Computer simulations give exactly 112 for all the 8
S-boxes of DES. The same numbers are obtained for sDES [29].

Remark: Three fully functional examples of equations for 6, 8 and 16-round
DES based on these (cubic) polynomials can be downloaded from [g].

I/0 Equations of Degree 4
We have t = 386, r > t — 2" = 322. We obtain exactly this many for each S-box.

Dense Class 1 Equations, Discussion

The equations we considered so far, are dense (as opposed to sparse) equations
in Class 1 of degree 2-4. Apparently the S-boxes of DES behave more or less as
random S-boxes of the same size. With the first type equations it seems that
we can still “distinguish” them from random. For fully cubic and higher degree
equations, no difference was observed, and we expect that there is no differen also
for other types of I/O low degree equations where ¢ is approximately above 131.

This is an important remark because it means that we do not expect that
algebraic attacks that use dense Class 1 equations, will be much less or much
more efficient on DES itself compared to versions with modified or random S-
boxes. However, for specific S-boxes, the equations may be very special, for
example more sparse.
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Sparse Cubic Equations

We can observe that not all cubic equations we found are dense. In this section we
give the number of very sparse cubic equations that we found for different DES S-
boxes. These equations have up to 8 monomials. We expect that even more sparse
cubic equations can be found. It is possible that replacing our 112 equations by
a smaller but particularly sparse subsystem of equations (if it uniquely defines
the S-box) gives better results in some attacks. Currently we do not know of a
convincing example.

Table 2. The Number of Sparse Cubic Equations Found for Different S-boxes

DES S-box 12 3 4 5678
HW <6,r=246 115102
HW <8r=38111317817

2.2 Quadratic Equations

Though no theorem guarantees their existence, for certain S-boxes, there also
exist quadratic I/O equations. Their number is not very large and they cannot
alone be used to mount an algebraic attack. In comparison, for s’DES [29], there
are more quadratic equations, but the number remains quite small and they these
equations taken alone do not uniquely define the S-boxes.

Table 3. Quadratic Equations Observed for Different S-boxes

S-box 12345678
DES 10051000
s°DES 33343333

Remark. For all above mentioned types of low-degree equations, it is possible to
delete some equations, for example taking every second equation. This leads to
systems that are smaller and less over-determined. This is expected to give worse
results in Grobner basis attacks. However in some SAT attacks, such smaller
systems seems to give slightly faster attacks, but we cannot say for certain.

2.3 Relations with a Very Small Number Monomials

These equations were first proposed and studied in [I8]. First, we study equations
that can be of arbitrary degree but that contain only one monomial. These are
called monomial equations in [I8]. For example z12225y3ys = 0. One should
note that we count 1 as a monomial and the equation xjxsx5y3y4 = 1 would be
counted as a binomial equation. We have studied and computed equations with
1,2, 3 and 4 monomials (cf. Table[]). Before we present the results, several things
should be noted. Since linear combinations may ruin the sparsity of equations
(maintaining sparsity is our focus), all these equations do not have to be linearly
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independent. Still, from our count of binomial equations we exclude those that
are trivial because they are linear combinations of simpler, monomial equations.
Similarly, from our count of trinomial equations we exclude equations that would
be a XOR of one monomial and one binomial equation, etc.. The number of
equations with 4 monomials is getting already quite large. However it is possible
to select among these equations, a smaller subset of equations and preferably
of lower degree (their degree is 10 at maximum). We have decided to limit the
sum of the degrees of the 4 monomials to 15 which also forces the overall degree
to be < 4 and to have at least one monomial of degree 3. For example, for
DES S-box S1, we have the following equation 0 = z[1)z[5]z[32] 4+ z[1]z[2]z[5] +
z[1)z[3]z[4]z[5]+x[1]x[5)y[31], Here, the bits are numbered not according to their
position in the S-box, but from 1 to 32, according to their position in the whole
round function of DES. The sum of degrees in this equation is 3+3+4+3 = 13.

In Table ] we give the number of equations of each type found for DES, and
compare it with results obtained for several randomly generated S-boxes of the
same size.

Remark 1. We observe that for a random S-box, the number of equations
of different types is rather strongly variable, On the contrary, all the DES S-
boxes give quite similar results and clearly these equations are a good method
to distinguish the DES S-boxes from a random function. We note also that
monomial equations have a curious property that, for a random S-box, it is not
totally unusual to have 0 such equations.

Table 4. Equations that Contain a Small Number of Monomials in DES

random DES S-box
S-box 1 2 3 4 5 6 7 8
1 monomial 0—463 170 140 179 145 207 154 153 173
2 monomials 233 — 524 360 385 322 362 303 345 379 329
3 monomials 1—112 123 125 56 66 74 115 81 99

4 monomials 1880 — 6106 716 608 771 567 484 543 750 448
4m; > deg <15 250—1053 87 73 104 57 86 104 94 75

Remark 2. When equations of this type are used alone to describe DES (es-
pecially with a single plaintext/ciphertext pair), and the key is computed by
an algebraic attack, they typically will not uniquely define the solution to the
system. This is because typically, when all y; = 0 and regardless the value of
x, these equations will all be satisfied (!). Though in some cases (by accident)
we still were able to recover the right key in our attacks, we advocate the us-
age of these equations in conjunction with some other equations that permit
the removal of spurious solutions to systems of equations. We observed that in
some cases, mixing these equations with our (more traditional and dense) Class
1 I/0O equations of degree 3, gave faster attacks than with our cubic equations
alone, but the improvement was contained within the natural variability margin,
therefore the interest of this method remains unclear.
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2.4 Equations with Additional Variables

Equations Related to Efficient Hardware Implementation. By adding
up to 52 additional variables per S-box and per round, it is possible to dra-
matically reduce the size of equations, increase their sparsity and decrease their
non-linearity. All equations will have either 0 or 1 nonlinear monomial. There
are many different methods to achieve this, and ours is directly derived from
the low-gate count non-standard representation of DES that has been developed
by Matthew Kwan, see [30]. These are our ”favorite equations” so far, and one
example of system of equations that contains all these (exact) equations we use
can be downloaded from [§]). In practice, we have observed a speedup factor
between 2 and 20 compared to the same attack done with the sets with 112
cubic equations per S-box.

Quadratic Representations with a Minimum Number of Added Vari-
ables. In the previous version, we add as many as up to 52 additional variables.
One can do much better and it is possible to see that, due to the size of the DES
S-boxes, by adding just one variable the degree of the equations collapses from
3 to 2. More generally we have:

Theorem 2. For every S-box with 6 input bits and 4 output bits, if we add any
additional variable that is defined by an arbitrary Boolean function of 6 input
bits, the number of linearly independent quadratic equations of degree 2 with
these 4 +6 + 1 = 11 variables is at least 3.

Proof (sketch). Following the same argument as in Theorem [ with 10+1
variables, (121) + 11 + 1 = 67 quadratic or lower degree monomials, while the
number of cases is 64. Therefore there are at least 3 quadratic equations.

We do not know a satisfactory choice for the additional variable to be added.
More research about quadratic representation of DES S-boxes is needed.

3 Our Attacks on DES

3.1 Summary

From our equations on the S-boxes, it is easy to write a system of multivariate
equations that describe the whole cipher. This system will be of degree 2, 3,
4 or more, depending on which equations we use for the S-boxes. This system
should have a unique solution (if it is not the case one should either fix some
variables or use some extra equations). Examples of such systems of equations
can be downloaded from [§].

Interestingly, though almost all researchers in cryptography we know, as well
as some computer algebraists, believe that there is no method whatsoever ca-
pable of solving (in practice) such systems of equations, we have discovered two
totally different families of methods (that are of very different nature) that both
work quite well.
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1. The first is a particularly simple elimination algorithm called ElimLin, which
can be see as a very simplified version of known Grobner bases algorithms.
It is fully described in Section [3.3]

2. The second is a simple and straightforward ANF to CNF conversion method
following [1l2]. For each monomial in the equations we add a dummy variable,
and CNF equations that relate it logically to variables and sub-monomials.
To encode long XORs we use additional dummy variables and obtain shorter
XORs. When the conversion is done, we obtain a large SAT problem, on
which we run MiniSat 2.0, a very efficient and one of the latest SAT solvers,
that is freely available on the internet with source code [35].

These methods can also be combined as follows: first we derive additional
equations (not always sparse) by ElimLin (or by using other methods such as F5
[24]), then we add these new equations with the initial (very sparse) equations,
then we run the ANF to CNF conversion and then MiniSat.

3.2 Related Work and What’s New

In the past, many researchers quite naturally wondered if DES could be broken
by solving a system of Boolean equations, see for example [44J26] and Section
4.3.2. of [23]. The idea was known as a method of “formal” coding. Unhappily,
most people worked with a “functional” approach to describing S-boxes and
whole rounds of the cipher. This is a very strong limitation that overlooks a
wide range of attacks, see [IT5I3828]. Nevertheless, at Crypto’85 Chaum and
Evertse looked at bits (and their linear combinations) inside the DES encryption,
that do not depend on some key bits (or their linear combinations), see [o]. If
a bit can be found that computed in the forward direction from the plaintext,
and computed from the ciphertext in the backwards direction, this bit gives an
equation that does not depend on some key bits. Such equations can be used
to speed-up the exhaustive search and for 6 rounds of DES, an attack 22 times
faster than brute force is reported. This can be seen as the first algebraic attack
on a reduced version of DES (our best attack will be faster).

The modern concept of algebraic cryptanalysis using arbitrary algebraic re-
lations, see [QUT5I3828] is much richer in possibilities and working attacks. Our
results should be compared with previous work on solving very large systems of
multivariate equations and to previous successful attacks on general block ciphers
with no special/algebraic properties such as in [5]. None of our solving methods
is completely new. The use of Grobner bases for solving systems of equations
derived from a cipher has become very popular since [I5], yet no convincing
attacks on block ciphers were reported so far. The use of SAT solvers to break
3 rounds of DES have previously been shown to be feasible by Massacci and
Marraro [33]. The authors of [33] call it “logical cryptanalysis” to emphasise the
“automated reasoning” view. We consider this to be a part of “algebraic crypt-
analysis” especially that we do not write SAT systems directly, but first write
multivariate low-degree equations, then work on general-purpose conversion. We
also consider that the methods of abstract algebra include and go beyond classi-
cal logic and reasoning. Unlike as in [33], our method — write equations, convert
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and solve — is very general and applicable to any block or stream cipher. It has
an interesting property that the equations can be combined with any set of “ad-
ditional” equations that are typically derived in Grobner bases-like and related
algorithms. SAT solvers may then be also used as a tool to complete any alge-
braic attack that does not work (sufficiently well) by itself, and this could be
interesting because SAT solvers make heuristic guesses based on “non-algebraic”
(but rather statistical) criteria.

Admittedly, the attack on 3 rounds of DES described in [33] is a very weak
attack (even knowing that it requires one single plaintext), and the authors
report “an abrupt jump in complexity” at 4 rounds. Maybe for this reason the
result remained almost unnoticed in the cryptographic community. Some time
after a preprint of this paper was written and circulated, Raddum and Semaev
proposed yet another, new and very different approach to algebraic cryptanalysis,
see [39040]. So far (as of September 2007, see [39]), their attack works only for
up to 4 rounds of DES, and it runs out of memory for 5 rounds. Our attacks on
DES are the first to be be faster than the (older) algebraic attack on 6 round of
DES [f]. Our methods are also clearly of much broader applicability.

The immediate contribution of this paper is to show that some very sparse
systems of multivariate low-degree equations over small finite fields derived from
industrial block ciphers can be solved in a matter of seconds on a PC. This by
both our conversion to SAT, as well as techniques in the line of Grébner bases
(in fact we only worked with extremely simple monomial elimination tools that
were however highly optimised in terms of memory management, and the order
of operations was rearranged to conserve sparsity). One can wonder to what
extent the systems we are solving here are special (i.e. weak)? It is very hard
to know what exactly makes systems efficiently solvable, but it appears that
sparsity alone will make systems efficiently solvable, both by SAT solvers and
classical Grobner bases methods, see [II2]. One may notice that in the past, a
reduction from the MQ problem to SAT, has been used to show that MQ was
NP-hard. And now, we see that the very same reduction method can be used to
solve very large instances of MQ that were believed intractable to handle.

3.3 Examples of Working Attacks on DES — Elimination Attacks

We start with a very simple yet remarkable algebraic attack that we call Elim-
Lin. The ElimLin function works as follows: we take the initial system (that is
of degree 2 or 3) and look if there are linear equations in the linear span of
the equations. If so we can eliminate several variables, by simple substitution
(by a linear expression). Then, quite surprisingly, new linear equations can be
obtained, and this can go on for many, many iterations. This process is repeated
until no more linear equations can be found. The order of variables is such that
the variables that appear in the smallest number of equations are eliminated
first, which helps to preserve sparsity. In addition, key variables are eliminated
only when no other variable can be eliminated.

ElimLin alone gives very good results, given its extreme simplicity. We write
a system of 112 fully cubic equations per S-box following Section 21l for 4
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full rounds of DES, and for one known plaintext. We fix first 19 key bits to
their actual values. And 37 remain to be determined. The time to compute 236
times 4 rounds of DES on our 1.6 GHz Centrino CPU can be estimated to be
about 8000 seconds. Instead, ElimLin takes only 8 seconds to find the correct
solution. Attacks on 5 rounds can still be (marginally) faster than brute force.
For example, with 3 known plaintexts and 23 variables fixed, we compute the
key in 173 seconds, compared to about 540 s that would be needed by a brute
force attack.

With eliminate ElimLin we did not go very far, but still we do two more rounds
than in [32]. We observed that strictly better results (in terms of feasibility)
can be obtained with XL algorithm and the so called T’ method [T4T5122], or
algorithms such as F4 or F5, however we do not report any results with these,
as they do not really go much further, and we feel that our implementation of
these still needs improvement, and the T’ method is not optimal (in particular
it computes the same equations many times). We have also tried ready packages
such as MAGMA [31] and Singular [41], and found that these systematically run
out of memory on our examples due to (apparently) lack of adequate support for
sparse elimination on large systems. In fact, this occurred even on some simple
examples we could solve completely with ElimLin in less than 1 hour.

Comparison to s?DES. The same attacks work on s°’DES and the attack on
5 rounds with 3 chosen plaintexts is about 8 times faster. This might be due to
the fact that for s°DES, a large subset of equations we use here are in fact of
degree 2, see Section 2.2

3.4 Examples of Working Attacks — Attacks with Conversion to
SAT

With a very simple early version of our ANF to CNF converter, we write a
system of quadratic equations with additional variables as described in section
24 We do it for full 6 rounds of DES, fix 20 key variables (it does not really
matter which) and do the conversion that takes few seconds. Then with the
latest version of MiniSat 2.0. with pre-conditioning we compute the key in 68
seconds while the exhaustive search would take about 4000 s. The complexity to
recover full 56-bit key by this attack is about 2% applications of reduced DES
(feasible in practice).

Remark: We have tried if either MAGMA [31] or Singular [41] could solve this
system of equations that we solve in 68 s. Both crash with out of memory message
after allocating nearly 2 Gbytes. The memory usage reported by MiniSat is 9
Mbytes.

Comparison to s?DES. Unhappily, we cannot apply this attack to s°DES,
because it is based on a special low gate count representation developed for DES
[30), and no such representation of s°DES is known. It would be interesting to
know if sDES that has been specifically designed to be more resistant than DES
against all previously known attacks [29]), is weaker than DES against algebraic
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attacks as our results in Section [33] seem to indicate, however it is certainly too
early to draw such a conclusion and more research on this topic is needed.

4 Algebraic Cryptanalysis: The Great Challenge

4.1 Are Large Systems of Very Sparse Low-Degree Equations
Solvable?

In our (best) system of equations in section B4 above, we have 2900 variables,
3056 equations and 4331 monomials. [ The system is very sparse and compact,
it has on average less than 1 non-linear monomial per equation. It is solved in
68 seconds.

We believe to be the first to show that such large systems of equations gener-
ated from a real-life cipher structure can be efficiently solvable. Obviously, not
every system with similar parameters is efficiently solvable, and clearly the secu-
rity of DES (as probably for any other cipher) against our attacks does quickly
increase with the number of rounds.

Comparison to AES. Nevertheless, the following question can be asked, can
we hope to break, say 6 rounds of AES by using SAT solvers? In comparison to
ours, the binary system of equations proposed by Courtois and Pieprzyk in [I5]
has 4000 equations and 1600 variables: it is in fact overdefined and may seem
easier to solve. Very unhappily, this system has substantially more monomials,
about 137 - 200 = 27400, much more than a few thousands P

4.2 Algebraic vs. Linear and Differential Cryptanalysis

Our vision of cryptanalysis changes each time a new cipher is considered, and
each time we discover a new powerful attack. In the past DES has been thor-
oughly cryptanalysed by linear and differential cryptanalyses for up to 16 rounds.
In this context our results may appear quite insignificant. On the contrary, we
believe that, our results are interesting and this for several reasons.

First, we can recover the key given one single known plaintext. A tiny amount
of data needed by the attacker is maybe the most striking feature of algebraic
cryptanalysis. This is a rare and strong property of algebraic attacks, very few
attacks that nave this property were ever proposed. It is precisely the reason why
algebraic attacks are potentially very devastating, and this however immature
and inefficient they are today. For example, from one single MAC computed by

1 Some equations are linear and if we eliminated them, we would have 1298 variables,
1326 equations and 10369 monomials. It would become less sparse (15 monomials
per equation on average) but still very sparse. We don’t do this, it makes the attack
run slower.

2 Another system of equations that describes the whole AES have been proposed
by Murphy and Robshaw [37], and it contains on average less than one non-linear
monomial per equation. This is very similar to ours, however their system is over
GF(256), not over GF(2).
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an EMV bank card with a chip that is printed on a customer receipt, one would
recover the key of the card, and from this single key, the master key of the issuing
bank that could be used to make false bank cards. Luckily, there is no reason to
believe that this could happen in a foreseeable future.

Nevertheless, we contend that it is inappropriate to compare algebraic crypt-
analysis with linear and differential cryptanalysis and claim it is slower. In a
certain way, linear and differential cryptanalysis became the reference as a by-
product of our incapacity to ever find any attack on DES, that would be better
than exhaustive search in a realistic setting. Algebraic cryptanalysis, while still
not very powerful and unable to break full DES, does slowly emerge as more or
less the only branch of cryptanalysis that may work in real life (i.e. when very
few known plaintexts are available, not 240 plaintexts). We suggest that attacks
that require only a very small number of known plaintexts should be consid-
ered as a research topic of its own right. They should mainly be compared only
to other attacks of this type. Moreover, if we can agree that for DES algebraic
cryptanalysis is currently no match compared to classical attacks, we may as well
argue that actually none of these attacks are of practical importance. Both types
of attacks (algebraic vs. classical ones) represent the current state of research in
cryptology, and yet it is the algebraic cryptanalysis that is new and can still be
improved a lot. (It will already improve just by using better SAT solvers and
more powerful computers. For some systems we have observed a speed-up of a
factor 8 between MiniSat version 1.4 and 2.0.)

One should also note that, the situation that we have for DES could be very
different for AES. Since AES is, by design, very strong against differential and
linear cryptanalysis, the number of rounds is accordingly quite small in AES, and
the threat is indeed that some form of algebraic cryptanalysis could give better
results for this cipher (comparatively to linear and differential attacks). However,
since the initial attack proposal [I4T5], it seems that no visible progress is being
made in this direction. Our feeling that, before attacking AES, we need to learn
much more about algebraic cryptanalysis, and try it on many other ciphers. This
was the main motivation of the present paper.

5 Algebraic Cryptanalysis as a Tool for Studying Ciphers

In this paper we demonstrated that algebraic (and logical) cryptanalysis is a
tool for key recovery capable of finding the best known attack on 6 rounds of
DES given 1 known plaintext. There are other interesting applications. One
should be able to use it to solve many other problems that arise in cipher design
such as detecting weaknesses, special properties, weak keys, finding collisions,
second pre-images, long-range impossible differentials etc.. In the past, these
tasks were done manually by a cryptanalyst. In the very near future, these
should be automated.
We provide one simple example.
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5.1 A Special-Property Finder on Full 12 Rounds of DES

Let ¢0123456789ABCDEF’ be a fixed DES key (one that we did not choose to
be weak or have some special property). We want to find an “educational” ex-
ample of differential cryptanalysis for the first 12 rounds of DES with difference
(001960007, ©00000000°), that comes from the best existing differential char-
acteristic for DES, see [10]. It is known that this difference is reproduced after
two rounds with probability exactly 278, regardless the value of the key. The
naive method to find a sample plaintext for which this difference holds through-
out the whole computation is exhaustive search. For 10 consecutive rounds it
requires about 2*' reduced DES computations and we estimate that it would
take about 4 days on our laptop. For 12 consecutive rounds it requires about 249
reduced DES computations which would last for about 3 years.

An algebraic approach to this problem is obvious: we can write this problem
as a system of equations that has many solutions (we expect approximately 224
and 216, respectively). We have tried this approach. By using our (last) quadratic
and very sparse representation of the S-box, and by converting it to SAT, we
have managed to find a desired solution. For 10 rounds this is particularly easy,
we do it in 50 seconds while in addition fixing 6 additional variables to values
chosen by us (many different solutions can thus be obtained). For 12 rounds it
is harder to do, and the solution was found in 6 hours (instead of 3 years). For
example, one can verify that the plaintext ‘4385AF6C49362B58° is a solution to
this problem for 12 rounds and the key ¢0123456789ABCDEF’.

Thus we are able to find a special property of 12 rounds of DES within a
time much much smaller than the inverse of the probability of this property.
This is a nice and unexpected result with unclear ramifications. The system of
equations is very similar that in key recovery attacks, yet due to the multiplicity
of solutions, it is much easier to solve and we could do it on a laptop PC for as
many as 12 rounds. It is not a key recovery attack, but could be treated as a
weak “certificational” algebraic attack on 12 rounds of DES.

5.2 Discussion

This attack is open to interpretation and discussion. How do we perceive and
interpret a cryptographic attack greatly depends on how it compares with other
attacks. This perception may change when we discover new attacks (for example,
it would change if somebody have found another attack that would achieve a
similar speed-up). Here is our current interpretation of this result. We encourage
other researchers to challenge this interpretation.

DES with 12-rounds can be treated and used as a pseudo-random permuta-
tion generator. We have found a new weakness of this generator and this w.r.t.
attackers disposing of a very low computing power (e.g. only 50 seconds on a
PC for 10 rounds).

Thus far it was known that DES had a particular property w.r.t. differential
cryptanalysis that happens with a small probability and that can be detected
when treating it as a “black box”. In a “glass box” scenario, when the key and
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the algorithm is known to the attacker, plaintexts that have these properties can
be detected and generated much faster. DES with 12 rounds cannot be treated
as a “black box” or “random oracle” or “random cipher”. We expect that our
attack works for every possible DES key.

From differential cryptanalysis (a basic and naive application of it, could be
improved) we already knew that DES with 12 rounds cannot be treated as a
“black box” by an adversary that can do 24 queries to the oracle. We also knew
that it cannot be treated as a “black box” when the adversary can carefully
choose the key — this is because DES has some weak keys (and there is also the
complementation property). Here we learn that it cannot be treated as a “black
box” when the key is random, and known to the adversary: the adversary can
do more things than just implement 12 rounds of DES and experiment with it.
The adversary does not have to be very powerful. He doesn’t need to make 24°
queries to the oracle, and he needs a rather small computing power that is no
match for computing answers for these 249 queries. To summarize, DES with up
to 12 rounds is not a very good permutation generator even against adversaries
with very limited computing power.

5.3 Future Research

We believe that many other results of this kind can be obtained by our (and sim-
ilar) methods. In particular, it appears that SAT solvers are particularly efficient
in solving problems that have many solutions as demonstrated in recent work on
hash function cryptanalysis with SAT solvers [36]. In general, we expect that it
should be also possible to break certain hash functions and MACs by algebraic
and/or logical attacks similar to ours, or in combination with other methods.
It should be also possible to answer many questions such as, for example: given
a block cipher, is there a choice of a subset of key bits to be fixed such that
there will be a differential true with probability 1 for 4 rounds. In some cases
the attack would just consist of running ready computer packages designed to
efficiently solve SAT instances or/and systems of multivariate equations and may
require very little human intervention.

6 Conclusion

In this paper we show that in many interesting cases, it is possible to solve in
practice very large systems of multivariate equations with more than 1000 un-
knowns derived from a contemporary block cipher such as DES. Several methods
were considered, and our best key-recovery attack allows one to break in practice,
up to 6 complete rounds of DES and given only 1 known plaintext. Very few at-
tacks on realistic ciphers are known that work given such a low quantity of plain-
text material. At the same time, our approach is extremely general. It is clearly
possible to use it to find algebraic attacks of this type in an automated way
starting from the very description of a symmetric cipher, and without the neces-
sity to find any strong property or particular weakness. This opens new avenues
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of research which is rich in possibilities (there are many different representations
of the S-boxes) and in which experimentation is an essential ingredient.

Until now, direct attempts to attack block ciphers with Grobner bases have
given very poor results. In 2006 Courtois proposed a general strategy for “fast”
algebraic attacks on block ciphers [I0]. We need to avoid methods such as
Grobner bases that expand systems of equations to a larger degree (e.g. 4 or
5) and then solve them. Instead, we need to find methods to produce systems
of equations that, though may be much larger in size, can be nevertheless much
easier to solve and by much simpler techniques, without time and memory-
consuming expansion. Here, linear algebra and known elimination techniques
need to be complemented with heuristics that take advantage of and (to some
degree) preserve sparsity. Then, for attacks such as [10] and in the present paper,
it appears that current Grobner bases techniques are no match compared much
simpler techniques such as ElimLin.

For DES (and also for KeeLoq, see [I1]) it appears that the fastest algebraic
attacks currently known are those obtained with modern SAT solvers. Our spe-
cific approach is to write problems algebraically and work on conversion. This
allows methods from both families to be combined in many ways. By just the few
simple working examples we give in this paper, we have considerably enlarged
the family of algebraic cryptanalytic methods that are available to researchers.

Another interesting contribution of this paper is to point out that while the
performance of algebraic elimination methods is usually greatly degraded when
the system of equations has many solutions, SAT solvers in fact can benefit from
it. This potential remains largely unexplored, and may lead to interesting results
in cryptanalysis of hash functions and MACs. As an illustration we computed a
special property of 12 full rounds of DES.

It should be noted that we ignore why some systems of equations are efficiently
solvable. We just demonstrate that they are. It is certainly an important topic for
further research to understand why these attacks actually work, but it would be
wrong to believe that only attacks that are well understood should be studied
in cryptology. This is because the number of possible algebraic attacks that
can be envisaged is very large: one finite DES S-box can be described by a
system of algebraic equations in an infinite number of ways, and the attacks
that should be studied in priority are the fastest ones, not the ones for which a
nice mathematical theory already exists such as Grobner bases. Moreover, if one
does not experiment, or if one only studies attacks that are faster than linear
and differential cryptanalysis, then some important attacks on block ciphers will
never be discovered.
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Abstract. To deliver real world cryptographic applications, we are in-
creasingly reliant on security guarantees from both the underlying math-
ematics and physical implementation. The micro-processors that execute
such applications are often designed with a focus on performance, area
or power consumption. This strategy neglects physical security, a fact
that has recently been exploited by a new breed of micro-architectural
side-channel attacks. We introduce a new attack within this class which
targets the use of low power cache memories. Although such caches offer
an attractive compromise between performance and power consumption
within mobile computing devices, we show that they permit attack where
a more considered design strategy would not.

1 Introduction

Side-channel Analysis. Advances in cryptanalysis are often produced by
mathematicians who seek techniques to unravel the hard problems on which
modern cryptosystems are based. Attacks based on the concept of physical se-
curity move the art of cryptanalysis from the mathematical domain into the
practical domain of implementation. By considering the implementation of cryp-
tosystems rather than purely their specification, researchers have found they can
mount physical attacks which are of low cost, in terms of time and equipment,
and are highly successful in extracting useful results.

Side-channel attacks are based on the assumption that one can observe an
algorithm being executed on a micro-processor, for example, and infer details
about the internal state of computation from the features that occur. Ignoring
the field of active fault injection attacks, a typical side-channel attack consists
of a passive collection phase, which provides the attacker with profiles of execu-
tion, and an analysis phase which recovers otherwise secret information from the
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profiles. The execution profile might be collected via mediums such as timing
variation [20], power consumption [2I] or electromagnetic emission [8]. Consider-
ing power consumption as the collection medium from here on, attack methods
can be split into two main classes. Simple Power Analysis (SPA) is where the
attacker can only collect one profile and is required to recover secret information
by focusing mainly on the operation being executed. In contrast, Differential
Power Analysis (DPA) uses statistical methods to form a correlation between a
number of profiles and secret information by focusing mainly on the data items
being processed. Approaches to defending against both these attack paradigms
are increasingly well understood on a case-per-case basis, although the poten-
tial for delivery of a panacea via provably side-channel secure implementation
is still unclear. It is obvious however that a trade-off exists between efficiency
and security. That is, the methods that are viewed as most secure in this setting
often introduce the highest performance overhead. Therefore, as in the study of
theoretical cryptography, reasoning about and achieving required security levels
for the lowest computational cost is an ongoing research challenge.

Micro-architectural Side-channels. The design of micro-processors can be
very coarsely split into two separate tasks: the design of an Instruction Set Archi-
tecture (ISA) which defines an interface between a program and the processor,
and the design of a micro-architecture by which a particular processor imple-
mentation realises the ISA. This separation implies that there are many valid
micro-architectural choices for a single ISA; example ISA designs such as MIPS32
exploit this to allow compatible processors with vastly different characteristics
for different markets.

The freedom to make micro-architectural decisions that provide an advantage
in terms of a particular design goal is a powerful tool. However, an advantage for
one goal often implies a disadvantage for another; for example it is hard to improve
performance without an impact on area or power consumption. In the resulting
struggle for compromise, physical security is often relegated to a second-class goal
without direct consideration. As understanding of attack and defence techniques
has evolved, the field of side-channel analysis has recently been extended to in-
clude use of micro-architectural features in the processor under attack to directly
provide execution profiles. For example, one might make the micro-architectural
decision to use cache memory within a processor design. This feature is transpar-
ent to a program running on the processor but can produce data dependent timing
delays which are both observable and usable by an attacker.

This is both an interesting and a worrying development which has sparked
a slew of recent research. It impacts directly on systems, such as those pro-
viding trusted computing or Digital Rights Management (DRM), which might
be otherwise strictly analysed and protected against security vulnerabilities via
sand-boxing techniques.

Main Contributions. The increasing ubiquity of mobile computing devices has
presented practical cryptography with a problem. On one hand mobile devices
are required to be as compact and resource conservative as possible; on the other
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hand they are increasingly required to perform complex computational tasks in
a secure way. This challenge has resulted in a number of micro-architectural
proposals to reduce power consumption while maximising performance. Focusing
on low power cache memories, the main contribution of this paper is a micro-
architectural side-channel attack that targets this compromise. In simple terms
the result shows that deploying certain low power cache memories within a micro-
architectural design allows the attack, using a standard cache memory does not.
We posit that in order to nullify this genre of attack, it is vital to accept and
adopt an altered processor design strategy that may result in an impact on
performance but will consider security as a first class requirement.

The paper is organised as follows. In Section 2] we give a thorough overview
of current research on micro-architectural side-channel attack and defence. In
Section [3] we recap on the implementation and physical security of RSA. We
then describe two styles of low power cache memory design in Section [ each of
which has been feted for use in the same sort of mobile computing devices most
open to side-channel attack. Finally we present our attack methodology, a set
of simulated results and proposals for countermeasures in Section B followed by
concluding remarks in Section [Gl

2 A Survey of Micro-architectural Side-Channels

2.1 Active and Passive Monitoring

Traditionally, side-channel attacks have been distinguished from fault attacks by
the role of the attacker. In a side-channel attack the attacker passively monitors a
target processor to collect execution profiles that occur normally, in a fault attack
the attacker actively tampers with the target device to disrupt execution. The
passive monitoring of side-channel attacks is usually external to the processor.
That is, no access (beyond perhaps depackaging) is required to the internals
of the device via either software or hardware; for example, monitoring power
consumption can be achieved by tapping the power source outside the package.

Some micro-architectural side-channel attacks have focused on a new moni-
toring paradigm that has proved to be both interesting and powerful. Roughly
speaking a so-called spy process S is executed on the target device concurrently
with the process P that is under attack. A multitasking Operating System (OS)
rapidly switches between S and P allowing S to inspect the micro-architectural
state of the processor after execution of P; this is primarily because said state
is shared between all running processes. If any changes in the shared state are
correlated to secret information held in P, it is possible that S can recover it.
This attack paradigm might be viewed separately from traditional side-channel
attacks in the sense that it is no longer entirely passive. That is, the attacker
must have some necessarily active means by which to execute S on the target
device. This alone might limit the appeal of the paradigm in that such a system
might already be viewed as insecure at this stage. Furthermore, execution of S
places an artificial computational load on the target device. This load is of a
fairly special form: S typically runs in a tight loop performing few or no system
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or library calls. This is somewhat atypical behaviour on relevant platforms, for
example web-servers, and as a result one might expect to successfully deploy
some form of intrusion detection.

To distinguish the two, we term the method of collecting execution profiles
used by traditional side-channel attacks and those using a concurrent spy process
passive-monitoring and active-monitoring respectively.

2.2 Cache Memory Based Attacks

A cache is a small area of fast storage and associated control logic which is placed
between the processor and main memory; for an in depth description see [26],
Chapter 5]. The area of storage is typically organised as a number of cache lines,
each of which comprise a number of sub-words that are used to store contiguous
addresses from main memory. Since the cache is smaller than main memory, it
stores a sub-set of the memory content. As a result of locality in the incoming
address stream, the cache reduces the load on the rest of the memory hierarchy
by holding the current working set of data and instructions. Accesses that are
serviced by the cache are termed cache-hits and are completed very quickly;
accesses that are not held by the cache are termed cache-misses and take much
longer to complete since main memory must be accessed. Since locality should
guarantee more cache-hits than cache-misses, performance of the average case
application is improved. However, given that many addresses in memory can
map to the same location in the cache, data items can compete for space and
evict each other; this is termed cache interference or contention.

Historic notes on the implications of data dependent timing variation as a
result of cache behaviour can be found in the literature [15J28]. However, the
study of cache behaviour in the context of security gained pace with the birth of
side-channel analysis as a research topic within cryptography. Specifically, one
finds that Kocher [20] looked at the effect of memory access on execution time,
and Kelsey et al. [I8] predicted that the timing dependent behaviour of S-Box
access in Blowfish, CAST and Khufu could leak information to an attacker. This
was followed with more concrete attacks on DES by Page [25], who assumed
cache behaviour would be visible in a profile of power consumption, and Tsunoo
et al. [29030] who simply required that an attacker timed the cipher over many
executions. Further break-throughs were made by Bertoni et al. [10] and Bern-
stein [9] who applied power and timing analysis attacks to AES. The former work
shows cache behaviour is observable in a power trace (although using some sim-
plifying assumptions), the latter shows that attacks can be mounted remotely;
both further magnify the danger of cache attacks in an operational context.
The issue of exploiting cache based vulnerabilities remotely was further stud-
ied by Aciigmez et al. [6]. Finally, Percival [27] demonstrated an attack against
CRT based RSA utilising the Hyper-Threading capability of Intel Pentium 4
processors but essentially relying on cache behaviour as a means of leaking in-
formation. Osvik et al. [23] extended this by applying the active-monitor attack
paradigm (rather than concurrent hyper-threads), which allows one process to
spy on the cache behaviour of another and thus make deductions about inter-
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nal, secret state. Although various defence methods have been proposed [24I13],
attack methods using both data caches [I2ITTJ3] and instruction caches [1] are
an active research area.

2.3 Branch Prediction Based Attacks

As a result of pipelined processor design, branches in control flow (such as loops
or conditionals) represent a significant performance penalty. During the period
between when a branch instruction is fetched into the pipeline and when it is
executed, the fetch unit potentially stalls because it cannot be sure where to
fetch instructions from: either execution progresses to the next instruction or
the (unknown) branch target. The use of speculative execution helps to mask
the resulting performance penalty. Essentially the processor makes a prediction
of whether the branch will be taken and if so, where the branch target is. If the
guess is correct then execution can continue with no penalty, if the branch is
incorrect the pipeline content must be emptied of invalid instructions at some
cost. A central requirement of efficient processor design is effective prediction
of whether if branch will be taken or untaken, and prediction of the branch
target address where execution continues if the branch is taken; for an in depth
description see [26, Chapter 3].

Prediction of the branch target is often achieved using a Branch Target Buffer
(BTB) which is a specialised form of cache memory: for a given address (i.e.
where a branch is located) it stores the likely branch target. Like cache memory,
use of the BTB can produce data dependent timing variation during program
execution. Namely, if a BTB entry for a given branch is not present the processor
is forced to make an uninformed prediction and potentially updating the BTB.
Recent work by Aciigmez et al. [5l[4] takes advantage of this feature by forcibly
evicting BTB entries and using the resulting behaviour to reason about the
direction of the branch and hence the program control-flow. Their work is similar
in concept to Osvik et al. [23] in that they use a spy process to inspect the state of
the branch prediction mechanism. Unlike attacks using the data and instruction
caches, attacks against the branch prediction mechanism are easier to defend
against using program transformations; see for example proposals by Agosta
and Pelosi [7] and Aciigmez et al. [2].

3 Power Analysis Attacks on RSA

Many public key cryptosystems make use of arithmetic modulo some number
N. In particular, encryption and decryption operations in RSA is achieved using
a modular exponentiation composed from a series of modular multiplications.
The so-called Montgomery representation [22] offers an efficient way to perform
such arithmetic. To define the Montgomery representation of x, denoted xjy,
one selects an R = b* > N for some integer ¢; the representation then specifies
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Algorithm 1. The CIOS method for Montgomery multiplication

Input: An [-bit modulus N = (ns—1,ns—2,...,n0), operands A = (as—1,as—2,..., Qo)
and B = (bs—1,bs—2,...,b0) in the range [0, N — 1], precomputed factor ny =
—ng ' mod 2.

Output: Montgomery product P = A- B -2~ mod N.

1: P+—0

2: fori=0tos—1do

3 u<0

4: for j=0tos—1do

5 (u,v) «—pj +aj-b; +u
6: pj — v

7:  end for

8  (u,v) —ps+u

9: Ps v

10: psp1 —u

11: g < po - ng mod 2%
122 (u,v) <~ po+mno-q
13: forj=1tos—1do

14: (u,v) —pj+nj-q+u
15: Pj—1 <V
16: end for

170 (u,v) «— ps+u

18: Ps—1 <V

19: ps < pst1t+u

20: end for

21: if P > N then P «— P — N end if
22: return P

that xps = 2R (mod N). To compute the product of x5, and yys held in Mont-
gomery representation, one interleaves a standard integer multiplication with
an efficient reduction technique tied to the choice of R. We term the conglom-
erate operation Montgomery multiplication. Algorithm [I] outlines the so-called
Coarsely Integrated Operand Scanning (CIOS) method which is regarded as the
most efficient way to realise Montgomery multiplication. In the following, long
integer numbers are represented as an s-word array of word size w.

To perform RSA encryption, one uses a public key e and an [-bit modulus
N to transform a plaintext message P into a ciphertext C' by computing C' =
P°mod N. To decrypt, the corresponding private key d is used to recover the
plaintext by computing P = C? mod N. A basic technique to realise the modular
exponentiation operation, in combination with Montgomery arithmetic, is the
square-and-multiply method in Algorithm 2l Note that only when k; = 1 is the
multiplication step performed; since k is secret during RSA decryption this can
present a problem in that the control flow depends on the exponent. In [34], the
authors describe differential power analysis attacks to reveal k when using the
square-and-multiply technique within RSA.
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Algorithm 2. The square-and-multiply algorithm for exponentiation
Input: An integer M and an I-bit exponent k = (ki—1,ki—2,. .., ko).
Output: X = M*,

1. X — M

2: fori=1—2to 0do
3 X — X2

4: if k; =1 then

5 X—X-M

6: end for

7: return X

3.1 A Single-Exponent, Multiple-Data (SEMD) Attack on RSA

The SEMD attack [34] assumes that the cryptographic device performs modular
exponentiation with both the secret exponent under attack and some publicly
known exponent. Comparing the resulting power profiles allows the attacker to
draw conclusions about the secret parameter. In order to average out the noise
components on a real cryptographic device, the attacker collects m profiles,
denoted by S;, and computes the mean power profile

S
S:m;&.

where S and P denote the mean power profiles for exponentiation with the secret
exponent and the known exponent respectively. A zero value in the difference
signal D = S — P indicates that the same operation is performed within the
exponentiation, whereas a nonzero value means that different exponentiation
operations are executed.

3.2 Multiple-Exponent, Single-Data (MESD) Attack on RSA

In a MESD attack [34], the secret exponent is revealed using an iterative, bit-
by-bit method. We assume that the attacker is in a position to perform modular
exponentiation of a constant value M with arbitrary exponents of his choice.
The basic idea for the MESD attack is sketched in Algorithm

In the first step, we collect the power profile Sy; of a modular exponentiation
using the secret exponent. In each iteration we try to recover the i-th bit of the
secret exponent under the assumption that we have successfully recovered the
first 4 — 1 bits. Variable g keeps track of the correct guesses until the (¢ — 1)-th
bit. Next, the attacker sets the i-th bit of g to 0 and 1 respectively, and collects
the corresponding power profiles Sy and S;. Depending on which of these two
power profiles correlates best with Sy, reveals another bit of the secret exponent.
For instance, the attacker could compute the difference signals Dy and D; to
correlate the power profiles:

D():gM—go and D1ZSM—S1
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Algorithm 3. An algorithm for a Multiple-Exponent, Single-Data (MESD) attack
against the square-and-multiply algorithm
1: M <« random integer value

2: Collect Sy

3: g0

4: fori=1—-2to 0 do

5. Set g; = 0 and collect Sy

6: Set g; = 1 and collect St

7:  Compare So and S1 to Sis

8 Decide which guess correlates best with Sys
9:  Update g with the correct guess

10: end for

11: Return g

In so doing, the difference signal obtained with the correct guess remains zero for
a longer time. At the end of the attack, the variable g holds the secret exponent.

3.3 Zero-Exponent, Multiple-Data (ZEMD) Attack on RSA

It is assumed that the attacker can exponentiate random messages M with the
secret exponent e and collect the resulting power traces [34]. The attack itself
proceeds in a similar fashion as the MESD attack. In each step we guess the i-th
bit of the secret exponent, assuming that the first ¢ — 1 bits have been recovered
correctly. Unlike in a MESD attack, where the reference power profiles for both
guesses are generated with the real cryptographic device, the attacker has to be
able to simulate the intermediate results of the square-and-multiply algorithm.

4 Low Power Cache Memory Design

Beyond the threat of power analysis attacks, power consumption plays an im-
portant role in mobile and ubiquitous computing devices. For a processor within
a mobile telephone, low power consumption is a good selling point; within a
device such as a sensor node it is a vital operational characteristic. This has lead
to significant research into low power design and manufacturing techniques. The
design of low power memory hierarchies is a specific area of interest given that
memory, cache memories in particular, form a significant component in overall
power consumption.

The overall power consumption in SRAM caches can be divided into dynamic
and static components. Dynamic power dissipation occurs when a logic gate
switches from one state to another only; static power is dissipated by every
logic gate independent of its switching activity. Originally the dynamic com-
ponent dominated the overall power consumption. However, as transistors have
become smaller, and hence their density has increased, static power dissipation
has started to have a major impact on the overall power consumption. In fact,
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static leakage is expected to dominate the total power consumption of future
processor generations.

Although there are many approaches to reduce power dissipation in cache
memories, the gated-Vy4 technique suggested by Powell et al. [31] and the drowsy
cache design of Flautner et al. [I4/I9] are attractive. Considering data caches
only from here on, memory cells in a gated-V, structure can be forced into a
low power mode using an extra high threshold transistor that disconnects the
power supply to the cell. Figure [Il shows the implementation of a conventional
6-T memory cell using a PMOS gated Vy, transistor in the power supply path.
In case that the memory cell is not used, the gated V4 transistor simply turns
off the power supply to the memory cell. While this technique is effective in
minimising power dissipation, the information stored in a cell is not preserved;
the design is referred to as a non-state-preserving cache. In [I4J19], Flautner et
al. introduce an alternative, state-preserving technique. Lines within a drowsy
cache are constructed using memory cells capable of operating in a normal mode,
where they can be freely read or written to, and a drowsy, low power mode where
they retain their state but need to be woken before any access can occur. Such
a drowsy memory cell is realised by introducing two extra PMOS transistors in
the power supply path of a standard 6-T memory cell as illustrated in Figure 2l
Depending whether the memory cell is in use or not, either the normal supply
voltage or the low supply voltage is passed to the memory cell. Both gated-
Viq and drowsy caches switch cache lines into the low power according to some
policy [14, Section 2]. Two basic approaches can be identified: the “simple”
policy powers down all cache lines in a periodic manner, the “no access” policy
only switches caches lines into low power mode that have not been accessed in
a specified number of cycles.
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Unlike in a gated-Vyy structure, where a deactivated cell line is fully discon-
nected from the power supply, a cell in a drowsy cache switches from the power
supply Vg4 to a lower power supply when put into low power mode. There-
fore, a cache line in low power mode dissipates less leakage with the gated-Vyq
technique. However, due to its non-state-preserving nature accessing a powered
down cache line in a gated-Vy4 structure causes a cache miss. Such a cache
miss involves access to the second level cache, which in turn is costly in terms
of power dissipation and execution time. As a consequence, one might assume
that drowsy caches outperform gated-Vy4 caches thanks to its state-preserving
property. However, Li et al. [32] disprove this assumption by comparing the two
techniques under discussion. The results indicate, that under certain operating
conditions its preferable to use the non-state-preserving technique.

5 Low Power Cache Memory as a Side-Channel

Assume that some mobile computing device with a low power cache uses the
square-and-multiply method to realise RSA encryption and decryption oper-
ations. We claim that such a device is vulnerable to a power analysis based
side-channel attack as a direct result of the low power cache behaviour. We
use simulated devices equipped with gated-V;4 and drowsy caches as targets to
investigate two attacks.

5.1 Using the Gated-V 4 Cache for Attack

To provide a simulation platform for the non-state-preserving, gated-V;, cache
we used Sim-Panalyzer [33], an architectural level cycle accurate power estima-
tor built using the SimpleScalar [36] framework. We modified Sim-Panalyzer to
simulate a L1 gated-V;4 data cache using the “simple” policy. That is, all cache
lines are periodically switched into a low power mode independent of the data
access pattern. To best model the type of processor within a mobile comput-
ing device, we forced Sim-Panalyzer to issue instructions in-order; the L1 data
cache consisted of 512 lines, each of 16 bytes, and was 4-way set-associative.
Based on the CIOS method for Montgomery multiplication, we implemented
RSA exponentiation for [ = 1024 with a word size w = 32.

Figure [3] shows the output of our simulation platform while executing such
an exponentiation. In this fragment, two sequential squarings are executed at
the start of the exponentiation; we have that the exponent is of the form e =
(1,0,...). One can identify a periodic group of peaks in power consumption that
are caused by memory accesses after all cache lines have been put into a low
power mode. In Figure @ the same fragment of the power profile is pictured
except that the exponent is altered so that a multiplication operation is exe-
cuted where before we had a squaring; we have that the exponent is of the form
e=(1,1,...). Comparing these two power profiles to each other, one can clearly
detect eight additional peaks, labelled 8; ... 68g, in Figure @ Algorithm [ pro-
cesses one operand on a word-by-word basis, each word is then multiplied with
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Fig. 4. A power profile fragment for a squaring followed by a multiplication

all the words of the other operand to create the partial products. Assume all
cache lines are switched into low power mode before we compute the CIOS al-
gorithm. Initially only one operand is loaded into the data cache. In contrast to
a squaring operation, the multiplication requires a second operand to be loaded



Cryptographic Side-Channels from Low Power Cache Memory 181

consecutively into the cache as the algorithm proceeds. Hence, the peaks 67 . .. 0s
are caused by eight accesses to the L2 cache so that the second operand can be
loaded into the L1 cache.

Based on this observation that the cache offers a way to distinguish between
squarings and multiplications, one can easily mount a side-channel attack to
recover the secret exponent. We wrote a script that performs the steps in Algo-
rithm [3] using the output of our simulation platform to provide power profiles.
The noiseless environment allows us to collect useful power profiles S; for an
arbitrary exponent with just one simulation. At each iteration, we assume that
the first © — 1 bits of the exponent are correct and generate two power profiles
So and S; with Sim-Panalyzer where the i-th bit is set to 1 and 0 respectively.
We compare both power profiles to the power profile Sy; of the secret exponent
using the correlation function in Matlab, repeating the process until we have
successfully recovered the whole secret exponent.

5.2 Using the Drowsy Cache for Attack

Recall that with a state-preserving cache no cache misses occur when accessing
cache lines in low power mode. In order to attack such a cache structure we study
the static power dissipation as opposed to non-state-preserving caches where we
focus on the dynamic component of the power consumption. In this context we
used the Hotleakage [37] simulator tool, a cycle accurate architectural model for
leakage power, to output the static power consumption of the cache. To match
the simulation platform from above, we equipped Hotleakage with a 4-way set-
associative drowsy L1 data cache with 512 lines, of 16 bytes each, and force the
simulator to issue instructions in-order. The status of the cache lines is updated
according to the “simple” policy.

Because a squaring needs one operand and a multiplication needs two, more
cache lines are in a drowsy state when performing a squaring operation than
when executing a multiplication operation. Therefore, one would expect that
static power dissipation would be higher during a multiplication due to the
larger number of active cache lines. However, Kim et al. [I9] state that the
leakage for a cell in drowsy mode is 6.24 nW, whereas a cell not in low power
mode dissipates 78 nW. If we map these values onto our cache architecture,
a cache line in low power mode consumes 0.8 W whereas an active cache line
contributes approximately 2 uW to the total leakage power. Hence a cache line in
drowsy mode makes a difference of 1.2 4W in the power profile, a difference that
cannot be accurately measured in practise. Although this means the attack is not
realistic at the present, as the contribution of static power dissipation increases
within modern processor designs and RSA operands sizes increase, this attack
scenario could be applicable in the future.

5.3 Countermeasures Against Attack

There is no silver-bullet solution for defence against side-channel attack. Thus,
in common with other micro-architectural side-channel attacks, here one can
deploy defence techniques at the algorithmic and architectural level. Effective
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Algorithm 4. The square-and-multiply-always algorithm for exponentiation
Input: An integer M and an I-bit exponent k = (ki—1,ki—2,. .., ko).
Output: X[2] = M*.
X[2] — M
: fori=1—2to0do
X[0] — X[2]?
X[1] — X[2] - M
X[2] — X[ki]
end for
: Return X[2]

—_

IR

examples at the algorithmic level include the square-and-multiply-always method
in Algorithm [ Essentially the multiplication operation is always performed so
there is no advantage in distinguishing it from a squaring. However, although this
countermeasure is simple to implement, it has a significant performance penalty.

We suggest that a far better approach would be to act at the architectural level
by adopting a processor design strategy that considers security as a first-class
goal. An example of such a strategy would be to make the cache operation visible
to the programmer as part of the ISA rather than invisible as part of the micro-
architecture. For example, the Intel 1960 [16] and XScale [I7] architectures both
employ schemes whereby the contents of the instruction cache can be protected
against replacement (or locked) under the control of the program being executed.
Through a simple instruction set extension, a similar scheme in the context of
low power caches would see sections of the cache (or potentially the whole cache)
locked into an active state during execution of security critical code. This would
prevent cache lines being periodically forced into a low power mode and hence
prevent the data dependant behaviour which permits our attack.

A typical criticism of this sort of approach is that it can impact adversely on
other design goals (such as performance or area); our suggestion is that with-
out some action in this and other areas, micro-architectural vulnerabilities will
remain unaddressed and start to cause more significant problems. That is, com-
puter architects need to change their focus: if security is a critical in hosted
applications, it is always worthwhile making a compromise to honour that fact
rather ignoring the issue and concentrating on more traditional design goals.

6 Conclusion

In this paper, we have investigated a side-channel vulnerability introduced by
the use of low power cache memory. Our results indicate that the power profile
resulting from use of a non-state-preserving L1 data cache allows one to draw
conclusions about control flow within the square-and-multiply algorithm. Ex-
ploiting this fact, we launched a successful MESD side-channel attack to recover
the entire secret exponent of a typical RSA implementation. Running the RSA
exponentiation with a state-preserving L1 data cache, no assumptions about the
control flow can be made; this is due to the low signal-to-noise ratio. However,
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we argue that such an attack could pose a threat in future architectures as both
the static power dissipation and the operand length of RSA increase.
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Abstract. Software based side-channel attacks allow an unprivileged spy process
to extract secret information from a victim (cryptosystem) process by exploiting
some indirect leakage of “side-channel” information. It has been realized that
some components of modern computer microarchitectures leak certain side-
channel information and can create unforeseen security risks. An example of such
MicroArchitectural Side-Channel Analysis is the Cache Attack — a group of
attacks that exploit information leaks from cache latencies [4I7/T3IT3UT8]). Public
awareness of Cache Attack vulnerabilities lead software writers of OpenSSL
(version 0.9.8a and subsequent versions) to incorporate countermeasures for
preventing these attacks. In this paper, we present a new and yet unforeseen side
channel attack that is enabled by the recently published Simple Branch Predic-
tion Analysis (SBPA) which is another type of MicroArchitectural Analysis,
cf. [213]]. We show that modular inversion — a critical primitive in public key
cryptography — is a natural target of SBPA attacks because it typically uses the
Binary Extended Euclidean algorithm whose nature is an input-centric sequence
of conditional branches. Our results show that SBPA can be used to extract secret
parameters during the execution of the Binary Extended Euclidean algorithm.
This poses a new potential risk to crypto-applications such as OpenSSL, which
already employs Cache Attack countermeasures. Thus, it is necessary to develop
new software mitigation techniques for BPA and incorporate them with cache
analysis countermeasures in security applications. To mitigate this new risk in
full generality, we apply a security-aware algorithm design methodology and
propose some changes to the CRT-RSA algorithm flow. These changes either
avoid some of the steps that require modular inversion, or remove the critical
information leak from this procedure. In addition, we also show by example
that, independently of the required changes in the algorithms, careful software
analysis is also required in order to assure that the software implementation does
not inadvertently introduce branches that may expose the application to SBPA
attacks. These offer several simple ways for modifying OpenSSL in order to
mitigate Branch Prediction Attacks.
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1 Introduction

Side channel attacks are methods by which an attacker can extract secret information
from an implementation of a cryptographic algorithm. They come in various flavors,
exploiting different security weaknesses of both the cryptographic implementations
and the environments on which the cryptographic applications run. MicroArchitectural
Side-Channel attacks are a special new class of attacks that exploit the microarchitec-
tural throughput-oriented behaviour of modern processor components. These attacks
capitalize on situations where several applications can share the same processor re-
sources, which allows a spy process running in parallel to a victim process to extract
critical information.

Cache Attacks are one example of MicroArchitectural Side-Channel attacks. In one
flavor of Cache Attacks, the adversary takes advantage of a specifically crafted spy
process. This spy first fills the processor’s cache before the victim process (i.e., cipher
process) takes over at context switch. In the subsequent context switch the spy process
experiences cache evictions that were caused by the operation of the victim process,
and the eviction patterns can be used for extracting secret information. This concept
was used ([18]) for demonstrating an attack on OpenSSL-0.9.7. The attack focused on
the Sliding Windows Exponentiation (SWE) algorithm for computing modular expo-
nentiation - part of the RSA decryption phase that uses the server’s private key.

As a result, the subsequent version OpenSSL-0.9.8 included mitigations against this
attack. The SWE algorithm was replaced with a Fixed Window Exponentiation (FWE)
algorithm, using window length 5. In this algorithm, a sequence of 5 repeated modular
squares is followed by a modular multiplication by the appropriate power of the base,
depending on the value of the 5 scanned bits of the exponent. The powers of the base
are computed once, before the actual exponentiation, and stored in a table. Each entry
of this table is stored in memory in a way to span multiple cache lines. This way, the
eviction of any table entry from the cache does not expose information on the actual
the table index of this entry. Another incorporated mitigation is “base blinding”: the
exponentiation base is multiplied by some factor (unknown to the adversary), and the
final exponentiation result is then multiplied by a corresponding factor that cancels
out the undesired effect. This technique eliminates the “chosen plaintext” scenario that
enables remote timing attacks such as [519].

Branch Prediction Analysis (BPA) and Simple Branch Prediction Analysis (SBPA)
attacks are a new type of MicroArchitectural attacks that have been recently published
by Aciicmez et al. [TI2I3l6]. These attacks exploit the branch prediction mechanism,
which is nowadays a part of all general purpose processors. Microprocessors speed
up their performance by using prediction algorithms to guess the most probable code
path to execute, and fill the pipeline with the corresponding instructions. When the
speculatively executed instruction flow turns out to be wrong, the execution has to
start over from the correct one. Good prediction mechanisms/algorithms are those that
have high correct prediction rates, and the development of such mechanisms is part of
the technological advances in microprocessors. Furthermore, deeper pipelines enhance
the average performance. Measurable timing differences between a correct and incor-
rect prediction are the inevitable outcome of such performance optimization, which is
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exactly what the BPA/SPBA attacks capitalize on. In theory, a spy process running on
the target machine, together with the victim process, can use these timing differences
as a side-channel information and deduce the precise execution flow performed by the
victim process. This can potentially lead to a complete break of the system if the soft-
ware implementation of the victim process is written in a way that knowledge of the
execution flow provides the attacker with useful information.

Actigmez et al. showed that BPA and SBPA can be used to allow a spy process to
extract the execution flow of an RSA implementation using the Square and Multiply
(S&M) exponentiation algorithm. They demonstrate the results on the S&M algorithm
implemented in OpenSSL-0.9.7. The initially published BPA attack required statistical
analysis from many runs and could be viewed as difficult to implement in practice.
However, the subsequent demonstration of the SBPA attack showed that measurements
taken from a single run of the S&M exponentiation is sufficient to extract almost all of
the RSA secret exponent bits.

The S&M algorithm is not frequently used in practice because there are more effi-
cient exponentiation algorithms such as SWE, which is used by OpenSSL. The attack
was mounted on OpenSSL-0.9.7 where the window size was changed from the default
value w = 5 to w = 1 which degenerates SWE to S&M. Attacking the S&M algo-
rithm was only a case study that showed the potential of SBPA. However, as we show
in this paper, the actual scope of SBPA attacks is much broader. We identify a novel
side-channel attack which is especially enabled by the SBPA methodology.

Obviously, it is unreasonable to handle the new (and also the old) threats by deacti-
vating branch prediction or by disabling multi-process capabilities in general purpose
processors and in operating systems. Thus, the conclusion is that cryptographic software
applications that run on general platforms need to be (re-)written in an SBPA-aware
style. To this end, another focus of this paper is on a software mitigation methodology
for protecting applications against SBPA attacks.

The paper is organized as follows. Section 2 briefly recalls some basic facts and de-
tails of RSA and of its implementation in OpenSSL. The next section presents then the
central contribution of the present paper. This is our novel SBPA side-channel against
the BEEA, which enables full reconstruction of the input parameters to the BEEA —
even if we assume that they are all completely unknown. Section 4 illustrates new vul-
nerabilities which we found in OpenSSL in the presence of potential SBPA attacks.
In this section we also explain why these attacks are potentially feasible and can be
mounted on almost all platforms. In Section 6 we explain the necessary software coun-
termeasures to protect the openSSL CRT-RSA library against branch prediction attacks.
The paper finishes with our conclusions on the BPA story as we currently see it.

2 Preliminaries and Notations

To facilitate smooth reading of the details in the paper, we provide a very brief descrip-
tion of the RSA cryptosystem and its corresponding implementation in OpenSSL. For
a more detailed exposition of both topics we refer the reader to [12]] and to [16]].
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2.1 RSA Parameters

RSA key generation starts by generating two large (secret) random primes p and g,
where their n-bit long product N = p ¢ is used as a public modulus. Then, a public
exponent e is chosen (e = 21641 by default in OpenSSL), for whichd = e~ mod (p—
1)(q — 1) is the private exponent. Figure [[lshows the RSA key generation flow.

RSA is used for both encryption and digital signature, where signing and decrypting
messages require the use of the private exponent and modulus, while signature verifica-
tion and encrypting messages require the used on only the public exponent and modulus.
Factoring IV (i.e., obtaining p and ¢) immediately reveals d. If an adversary obtains the
secret value d, he can read all of the encrypted messages and impersonate the owner of
the key for signatures. Therefore, the main purpose of cryptanalytic attacks on RSA is
to reveal either p, ¢, or d.

input: null
output: (N, p,q, e, d,dp, dgq, C2)

procedure RSA KeyGen:

(1) generate random primes p and g

(2) compute N =p*q

(3) choose e € Zyy

(4) d=Mod Inverse(e, ((p — 1)(¢ — 1))) // compute (d = e~" mod (p — 1)(q — 1))

(5) (null, dp) = Division(d, p — 1) /l compute d, = d mod (p — 1)
(6) (null, dy) = Division(d, g — 1) /l compute dqg = d mod (¢ — 1)
(7) C2 =Mod Inverse(q, p) /1 compute (Cz2 = ¢~ mod p)

Fig. 1. RSA key generation procedure

2.2 RSA Implementation Using Chinese Remainder Theorem

OpenSSL, as many other implementations, uses the Chinese Remainder Theorem (CRT).
This allows to replace modular exponentiation with full-length modulus N with two
modular exponentiations with half-length modulus p and ¢. This speedups the modular
exponentiation by a factor of approximately 4.

In order to employ CRT, the following additional values are computed during the key
generation procedure: d,, = d mod (p—1),d, = d mod (¢—1),and Cy = ¢~ mod p.
To decrypt a message M, the CRT procedure starts with reducing M modulo p and g,
calculating M, = M mod p, M, = M mod q. Then, the two modular exponents S}, =
Mﬁ ? mod p and S, = Mg “ mod g are calculated, and the desired result S is obtained
bye the so-called “Garner re-combination” S = S; + (((Sp, — 94) * C2) mod p) * q.
Figure 2] shows the CRT exponentiation flow as used in the current OpenSSL version
(OpenSSL-0.9.8).
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input: ciphertext M, RSAkey N, p, q, d, dp, dg, C>
output: decrypted plaintext A = M<¢ mod N

procedure RSA Mod Exp():

/I exponentiation modulo ¢

(1) (null, My) = Division(M, q) /I Mg =M mod g
) Sy =Mod Exp(M,, dg, q) /I Sq = M mod ¢
/I exponentiation modulo p

(3) (null, M,) = Division(M, p) /Il Mp =M mod p
@) S, =Mod Exp(M,, dp, p) /'S, = ME® mod p

// combine Sy, and S, using Garner’s method:

/l compute S = Sq + (((Sp — Sq) * C2) mod p) * q
5) S=85p,—54

6) if S<OthenS=S+7p

(7) S =Multiplication(S, C2)

(8) (null, S) = Division(S, p)

(9) S =Multiplication(sS, q)

(1005 =5+ M,

(11)return A = S

Fig. 2. Modular RSA exponentiation procedure with CRT

Modular exponentiation is based on a sequence of modular multiplications. These
are typically, and in particular in OpenSSL, performed by using the Montgomery Mul-
tiplication (MMUL) algorithm.

2.3 Fixed Window Exponentiation

OpenSSL-0.9.8 uses the so called Fixed Window Exponentiation (FWE) algorithm with
a window size of w = 5. To compute M mod p (analogously hereafter also for
q), the algorithm first computes a table of the 2% — 1 vectors, V; = M? mod p, for
1 <4 < 2% — 1. The exponent d is then scanned in groups of w bits to read the
value of the corresponding window i, 1 < ¢ < 2% — 1. For each window, it performs
w consecutive modular squarings followed by one modular multiplication with V;, c.f.
Figure[3

2.4 Base Blinding

To thwart statistical side-channel attacks (e.g., [9]), OpenSSL-0.9.8 also applies a base
blinding technique, as illustrated in Figure[l A pair (X, Y) is generated, where X is a
random number and Y = X ¢ mod N. Then, instead of directly computing M/ ¢ mod
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input: M,d, N (M < N, N is odd, and d is k * w bits long)
output: M mod N

notation: d = d[k * w — 1] ... d[0], where d[0] is the least significant bit of d

Procedure:

/I computation of the table values

Vi=M

for 7 from 2 to 2% — 1
Vi=V,_1*M mod N

/[ actual exponentiation phase
S=1
for i from k — 1 to 0 do
S = $%" (mod N)
// scanning the window value
wvalue =0
for j from w — 1 to 0 do
wvalue = wvalue * 2
if d[i * w + j] = 1 then wvalue = wvalue + 1
// multiplication with the table entry
S =S * Vywaiue mod N
return S

Fig. 3. Fixed Window Exponentiation Algorithm

Input: ¢ (ciphertext), rsa (RSA parameters: N, p, ¢, d, dp, dgq, C2)
Output: m (decrypted plaintext)

Procedure:

(1) (X,Y)=Get Blinding(rsa) // X is arandom; Y = X~ ¢ mod N
(2) ¢ =Blinding Convert(X, c) /lc=Y xcmod N

(3) m =RSA Mod Exp(c, rsa) /I'm = ¢ mod N

(4) m = Blinding Invert(Y’, m) /I m =X *m mod N

(5) padding m and output m

Fig. 4. RSA decryption procedure with base blinding, as implemented in OpenSSL

N, the base M is first modular-multiplied by Y and the exponentiation computes (M
Y)? mod N (e.g., by using the CRT). After the exponentiation, the result is modular-
multiplied by X to obtain the desired result, because X * (M *Y )¢ mod N = M9 mod
N. Note that if (X, Y) is a proper pair, then (X2 mod N, Y2 mod N) is also a proper
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pair. Therefore, once a proper blinding pair is generated, subsequent new pairs can be
obtained for subsequent message decryptions, by performing only two modular squaring
operations. By default, OpenSSL refreshes the blinding pair every 32 exponentiations.

The multiprecision operations of OpenSSL are handled by a multiprecision arith-
metic library called BIGNUM. The implementations in BIGNUM library also intro-
duces SBPA vulnerabilities to OpenSSL. The complete details of BIGNUM library are
out of the scope in this paper. Yet, we outline the SBPA vulnerabilities introduced by
this library after presenting a new attack on the BEEA in the next section.

3 The Main Result: Modular Inversion Via Binary Extended
Euclidean Algorithm Succumbs to SBPA

Modular inversion operation is at the heart of public key cryptography. The most fre-
quently used algorithm for modular inversion is the well known Extended Euclidean
Algorithm (EEA). Due to the “unpleasant” division operations which are heavily used
in the EEA, it is often substituted by another variant called the Binary Extended Eu-
clidean Algorithm (BEEA), cf. [12]. BEEA replaces the complicated divisions of the
EEA by simple right shift operations. It achieves performance advantages over the clas-
sical EEA and is especially efficient for large key-lengths (around 1024-2048 bits). The
BEEA is indeed used by OpenSSL for these bitlengths.

The performance advantage of BEEA over the classical EEA is obtained via a “bit-
wise-scanning” of its input parameters. As we show here, in the presence of SBPA, this
property opens a new side-channel that allows an easy reconstruction of unknown input
parameters to the BEEA.

To derive our new SBPA-based side-channel attack against the BEEA, we start from
the classical BEEA as described in [12]] and illustrated in Figure[5}

The correctness of the BEEA (and also of the EEA) relies on the fact that the follow-
ing equations

x-A+y-B=u (1)
- CH+y-D=vw )

hold at any iteration step of the algorithm. In the case where ged(z,y) = 1, we also
have at the termination

x-A=0mody 3
z-a=1mody, 4)

which means that a is the inverse to x modulo y.

We note here that the algorithm may terminate with a C' < 0, which would need in
practice one additional step, namely a := = + C, to assure that a € {0,...,y — 1}.
However, since this conditional final end addition is of no further interest because as
it does not affect our unknown input reconstruction problem, we ignore it for the rest
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input: integers x, y
output: integers a, b, v such that ax + by = v, where v = ged(z, y)

l.g:=1;
2. while x and y are even do
zi=x/2,y:=y/2,g:=2g;
bu:=z,v:=y,A:=1,B:=0,C:=0,D :=1;
4. while w is even do
ui=u/2;
if A= B = 0 mod 2 then
A:=A/2,B:=B/2
else
A:=(A+y)/2,B:=(B—1)/2
5. while v is even do
vi=0/2;
if C = D = 0 mod 2 then
C:=C/2,D:=D/2
else
C:=(C+vy)/2,D:=(D—-2x)/2;
6. if u > v then
w=u—v,A=A—-C,B:=B—-D

else
vi=v—u,C:=C—-A,D:=D— B;
7.if u = 0 then
a:=C,b:= D, and return(a, b, g - v)
else
goto 4;

Fig. 5. Binary Extended Euclidean Algorithm

of our discussion. Another important detail to point out is that for computing modular
inversion, i.e., gcd(x, y) = 1, the while-loop in Step 2 is never executed.

To derive our SBPA-based side-channel attack, we extract from the BEEA flow only
the serial internal information flow regarding the branches that depend on the input
values u, v, and their difference v — v =: 2. This flow is visualized in Figure[6] where
we simply “serialized” all the steps that are relevant to our case.

From Figure[6] we identify that the 4 critical input-dependent branches that produce
4 important information leaks. These can be put into two groups:

1. Number of right-shift operations performed on w.
2. Number of right-shift operations performed on v.
3. Number of subtractions u := u — v.
4. Number of subtractions v := v — u.

Thus, assuming that the branches in the BEEA flow are known due to a spy employ-
ing SBPA, the backward reconstruction of v and v from the termination values v = 0
and v = 1 is possible, as in Figure[3
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‘ The Extended Binary Euclidean Algorithm

Ves

u=u2

[+ ]

Fig. 6. The information flow of the BEEA regarding u and v

Branch Reconstruction operation

1 u:=2-u
2 vi=2-0
3 ui=u+v
4 vVi=v+u

To come up with a concrete reconstruction algorithm, we confine the 4 branches 1,
2, 3, and 4 into successive information leakage groups. A single iteration group com-
prises of the information whether branch 3 or branch 4 was executed, and additionally
the information on how often branch 1 and branch 2 was executed in this group. This
constitutes one group — the next group starts again with entering branch 3 or branch 4.
Thatis, fori =1,...,fand j = 1, 2, we define

SHIFTS;[i] := #{group i iterations spend in branch j},

and

. “u” : if branch 3 is taken
SUBST] := { “p” : if branch 4 is taken
Armed we the leaked information SHZFT S;[-| and SUBS|-] which are obtained
by a (perfect) SBPA, our task is now to reconstruct , y and W, X, Y, Z from the known
final values uf = 0 and v¢ = 1 such that
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u-W +wv- X =z
u Y +oup-Z =y,

Here, for the sake of clarity, we explicitly keep the value u¢ and W and Y, although
they actually vanish due to us = 0. The corresponding algorithm, illustrated in Figure[Z}
accomplishes the task.

input: arrays SHZF7 S[-] and SUBS|-] and ¢
output: integers W, X, Y, Z as above

1L.W:=1,X:=0Y:=1,72:=0;
2.0:= 10
3.for : = ¢ down to 2 do
if SUBS[i] = “u” then
W =W << SHIFTS:[i], X := X << SHIFTS:[i],
Wi=W+Y, X =X+Z7
else
Y =Y << SHIFTS:[i). Z .= Z << SHIFTS:[i],
Y =W+Y,Z.=X+ 7
4.Y ;=Y << SHIFTSI[1], Z := Z << SHIFTS:[1];
S5.return(W, XY, Z);

Fig.7. BEEA reconstruction from SBPA information

Thus, by the above exposition we have given a proof of the main contribution of the
present paper.

Theorem 1. For unknown numbers x and y with ged(z,y) = 1 as inputs to the BEEA,
the side-channel information SHIFT S;[-] and SUBS|-] (which can be obtained by a
perfect SBPA) can be used to completely reconstruct, in polynomial time, both x and y.

In the following sections, we show how this SBPA-enabled reconstruction theorem can
be used to compromise the security of the OpenSSL RSA-CRT version in several points
of the algorithm, and moreover — even in the presence of CA side-channel mitigations.

4 New SBPA Vulnerabilities in OpenSSL

4.1 On the Granularity of SBPA And the Actual Threat of SBPA For Almost All
Platforms

To illustrate the feasibility of attacking the BEEA algorithm with an SBPA spy or other
code constructions inside openSSL, we provide here some details on how, and at what
granularity, a spy process (or processes) can actually exploit the environment and extract
information.

Aciicmez et al. showed that a carefully written spy process running simultaneously
with an RSA process, is able to collect almost all of the secret key bits during a single
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RSA decryption execution. They demonstrated the attack on a simplified S&M RSA
implementation, which means that the branches in that demonstration were separated
by thousands of cycles from each other. Moreover, this attack ran a spy that relied on
the simultaneous-multithreading (SMT) capability of the tested platform.

However, we point out here that the actual power of SBPA is most probably not
limited to this basic application where branches are widely separated, and not limited to
SMT capable platforms. In general, SBPA has the potential to reveal the entire execution
flow of a target process in almost any execution environment — with or without SMT.
We now explain the grounds for this claim.

MicroArchitectural attacks exploit shared microprocessor components to compro-
mise security systems by using spy processes. They require a quasi-parallel execution
of the spy and the “crypto” processes on the same processor. Although a hardware-
assisted SMT feature seems to be mandatory to achieve this, recent studies indicate the
opposite [13I14]. Neve et al. showed that it is possible to exploit some of the scheduling
functionality of operating system (OS) to accomplish the same effect on a non-SMT
platform — that is, as if the spy and crypto processes ran simultaneously on an SMT
platform. In fact, the idea of exploiting OS scheduling for side-channel attacks by using
a spy process and a trojan process, was published already in 1992 [10].

Their method of transferring SMT-based MicroArchitectural attacks to non-SMT
systems rely on the preemptive OS scheduling property, which is the way that on OS
handles multitasking capability. Multitasking operating systems allow for the execution
of multiple processes on the same computer, concurrently. In other words, each process
is given permission to use the processor’s resources, including the cache, branch pre-
diction unit, and other MicroArchitectural resources. When several different processes
run actively on the system, the OS assigns a certain maximum execution time (called
quantum) to the process that gets his turn to execute.

The preemptive OS scheduling property gives a process the ability to trigger a con-
text switch, i.e., yielding the CPU to another process, at any desired time before con-
suming the entire quantum. The interesting and security-critical point is what the OS
does afterwards. It indeed schedules the next process in the queue, but lets it run only
for the duration of the remaining part of the quantum that was mostly consumed by the
prior process. Neve et. al. used this OS functionality to stretch the very short execution
time of the AES over several quantums and could therefore obtain spy measurements
precisely centered around a very small number of instructions.

Using this result, we can safely speculate that it would be possible to apply SBPA
attacks at a fine-granularity of even a few hundred cycles and — in an idealized scenario
— to detect all the branches of an attacked application. This dramatically broadens the
scope of SBPA attacks, for example to attack the BEEA procedure.

We illustrate a possible attack path. A spy process can run until the end of a quantum,
but just before the end of this quantum — e.g., a couple of hundred cycles — trigger
a context switch. Then, the OS would let the crypto process run for a very short time
— the remaining time till the end of that quantum — and give the execution back to
the spy. In fact, an attacker can even use another “trojan process” to handle switching
spying independently.
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This method still does not allow us to analyze branches at the granularity of a few
cycles. However, note that the arithmetical and logical operations in RSA are multi-
precision, meaning that the operands are several machine-words long. Any such com-
putation in RSA requires execution of tens to hundreds of instructions. Furthermore,
the actual implementation of the BBEA algorithm in OpenSSL involves function calls,
which inherently consume overhead cycles. At the minimum, these functions declare
and initiate some variables, and need to execute some steps (in a loop). All these steps
together most probably will leave a sufficiently large window for a successful SBPA
attack.

Therefore — although we have not developed code to demonstrate this attack — we
strongly conjecture that an SBPA attack, coupled with this “OS trick”, has the potential
of revealing the entire execution flow of the BEEA on almost any platform. As we show
in the following section, if such an “ideal SBPA attack” is possible, and if a spy process
successfully enters the attacked system, this can compromise the security of the RSA
implementation of OpenSSL at several points.

4.2 New SBPA Vulnerabilities in OpenSSL Due to Theorem [1]

In this section we describe several vulnerabilities that we have identified in OpenSSL,
in the context of SBPA attacks and Theorem/[I] that shows how the inputs to the modular
inversion procedure can be extracted by an SBPA spy. Referring back to Section 2] we
can see that modular inverses are computed during the RSA computations when:

the private exponent d = e~ mod (p — 1)(¢ — 1) is computed,

the CRT parameter ¢! mod p is computed,

the Montgomery constant —p~! mod m (e.g. with m = 232) is computed, and
the masking pair (X, Y = X ¢ mod N) is computed.

Ll e e

Now, the implications of Theorem[I]become clear. In cases 1-3, an SBPA attack can
directly compromise the secret RSA keys. In case 4, an SBPA attack can compromise
the blinding mitigation. If the blinding factor is revealed, the blinding mitigation tech-
nique to thwart statistical attacks collapses. In such a scenario, other and simpler attacks
could be launched. If the SBPA spy indeed compromises the blinding mitigation, the
situation is effectively a chosen-plaintext scenario, where the timing depends on the
chosen-plaintext and the secret primes. Clearly, a remote attack can now be mounted
on the application. We mention here two further attack scenarios: First, remote timing
attacks [9] that exploit timing differences due to the End Reduction (ER) step in the
Montgomery multiplications, and second remote timing attacks that exploit the early
exit short cut taken in the division algorithm. We add some details to explain the second
attack in the following.

Remote timing attacks that exploit the early exit short cut taken in the division
algorithm. The first step in the CRT algorithm, is reducing the message M modulo p
and q. This reduction is carried out by the BIGNUM Division function. There are two
branches in the Division procedure of OpenSSL-0.9.8, that leak information that could
potentially compromise the private key. Given A and B, Division (A, B) performs the
following:
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a. If A < B, Division (A, B) immediately returns the quotient 0, remainder B, and
exits.

b. If the divisor B has ¢t words, and the first ¢ words of A form a number which exceeds
B, the following is done, where b is the bitlength of B: 2t < A < 20+ and if it
is satisfies, Division (A, B) resorts to some shortcut path.

It follows that the execution time of Division is data dependent and could be used very
simple in a binary-search oriented algorithm to find p or q.

4.3 Vulnerability Due to Exponent Scanning in The FWE Procedure

The FWE algorithm is in theory immune to SBPA. Unlike S&M or SWE algorithms,
it does not involve exponent-dependent execution because the modular multiplica-
tions/squares are independent of the exponent value. However, the actual code im-
plementation of FWE in OpenSSL-0.9.8 makes it potentially susceptible to SPBA
attack. The routine that constructs the “window value”, while scanning the exponent
string does it via a bit-by-bit, i.e., an if-then-else method. The code invokes the func-
tion BN is bit set(a, n) whose task is to read the value of the nt" bit of a. Actually,
BN is bit set is currently implemented as follows:

int BN_is_bit_set (const BIGNUM =*a, int n)

{

int 1i,3;

bn_check_top(a) ;

if (n < 0) return 0;

i=n/BN_BITS2;

j=n%$BN_BITS2;

if (a->top <= i) return 0;

return((a->d[i]&( ( (BN_ULONG)1)<<j))?1:0);
}

If the conditional statement in the last line of this function is actually performed
(i.e., not removed by the compiler), it can be exploited by an SBPA spy to completely
discover the secret exponent that is being scanned.

5 Software Mitigations to Protect OpenSSL Against the SBPA
Vulnerabilities

Our general methodology for creating an SBPA-aware RSA implementation is to first
assume that SBPA can reveal the entire flow of the execution. Under this assumption,
we scan through all steps of the algorithm to detect the conditional branches. For each
branch we consider the following question: if an attacker obtains the complete history of
this branch, would this provide him with useful information? Whenever the result to this
question is positive, we consider fixing the problem by either changing the algorithm
flow to eliminate the conditional execution, or by assuming that this branch is executed
in an off-line environment (i.e., before any spy can enter the system).
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5.1 Fixing the Exponent Scanning Vulnerability

Mitigating this vulnerability is simple: the conditional statement in the last line
BN is bit set(a, n) needs to be removed. Since BN is bit set(a, n) checks whether the
input bit is 0 or 1, the function can simply return the value of that bit. We therefore
propose the following change in the code:

— Current Version:
return((a->d[i]&( ( (BN_ULONG)1)<<j))?1:0);
— Our Proposal:
return((a->d[i] >> j) & 0x01);
Remarks:

1. A more efficient way to handle the exponent scanning is to avoid the call to
BN is bit set function. The window values can be constructed by directly copying
the corresponding section of the exponent string at once (using shifts and logical
operations) instead of doing it in a bit-by-bit fashion.

2. The secret exponents d,, and d, are fixed for a given RSA key. Thus, the window
values can be computed once, during the key generation phase, stored, and then
used per each exponentiation without re-scanning the exponent string.

3. A good compiler, particularly in an optimized mode, should be able to identify and
to automatically eliminate the discussed branch. In fact, when OpenSSL-0.9.8 is
compiled with a gcc compiler (using Linux operating system), the compiler indeed
removes the branches. However, this compiler optimizing property cannot be guar-
anteed for any compiler in any mode, and should not be considered as an automatic
mitigation.

5.2 A Minimal Set of Mitigation for CRT-RSA and Key Generation

In this section, we outline a few pin-pointed changes to OpenSSL-0.9.8, that can be
used for achieving (what seems to be) an SBPA-protected implementation.

The proposed changes are in the Big Numbers library of OpenSSL, particularly in
the functions
BN mod inverse( in, a, n) and BN div (dv, rm, num, divisor).

1. Avoiding the use of BEEA for modular inversion in BN mod inverse. For odd
n, whose bit-length is less than 450 (for a 32-bit machine) or less than 2048 bit (for
a 64-bit machine), the function BN mod inverse(in, a, n) uses the BEEA. In other
cases, it uses a general inversion algorithm that uses the division as implemented in
BN div(dv, rm, num, divisor). An easy mitigation technique is to eliminate the
branch that allows for selecting BEEA, thus to always use the general inversion via
Division.
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2. Avoiding other branches during modular inversion that uses BN div. To op-
timize performance the general inversion algorithm first checks if the divisor and
dividend are close and in that case does not invoke an BN Division (performing
the division in another method). Further, in intermediate steps that require multi-
plication, the function first checks if the multiplier is between 1 and 4 and in that
case performs additions instead of invoking BN mul. These shortcuts can be elim-
inated, in order to avoid leaking any information associated with the relative sizes
of the operands (which could potentially facilitate an attack). The early exit step
in the division algorithm should also be eliminated. We point out that these branch
elimination steps can be spared if the base blinding mitigations are assumed to
successfully mask the side-channel information.

We emphasize that in general, a minimal quick-fix approach for handling the security
of a cryptographic implementation is a less recommended approach than a fundamental
revision of the CRT-RSA procedures which should be seriously considered. We propose
such an approach in the paper’s next part.

5.3 Intrinsically BPA-Protected CRT-RSA Implementation — Smooth
CRT-RSA

Our goal here is to outline a CRT-RS A implementation that does not contain conditional
branches. To this end, we need to eliminate modular reductions, divisions, and the con-
ditional ER step from the computation of RSA at all. Our proposed approach, which
we call “Smooth CRT-RSA” achieves this objective, and is therefore an intrinsically
SBPA-protected CRT-RSA implementation.

There are several methods one can use to eliminate the conditional ER step (e.g.,
[110, [20]). The reason why we need to perform the ER step at the end of a Montgomery
multiplication is that the result of the algorithm returns a result that is smaller than
twice the modulus, but not necessarily smaller than the modulus itself. Thus, the result
sometimes needs to be reduced by means of one subtraction of the modulus (hence
called an ER step). However, if the data structures used in an CRT-RSA implementation
can accommodate the possibility of storing values between p and 2p (g and 2g, resp.),
then the ER step can be simply avoided. There are two ways to achieve this:

1. Increasing the size of the data structures by one word.
2. Decreasing the size of p and g by two bits.

Note that if the ER step is eliminated, and if the procedure that implements MMUL
is written in a way that does not introduce superfluous branches, then the base blinding
mitigation is not necessary.

To eliminate the need for modular reductions and divisions in CRT-RSA computa-
tion, we propose to change the CRT-RSA flow, and introduce three new variables H3s,
H. 3q» and M CQI

Hs, = 22F mod p, Hj, = 2% mod q, MCy=¢q %2 modp (5)

where k is defined by 2k = n.
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Input: M (ciphertext)

Input: N (modulus; n=2k bits long)

Input: p (secret prime; k bits long)

Input: q (secret prime; k bits long)

Input: dy, (secret CRT exponent for the modulus p)
Input: dgq (secret CRT exponent for the modulus q)
Input: MCs (= ¢t % 2% mod p)

Output: A= M?*mod N /I d is the RSA private exponent
Pre-computed constants:
Hsp = 2% mod P
Hs, = 2%% mod q
/I Procedure: MontExzp(A, X, N) = AX27"(X=Y (;mod N)
/I (modular exp steps with modular multiplications replaced by M MU L operations)
/I Procedure: M ontReduce — Montgomery reduction.

Setup:
Conversion into Montgomery Domain:

(1) Ri =MontReduce (M, p)
(2) Ri =MMUL (R1, Hsp, p)
(4) R2 =MontReduce (M, q)
(5) R2 =MMUL (R2, H3q, q)

Exponentiations:
(3) M, =MontExp (R, dp, p)
(6) Mo =MontExp (R2, dg, q)

Conversion from Montgomery Domain:

(5) M; =MMUL (M, 1, p)
(5) Mz =MMUL (M2, 1, q)

Recombination with MMUL.:
(7) Mz =M, - M
®) if(M2 < 0) Ma=Ma2 +p

(9) R1 :MMUL(MQ, MCQ, p)

(10) Ry = M2 xp
(1) A= Ry + M
(12) return A

/1l Ry = M=x27F mod p
/1l Ry :M*kaodp
//RQZM*Zik mod q
/l Ry = M % 2% mod g

/I My = R{P27 %=1 1mod p
Il My = R3127%da=1) pod g

/I My = M* mod p
/| My = M mod q

1
1

/1
1
1

Fig. 8. Smooth CRT-RSA

These parameters can be easily derived from the traditional Montgomery constants
H, = 2?¢ mod p, H, = 2% mod ¢, and from the CRT parameter C; = ¢! mod p
which are currently used in OpenSSL for converting the exponentiation base from the
integer to the Montgomery domain. Only one Montgomery multiplication is required
for this derivation:
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Hs, = 23% mod p = MMUL(Hy, Hy, p)
Hj3, = 2%% mod ¢ = MMUL(Hy, Hy, q)
MCy =g ' %2* mod p = MMUL(Cy, Hy, p)

These computations can be included in the Montgomery initialization phase, and the
new parameters can replace the old ones. Figure [8lillustrates the new proposed smooth
CRT-RSA flow. Interestingly, the Smooth CRT-RSA has a better performance than the
standard CRT-RSA that is implemented in OpenSSL-0.9.8.

6 Conclusions

Our main result in this paper was the unexpected novel SBPA side-channel attack
against the public-key cryptography primitive BEEA that is used for modular inversion.
This started a research path for fully exploring the potential risk of SBPA attacks.

Since deactivating branch prediction units on all general purpose platforms, or dis-
abling multiprocessing capabilities in the OS, is clearly an unattractive mitigation ap-
proach, one conclusion is that cryptographic software that run on general platforms
needs to be (re-)written in an SBPA-aware style. Thus, another focus of our paper was
on a software mitigation methodology for protecting applications against SBPA attacks.
In order to do so, we also highlighted — on top of the central SBPA-enabled BEEA
side-channel attack — some other very obvious OpenSSL code constructs which are
susceptible to SBPA attacks. We then proposed several simple techniques to mitigate
these vulnerabilities, which could be applied to future versions of OpenSSL towards an
SBPA-aware version.

The minimal set of mitigations that were detailed in Section [3.2] have already been
implemented by Intel Corporation’s security experts, and have been provided to the
open source community, in order to facilitate their quick deployment into a new version
of OpenSSL. These modifications carry only a small performance penalty, and are by
now already implemented in the current OpenSSL version, [17].

In addition, we have also im implemented the Smooth RSA proposal from Section
53 on top of the minimal set. As expected, Smooth RSA and the minimal set of mit-
igations not only protects OpenSSL 0.9.8a from the SBPA attacks, but also improves
the performance due to the elimination of some operations such as the ER step in the
Montgomery multiplications. The details, including the comparative performance re-
sults, will soon be available in a subsequent paper.

Still, we also point out that the present paper does not claim an exhaustive SBPA side-
channel security analysis with a full proof on corresponding software countermeasures
for OpenSSL. It rather indicates that this task is required, especially since SBPA attacks
potentially threatens every step of the OpenSSL code. However, the present paper made
a major step towards this goal.

Another conclusion of the paper is that the PC-oriented side-channel attack field
is very subtle due to the high MicroArchitectural complexity of today’s processors.
Thus, we expect that new MicroArchitectural attacks will inevitably be discovered in
the future.

We also point out here that Smooth RSA has the important security advantage of
eliminating the ER step at all. Since SBPA has the potential to reveal the entire



202 0. Acii¢mez, S. Gueron, and J.-P. Seifert

execution flow of the target process, it could be also used for identifying whether or
not a given Montgomery multiplication requires the ER step. Taking into account,
one can realize that this attack, which is based on tracking the ER steps, can be actually
launched against the OpenSSL implementation if the ER steps are not eliminated (even
while OpenSSL is using the FWE algorithm). We also mention that the ER steps can
be identified by other methods, such as cache eviction based spying, and not only using
SBPA. For this reason, we recommend that the ER step is eliminated at all, and suggest
using Smooth RSA to this end. We feel that moving towards the Smooth RSA would
be the best solution to get rid off many ER related attacks and also to avoid new twists
of known and future ones.

Last but not least, we summarize the current situation as follows. Probably the best
defense against current and future MicroArchitectural attacks is to let the cryptographic
software community become aware of the security implications of writing cryptographic
software that is going to be executed on throughput-optimized general purpose pro-
cessors. This will help software be written using a proper side-channel attack aware
methodology. A first step into this direction are the recent changes in OpenSSL fixing
the vulnerabilities pointed out in this paper, [17].
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Abstract. Filter generators are important building blocks of stream ci-
phers and have been studied extensively. Recently, a new attack has been
proposed. In this paper, we analyze this attack using the trace represen-
tation of the output sequence y and we prove that the attack does not
work always as expected. We propose a new algorithm that covers the
cases that the attack cannot be applied. The new attack is as efficient as
the original attack. Finally, trying to motivate the research on the non-
linear complexity of binary sequences, we present a scenario where the
knowledge of the quadratic complexity of a sequence can decrease signif-
icantly the necessary for the attack amount of known keystream bits.

1 Introduction

Stream ciphers are symmetric ciphers where the plaintext is combined with a
pseudorandom bit stream. Most of the designs consist of a generator that pro-
duces the keystream which is added modulo 2 with the plaintext. Stream ciphers
have been the center of interest of the cryptographic society the last few years,
due to the eStream contest organized by the European Network of Excellence
ECRYPT ([3]).

One of the most important building blocks of many stream ciphers is the
filter generator ([6]). The filter generator consists of a linear feedback shift reg-
ister (LFSR) with primitive feedback polynomial and a Boolean function that
filters the state and produces the output sequence y. Filter generators have been
extensively studied and many attacks have been proposed, leading to a variety
of restrictions on the choice of the feedback polynomial and the filter function.
In [I] and [2] you can find a very good overview on the most powerful attacks,
namely the correlation and the algebraic attacks.

Recently, a new efficient attack has been proposed ([9]). This attack discloses

d (n) bits of data

the initial state of the filter generator, when D(d) = ;
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are available, where n is the size of the LFSR and d is the degree of the fil-
ter function. The new attack requires O(D(d)logz(D(d))?) pre-computation and
O(D(d)) computation complexity for the calculation of the initial state. The at-
tack is based on the fact that when the output bits are expressed as a function
of the initial state, the coefficients of the monomials have a specific form.

The attack does not work when the feedback polynomial of the LFSR is not
factor of the feedback polynomial of the shortest LESR that produces the same
output sequence y. In that case, the authors propose a modified, less efficient,
version of their attack, where a system of nonlinear equations is solved using the
linearization method.

In this paper, we interpret the results of [J] in terms of the trace representa-
tion of sequence y. Using this approach we show that the modified version of the
attack does not work as expected in [J]. The nonlinear system is not overdefined
and thus the linearization method can not be applied. We propose a new mod-
ified version of the attack to cover the case that the original attack cannot be
applied. The attack has the same complexity as the original attack disproving
the conjecture from [9], that filter generators producing sequences with smaller
linear complexity than the maximum possible can resist their attack.

Finally, we describe a scenario where, given the quadratic complexity of y,
the amount of data needed for the attack decreases. Though very efficient, the
original attack requires amount of known keystream bits equal to the upper
bound of the linear complexity. This amount of data usually is not available,
as it was demonstrated in [10]. We want to stress out that our main goal is to
warm over the research interest on high order nonlinear complexity and motivate
researchers to work in this area, and not to present a specific attack.

The paper is organized as follows. In Section 2] we present the necessary
background and we briefly describe the attack proposed in [9]. In Section [ we
introduce a different interpretation of the attack and we show that the modified
version of the attack does not work. In Section ], we present the new modified
version of the attack for the cases that the original attack does not cover. Finally,
in Section Bl we exhibit the role of the high order nonlinear complexity in such
an attack.

2 Preliminaries

Let a be a primitive element of Fon and let Cs be the cyclotomic coset modulo
N = 2" — 1 defined as

Cs ={s,2s,--- ,2"5715}
where ng is the smallest integer such that s = s2s mod N. The integer s is the
smallest in the coset Cs and is called the coset leader. The polynomial

hs(z) = H (z+a’)
jeCs

is irreducible over Fy of degree ns and ng divides n. Let I be the set of all
coset leaders and I(d) the set of coset leaders whose binary representation has
Hamming weight at most d.
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Consider a periodic binary sequence y = {y;}+>0 with period N. The length
of the shortest linear feedback shift register (LFSR) that generates y defines the
linear complexity of the sequence y, denoted by LC(y). The feedback polyno-
mial h(z) of the LFSR can be uniquely written as the product of irreducible

polynomials ([5]),
hz) =TT hi(2),
jei
where I C I. The linear complexity is given by
LC(y) =) _ny-
jel
Sequence y admits the trace representation ([I1])

Yr = Z tri= (yea”™)

kel

where v, € F5.,., if the coset leader of C_, belongs to I and v, = 0, otherwise.
F3..,. is the multiplicative group of Fan.. The function

2n71

tri(z)=z+22+ 244+ 42

is the trace function and it maps elements of Fa» onto the prime subfield Fz ([5]).
In other words the sequence y can be written as the sum of sequences y;* =

tri=(y.a""). Each sequence y* has linear complexity n,, and period g d(Q’:”;}_l).
Since hy(a”) =0, we have
Ny
Z h;y;-;-t =try" (hn(aﬁ)%cam) =0 (1)
j=0

where h,(z) = Y 1" h¥z". When ged(k, 2™ — 1) = 1, y* is an m-sequence ([4]).

The LFSR with feedback polynomial the primitive polynomial h_,(z) gen-
erates the m-sequence yf = tri (a0 a”?). The initial state X, of the LFSR
determines a different phase tg of the m-sequence. The phase ty = 0 is called the
characteristic phase of the m-sequence. We define as

X, = (1), (@), -+ tri (@)

the characteristic state of the LFSR, that is the initial state corresponding to
the characteristic phase tyg = 0 of the m-sequence. Let L, be the n x n state
transition matrix of the LFSR defined as

010-- 0
001-- 0
Le=1: 1= :
00¢O0-- 1

hE B RS - hE

n—1
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Each state can be written as
(X4o)" =L - (Xo)T (2)
where Lt is to-th power of L, and T denotes the transpose of the matrix. That
means that, using X, as initial state the ¢y shift from the characteristic phase
of the m-sequence is produced, i.e.,
tri(a™att) =g L X7 =g- L}, - X[, (3)

where g = (1,0,---,0). It is straightforward to check that

g 10---0
g-L, 01---0
g Lt 00---1

From (), between two states X, and X, we have the relationship

g
g- Ln
(X)) =Ly (X)) = | 7 [ LT (X))
g- Lt
g
5L, .
7 xw) (4)
g1y
where g = g - L2t That is,
g
phto _ | 9 '_L” . (5)
gLy
Solving the system of equations (@) we have
. e -1
g:Xt1'((Xto)TvLH'(Xto)Tv"' 7Lm 1'(Xt0)T) . (6)

A Boolean function f : F5 — Fy can be written in the so—called algebraic
normal form (ANF) as follows

f(z1,..,2n) = a0+ a121+ -+ pzp + a122122 + - + Q1 nZn—12n

+ e + al"”)nzl cc 2.
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linear feedback function h

A A A A
Tt+n > Tt4n—1 ep» Tt4n—2 o» ce o> Tt .
\ A\ A\ \

Yt

filter function f >

Fig. 1. The block diagram of a filter generator

All coefficients are in Fy. The degree of f is defined to be the maximum of the
orders of the product terms appearing in the algebraic normal form with nonzero
coefficients.

A filter generator consists of two parts, namely a LFSR with primitive feed-
back polynomial h and a Boolean function f that filters the state of the LFSR
(Fig. ). We assume that both of them are publicly known. Let @ = {x:};>0
be the sequence produced by the LFSR. The sequence « is an m-sequence. The
keystream sequence y = {y; }+>0 generated by the filter generator is given by

Y = f(xe, - Tegn—1), t > 0.

Let d be the degree of the filter function f. Then, the linear complexity is

upper bounded by
LC(y) < D(d),
where D(d) = Z?:l (7:)

In [9 a new attack against the filter generator is proposed. The goal of the
attack is to retrieve the initial state X = (zg, -+ ,2p—1) of the LFSR. The
output of the filter generator at time ¢ is expressed as a function of the initial
state, i.e.

Yt = f(xta e 7$t+n—1) = ft(an e 733n—1) = ZmA : KA,t (7)
A
where K 4 ; is the sequence of coeflicients of the monomial ma = x4, %4, - - Ta,_,,
and A = {ag,a1,...,a,—1} € {0,1,...,n — 1}. The degree of the monomial m 4
is |A| < d.

The attack is based on the observation that the characteristic polynomial p
that generates all the coefficient sequences K 44, for |[A| > 2 can be efficiently
computed with complexity O(D(d) logs(D(d))?). This is the first step of the pre-
computation stage. The degree of the polynomial p is D(d) — n. In the second
step of the pre-computation stage, n linear equations are determined, applying
the recursion defined by p, i.e.
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D(d)—n
Y = Z PiYt+i, (8)
i=0
and from () we have
D(d)—n
Yy = Z Piferi(Tos -, Tn—1) = Tt(l)(xov"' 1 Tn-1), 9)
i=0

where deg(rgl)) < 1, since all the high order terms vanish. This step has com-
plexity roughly n - D(d).

For each new keystream the first n bits of the sequence y* are computed
using the recursion (). For 0 < ¢ < n — 1, the linear system (@) is solved with
complexity less than n? and the initial state is recovered. The necessary amount
of data for the attack is D(d) bits.

The attack exhibits two problems. First, as it is mentioned in [9], the attack
does not work when rél) is the zero function. In that case, a different polynomial
p is chosen, leading to a system of quadratic equations, making the attack less
efficient. The authors in [9] believe that by decreasing the linear complexity of
the sequence y in a certain way the filter generator appears to be more resistant
against their attack. In Section Bl we demonstrate that the modified version of
the attack does not work as expected in [9]. In Section ll, we propose an efficient
attack for the case when rél) is the zero function and we disprove the claim on
the reduced linear complexity.

The second problem concerns the amount of data needed for the attack.
Though, the complexity of the attack is low, the amount of data needed is large
(almost equal the linear complexity) and usually not available. This is demon-
strated in [I0] where an attack against the WG stream cipher is presented. The
attack is a direct generalization of the above attack against filter generators over
Fon. The attack is more efficient than exhaustive key search, but the required
data exceeds the keystream length allowed by the cipher’s specifications for the
same key and IV pair. In Section [ we try to motivate the research on high order
nonlinear complexity of sequences. We show that when the quadratic complexity
is small the attack can be improved in terms of the data complexity.

3 The Trace Representation Interpretation

In this section we describe the attack in terms of the trace representation of the
sequence y, i.e.
Yt = tT71’l~ (’Yﬁaﬁ(t-i_k)) (10)
kel(d)

where d is the degree of the filter function f and a® depends on the initial state
of the filter generator.
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Let I(d) C I(d) and let p(z) = Hmef(d) hy(2). The degree of p is deg(p) =
erf(d) n,. From ([I) and ([IQ) we have

deg(p)
vi= D Py = D it (p(a®)ya™ )
Jj=0 KkEI(d)
= Dt pe)ma )+ Yt (p(at)yea ) =
wkeI(d)\I(d) kel(d)
= 3t (p(a®) st o, (11)
weI(d)\I(d)

In [9] polynomial p is chosen as

pz)= [ 9

2<j<d

where g;(2) = [1,c7 wi(n)=; fx(2). That is I(d) = I(d)\ {1}. Thus, from () we
get

yi = tri (p(a)yal*h),

That is, y* is a cyclic shift of x, the m-sequence produced by the same LFSR
and initial state as the one used in the under attack filter generator. Solving
system (@) we retrieve the initial state X4, using X, = (ya‘, e ,y:_l) and
g = r(()l)7 where the vector rél) is defined in ([@). In other words, the problem
of retrieving the initial state has been transformed to the retrieval of the initial
state of the former described LFSR. For details on the attack please refer to [9].

The problem is that the attack does not work when v, = 0. The authors in [J]
suggest to replace p by p(2) = [[3<;<, 9;(2). Using the new polynomial p all the
terms of order greater than 2 vanish. From (), we have

deg(p) ,
y: = Z pift-&-i(l'Ov"' axn—l) :’rt( )(x(),"' ,In_l) (12)
=0

where deg(rf)) = 2. The attacker has now to solve a quadratic system. If r£2)

is zero, a new polynomial p(z) = H4<j<d g;(2) is chosen, and so on. Generally,

let Ao be the smaller integer such that p(z) = [, ;,<;<49;(2) and rt()‘(’) is a

Boolean function different from the zero function given by

deg(p)

* A
v = pifiri(to o wan) =10 (@0, ws). (13)
=0

The attacker has to solve the system ([3]) which has degree \g. Sequence y has
linear complexity at most D(d) — D()\g). The authors in [9] believe that this
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decrease of the linear complexity protects the filter generator from their attack,
since the degree \g, of the system the attacker has to solve, increases.

In order to solve the quadratic system ([I2]) using the linearization method,
as proposed in [9], the system has to be overdefined. That is, each monomial is
treated as a new variable and the system is solved with Gauss elimination given
that we have D(2) linearly independent equations. In what follows we will show
that the system is not overdefined for Ay > 2.

Sequence y* is given by

= Y i) et
rel(2)\{1}

since y; = 0. The linear complexity of y* equals

o)< Y ne=D()- D).
REI(2)\{1}

That means that, only LC(y*) < D(2) linearly independent equations are avail-
able. It is easy to check that the situation gets worse as \g increases, as D(\g)
linearly independent equations will be needed, while D(Ag) — D(\g — 1) are
available at most. In Section [4] we present a solution for this problem.

4 Computing the Initial State When v; = 0

In this section we present a method for attacking the filter generator when
~v1 = 0. In the previous section we showed that when ~; # 0 the computation
of the initial state of the cipher can become equivalent to the evaluation of the
initial state of an LFSR that produces an m-sequence. In what follows, we will
exploit the same idea.

We assume that y; = 0. Let s € I(d) be an integer such that ged(s, N) =
and vs # 0. Let § be the inverse of s, that is §s = 1 mod N, and let p(z)
[Lieray 1,53 P (2), where deg(p) = D(d) — 2n. Thus, from (I0) we have

1

D(d)—2n
Yy = Z piyire = try (p(a®)ysata™). (14)
i=0

Sequence y* is an m-sequence. Observing n output bits y;, 0 <t <n -1, a
unique element a® is defined such that y; = tr?(a®a®t). This leads to

a® =af o,
where o = p(a®)ys. Thus, the initial state o is given by

k=(6—0)s*™~1 mod N,

where ¢(-) is the Euler’s totient function.



212 P. Rizomiliotis

In other words, it would be easy to retrieve the initial state of the filter gen-
erator if we knew the trace representation of y and we could compute efficiently
elements addition in the extension field Fan. Next we present an algorithm where
only the knowledge of the feedback polynomial and the Boolean function are
known, as in the original attack, i.e. we do not need the knowledge of ~5 and
p(a®). This proposed attack is as efficient as the original attack for ; # 0. We
will use the trace representation form to explain our reasoning.

Let LFSR, be the LFSR used by the filter generator and let Ly be its state
transition matrix, and LFSRs; be a second LFSR with feedback polynomial
the primitive polynomial h_,(z) and state transition matrix L. The LFSR;
produces a phase shift of the m-sequence tr7(a**at), where the phase k is
determined by the initial phase of the LFSR;.

Pick an initial state X© for LFSR;. Then, there is a corresponding phase
ko such that

xy = tri (™ al)

and (X7 = L*(X.)T, where X . is the characteristic state of LFSR;.
Decimating « by s we get

xz« _ t,,,,;L (ako ast) — tT;L(OéS(ékO)O(St).

Let Z* = (x3, «f, -+, }_1). LFSR, produces the sequence z* and

n—1
()" = LM (X )", (15)

where X ; is the characteristic state of LFSR;.

Initializing the filter generator with X ©) we compute from (I4)) the first n
bits of y§
You = (@ aatt), 0 <t <n—1,

where a*? = p(a®)v,. Let Z = (y50, Y61, » Yon_1). LFSR, produces the
sequence yg and

(ZONT = [F'+ho(x, )T (16)

Let X be the initial state of the filter cipher we want to retrieve. Then,
there is a phase k; such that (X")7 = L (X . ). We compute

yit = tr?(as’glaSkla‘%)7 0<t<n-—1.
Let Z(l) = (yT,Oa yil? T yinfl)' Then7

(ZzN)T = L+ (x,. )T, (17)
From (@) and (I7), it holds,

(Z(l))T _ Llscl—ko (Z(O))T.
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From (@) we compute the vector g and from (&)
Go = g = LFi—ko
. S N

Let G = G§ = L™ =k) Then, from @), the state (2)T = G- (Z2*)T =
Lﬁ’“ - X s used as initial state of the LF'SR, produces the sequence

yr =t (R oty = tr7 (aF1at).

Decimating y* by § we get the k; phase shift from the characteristic phase of the
m-sequence x produced by the LFSRy, i.e. z; = tr7(a* at). Thus, the initial
state we want to retrieve is given by

XU = (20, ,2n_1) = (y&y;,... 7y;<(n_1)> .

The algorithm is described as follows.

1. Pre-computation. We chose X = (0,0,---,0,1).
(a) Compute the polynomial p.
(b) Using x© for initial state compute the first n bits of the decimated by
s output of LFSRy and formulate the vector Z* = (:ré7 Ty, m;_l).
(¢) Clock the filter generator (D(d) —n) times using X©) for initial state
and compute from ([{4) the vector AR (ya"m Yoo s yé‘,nq)'
2. Computation.
(a) Observe (D(d)—n) output bits of the filter cipher and compute from (I
the vector ZW = (yio7 yil, cee yin_l).
(b) Solve the system (@) and compute Gy.
(c) Compute G = Gj.
(d) Compute (Z)T =G -(Z")T.
(e) Using Z for initial state, compute the first n bits of the decimated by §
output y* of LFSRs. The initial vector we are looking for is given by

X(l) — (y37 y’g’ . ’y;‘(nil)) .
The complexity of each step is summarized as follows.

1. Pre-computation.
(a) From [9] this step requires O(D(d)logs(D(d))?) complezity.
(b) If s is small then we can just run the LF'SRy and decimate it. Otherwise,
we compute LY, using the square-and-multiply method for exponentiation.
Then, the n bits of the decimated sequence are given by

.73: = (1v070a070)(Li)t(070a ’071)T.

The complezity is at most O(n?).
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(c) The computation of y5,, 0 < t < n —1, if it is done in parallel, has

complezity O(D(d) — n).
2. Computation.

(a) The computation of yi,, 0 <t < n — 1, if it is done in parallel, has
complezity O(D(d) — n).

(b) For solving the system and computing Go matriz, the complexity is ap-
prozimately O(n?).

(c) For computing the 3 power of Go we need approzimately O(loga(8)n?).

(d) For computing Z the complexity is approzimately O(n?).

(e) Using similar argumentation with the step (b) of the Pre-computation
stage, the complexity is O(n3) at most.

In conclusion, both in the precomputation stage and the computation stage
the calculation of the n bits of gj(o) and 3](1) respectively, is dominant, and the
complexity of the attack is O(D(d) — n). The data complexity is O(D(d) — n)
bits. All the other steps include inversions and multiplications of n x n binary
matrices which is relatively costless. The attack has the same complexity as the
one in [9] for 71 # 0. In Appendix, we propose an alternative attack which is
less efficient.

Next we present a simple example to illustrate the proposed algorithm.

Example 1. Let h1(z) = 1+ 22 + 25 be a primitive polynomial and let a € Fys
such that hy(a) = 0. The LF'SR; has feedback the polynomial h_q(2) = 1+ 23+
2% and produces an m-sequence. The state of LF'SR; is filtered by the balanced
Boolean function f(xg,x1, z2, 23, 24) = 21+ T3+ ToTa + XT3 + 122+ x224. The
output sequence ¥y of the filter generator is balanced with period N = 2°—1 = 31
and linear complexity LC(y) < D(2) = 15.

Following the attack proposed in [9] we have p(z) = g2(2) = h3(2)hs(z) = 1+
24284274210 where h3(2) = 14224+ 234244 2% and hs(2) = 1+2+22+22+25.
From @), we get rgl)(z) =0, for all ¢ > 0. Thus, the attack cannot be applied.

Next, we will follow our attack. Let s = 3. Then, p(z) = h5(2) =1+ 2+ 22 +
24+ 25 We use X = (0,0,0,0,1) as initial state and we decimate the output
of LFSRy by s = 3. Then,

Z* =(0,0,0,1,0).

Using X9 also as the initial state of the filter generator we produce D(2) —n =
15 — 5 = 10 output bits and from (I4)) we compute

Z9 =(0,1,0,1,0).
The attack requires D(2) —n = 10 bits of y to be observed. Let
(yo,---,y9) =(0,0,1,0,1,0,1,0,1,0).
From () and the observed bits of y we compute

ZW =(0,0,1,0,1).
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From (@) we compute § we get

-1
G=20. ((Z(O))T7L3 (ZT ... 7L§~(Z(°))T> =(0,1,1,1,1),

01000 01111
00100 10000
where L3 = [ 00010 |. Thus, Go=]01000
00001 00100
10111 00010
01010
00101
The inverse of sis §=21and G=G3' = [10101
11101
11001

The state Z = G - (0,0,0,1,0) = (1,0,0,0,0). Since, § = 21 is rather big, we
compute
01100
00110
(L3)* =Lz~ (L3)*- (L3)**=]00011
10110
01011

Thus, the state we are looking is given by x® = (zo, 1,22, 23, x4), where
z; = (1,0,0,0,0) - (L)) (1,0,0,0,0)" .

We compute X = (1,0,0,0,0).

5 The Role of High Order Complexity

In this section we present an attack scenario that requires fewer keystream bits.
The price we must pay is some additional pre-computation complexity. The
main objective of this section is to motivate the research on high order nonlinear
complexity of binary sequences.

Definition 1. ([7/, [§]) The length of the shortest feedback shift register (FSR)
having a feedback function of degree at most k that generates y defines the k-th
order nonlinearity of sequence y.

For £ = 1 we have the linear complexity of the sequence, and for k& = 2 the
quadratic span.

In Section [l we showed that the attack is based on the transformation of the
state recovery problem to a much easier problem as the one of the recovery of
the initial state of the LFSR that produces an m-sequence. Next we describe a
generalization of the attack. We follow the notation of Section
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Assume that I(d) = I(d) \ I(d'), where d’ < d and that 7. # 0, for all
k € I(d"). For d =1 we have the attack described in [9]. From (II), it holds

vi= > (et
wel(d’)

where p(z2) = Hﬁd(d) hy(z) and deg(p) = D(d) — D(d").
(d")

Following the same reasoning as before, we pre-compute the functions r;

D(d)—D(d")

* d
yi= S pifei@o, o wna) = O@e, e way). (18)
1=0

Since v, # 0, for all k € I(d’), the linear complexity of y* is D(d’) and the sys-
tem ([I8) consists of D(d’) linearly independent equations. Using the lineariza-
tion method we can solve ([[8) with complexity D(d’')?7. We need D(d’) bits of
y*. The computation of each one of these bits requires the knowledge of some
(D(d) — D(d") + 1) bits of the output sequence y, resulting to an overall data
complexity O(D(d)).

Suppose that the quadratic span QS(y*) of y* is known, as well as the
quadratic feedback function ¢ of the shortest FSR that generates the sequence
y*. That means that, if we know QS (y*) bits of the sequence y*, we can use
it as the initial state of the FSR and produce the whole sequence. So, when
the polynomial ¢ is known, let’s say as part of the pre-computation, we can use
QS(y*) bits of y* to compute the D(d’) bits needed for the attack. Thus, the
data complexity reduces to (D(d) — D(d") + QS(y*)).

In the above scenario, a trade-off between the computational and the data
complexity appears. Increasing the value d’ we increase the attack complexity
O((D(d"))*7), while we decrease the data complexity to

O(D(d) = D(d') + @S(y")) -

In the above analysis we assume that the quadratic span for most of the sequences
with the same period is almost the same, as it happens with the linear complexity.
It is straightforward to see that we can replace quadratic span with any of the
k-order nonlinear complexities we can compute. Unfortunately, there is not an
efficient algorithm for computing the high order nonlinearity of a binary sequence
or a analysis on the expected value of the k-order nonlinear complexity of a
random periodic sequence ([7]). We hope that the attack we just described will
motivate researchers to work in the field.

6 Conclusion

In this paper, we analyzed the attack against the filter generator proposed in [9].
Using trace representation of the output sequence y we proved that the attack
does not work always as expected. We proposed a new algorithm for the cases
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that the original attack does not cover which is as efficient as the original attack.
The main problem of all the former mentioned attacks, original and modified
version, is the high data complexity. We showed the significance of nonlinear
complexity of binary sequences in such an attack. We presented a scenario where
the knowledge of the quadratic complexity can decrease significantly the data
complexity. It remains an open problem the computation of k-order nonlinear
complexity of a given binary sequence, which we believe is a very good direction
for further research.
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A Appendix

In this Appendix we present a less efficient attack scenario for the case when
~v1 = 0. We follow the notation of Section [l
Let § be the decimation of y* by §. Then, from (I4]) we have

b = ya = tri (p(e®)ysatal) = tr] (a’a*ta) (19)

where o = p(a®)y,. The sequence 9 is produced by the linear feedback shift
register LF'SR; used by the filter generator.
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Pick an initial state X(*) and using the output of the filter generator compute
from ([[T) the sequence §©). Then, there is a shift ko such that

31" = tri (@t Mat),

and X0 = Llfo (X.1)T, where X1 is the characteristic state of LFSR; and
L is the state transition matrix.

Let Z©) = (Q(()O), Q§0)7 S 92(21). Since LF SR, produces the sequence gj(o),
we have
(Z(O))T _ L,1@+sko(Xc’l)T. (20)

Let X be the initial state of the filter generator that we want to disclose.
Then, again from (I3 we compute sequence Q(l), ie.

31" = tri (@ Mat),
where X0 = L (X )" Tet 200 = (557, 1., 442 ), then

(Z(l))T _ L,f‘-‘rskl (Xc,l)T~ (21)
From (20) and 1]), it holds
(Z(l))T _ Li(klfko)(z(o))T.
From (@) we compute the vector g and from (&)
g

gL
Go = ) — Li(kl—ko).

g-Lt
Let G = G§ = L¥ %0 Then, the initial state X is given by
G- (X(O))T _ L’fl_ko _L’fo (X, l)T _ (X(l))T.

The algorithm is described as follows.

1. Pre-computation. We chose xXO = (0,0,---,0,1). Generally it is conve-
nient to chose an initial state with Hamming weight one.
(a) Compute the polynomial p.
(b) Clock the filter generator D(d) — 2n + §(n — 1) times using X as
input. From ([[8) compute n bits of Q(O) and formulate the vector z© =

(67, 9%

2. Computation.
(a) Observe D(d) —2n+ §(n — 1) output bits of the filter cipher. From ([I9)
compute n bits of g(l) and formulate the vector zW = (g)(()l), e ,g}s_)l)
(b) Solve the system (@) and compute Go.
(c) Compute G = G§.
(d) Output the last column of G.
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Next we give an estimation of the complexity.

1. Pre-computation.

(a) From [9] this step requires O(D(d)log2(D(d))?) computational complez-
ty.

(b) The computation of g}t(o), 0 <t<n-—1,ifitis done in parallel has
complezity O(D(d) — 2n + §(n — 1)).

2. Computation.

(a) The computation of g}t(l), 0 <t<n-—1,ifitis done in parallel has
complezity O(D(d) — 2n + §(n — 1)).

(b) For solving the system (@) and computing the n X n matriz G, the
complezity is approzimately O(n?).

(¢) For computing the § power of Gy, we use the square-and-multiply method,
i.e. we first compute the powers of two G%L, 1 <i<n-—1, and then, if
5= Z?;Ol 3,28, 8, € Fy, G5 = H;:Ol G2 The complexity of this step
is approzimately O(log2(3)n?).

(d) The last step is for free for the specific choice of X,

Both in the pre-computation stage and the computation stage the calculation
of the n bits of Q(O) and gj(l) respectively, is dominant, rising the complexity of
the attack to O(D(d) —2n+ §(n —1)). All the other steps are relatively costless.
The data complexity is O(D(d) — 2n + §(n — 1)).

Note 1. The same attack can be applied by first decimating y by §. Then,

y; = Y5 = Z tr?" (’yﬁaﬁtoaﬁgt). (22)
rel(d)

We define the subset of coset leaders

I ={Rlk=2 k- mod N, kelI(d), eI}

It is easy to see that 1 € I;. Let p(z) = erlé\{l} hi(z). Applying the recursion
p, from ([22)) we have,

g = tri(p(7s) - a™at).

This approach requires (D(n) — 2n)§ +n — 1 bits of data.
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Abstract. Some cryptographical applications use pseudorandom seque-
nces and require that the sequences are secure in the sense that they can-
not be recovered by only knowing a small amount of consecutive terms.
Such sequences should therefore have a large linear complexity and also
a large k-error linear complexity. Efficient algorithms for computing the
k-error linear complexity of a sequence only exist for sequences of period
equal to a power of the characteristic of the field. It is therefore useful to
find a general and efficient algorithm to compute a good approximation
of the k-error linear complexity. We show that the Berlekamp-Massey
Algorithm, which computes the linear complexity of a sequence, can be
adapted to approximate the k-error linear complexity profile for a gen-
eral sequence over a finite field. While the complexity of this algorithm
is still exponential, it is considerably more efficient than the exhaustive
search.

Keywords: pseudorandom sequences, stream ciphers, linear complexity,
k-error linear complexity.

1 Introduction

The k-error linear complexity of a sequence is a generalisation of the notion of
linear complexity. While the linear complexity of a sequence is defined as the
length of the smallest linear recurrence relation which generates that sequence,
the k-error linear complexity is the length of the smallest linear recurrence re-
lation which generates a sequence which differs from the original sequence in at
most k positions.

When designing a stream cipher, the keystream sequence has to have a large
linear complexity. Using the Berlekamp-Massey Algorithm, a sequence can be
efficiently recovered by knowing a number of consecutive terms equal to twice its
linear complexity. Sequences with low linear complexity would therefore be vul-
nerable to known plaintext attacks. Similarly, sequences with low k-error linear
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complexity for small values of k£ could also be vulnerable if the corresponding
linear recurrence relation was found.

An exact algorithm to compute the k-error linear complexity only exists for
periodic sequences over a finite field GF(p™) and with period a power of p, p
being prime and m > 1 (see Stamp and Martin [I0], Lauder and Paterson [0] for
p = 2 and Kaida, Uehara and Imamura [4] for an arbitrary p). These algorithms
are based on the algorithms of Games and Chan [3] and Ding, Xiao, Shan [2] for
computing the linear complexity of such sequences, and they work only when a
full period of the sequence is known, i.e. the whole sequence is known, which is
not the case in cryptanalysis applications.

We propose adapting the Berlekamp-Massey Algorithm (Berlekamp [T], Massey
[7]) which computes the linear complexity, in order to approximate the k-error
linear complexity profile for a general sequence over a finite field. The main idea is
to devise a heuristic algorithm which explores only some of all the possible error
patterns. The choice of the positions of the errors is guided by the steps of the
Berlekamp-Massey Algorithm in which the complexity is increased.

While the proposed algorithm has an exponential complexity, the base of the
exponential function is smaller than for an exhaustive search; moreover, the base
for the proposed algorithm is independent of the size of the field, while for an
exhaustive search it increases with the size of the field.

In this paper we consider mainly binary sequences but the proposed algorithm
can be extended to arbitrary finite fields.

2 Background

Definition 1. Given an infinite sequence s = sg,$1,... (or a finile sequence
S =80,81,...,5t—1 ) with elements in a field K, we say that s is a linear recur-
rent sequence if it satisfies a relation of the form sj+cr_15j—1+...+c18j—r+1+
cosj—r, =0 forallj=L,L+1,... (or forallj=L,L+1,...t—1, respectively),
where cg, c1,...,c,—1 € K are constants. The associated characteristic polyno-
mial is C(X) = XL +cp 1 X7V + ..+ 1 X + . If L is minimal for the given
sequence, we call L the linear complexity of s, denoted L(s).

The notion of linear complexity has been generalised to k-error linear complexity
by Stamp and Martin [I0] (see also Ding, Xiao, Shan [2]). In the following wg (s)
denotes the Hamming weight i.e. the number of non-zero terms of s.

Definition 2. For a given infinite sequence s = Sg,S1,... of period N, with
elements in a field K and for a fized integer k, 0 < k < wg((so,...,sn-1)), the
k-error linear complexity of the sequence s is defined as

Li(s)=min{L(s+e)| e is a sequence of period N over K,wg((eo,e1,...,en—1)) < k}

For a given finite sequence s = sq, S1, ..., S¢—1 with elements in a field K and for
a fized integer k, 0 < k < wpy(s), the k-error linear complexity of the sequence
s is defined as Li(s) = min{L(s + e)|le € K',wy(e) < k}. The sequences e are
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called error sequences or error patterns. The k-error linear complexity profile
of the sequence is defined as being the set of pairs (k,Lg(s)), for all k with
0<k<wg(s).

Property 1. Given a (finite or infinite) sequence s with elements in a finite field
GF(q), we have L;(s) > L;(s), for all i < j.

The Berlekamp-Massey Algorithm ([I],[7]) computes the characteristic polyno-
mial and the linear complexity of a sequence over any field. It is iteratively pro-
cessing each term of a finite sequence sg, s1, . . ., S¢—1, adjusting the characteristic
polynomial when necessary. At each step n the current minimal characteristic
polynomial C'(") (X)) generates the n sequence terms sg, s1, ..., S,—1 processed
so far. In addition, the last characteristic polynomial C")(X) of degree strictly
smaller than the degree of C(™(X) is also stored. We denote L") = deg(C'").
The discrepancy d(™

L1
d™ =, + Z an)sﬁn—L(“) (1)
i=0

is the difference between the term which is expected using the current charac-
teristic polynomial and the actual term s, which is currently processed. Three
possible cases are identified:

1. If d™ # 0 then s,, cannot be generated using C'")(X) :
a) If 2L > n then the new characteristic polynomial is computed as

CrH(X) — CM(X) — 47 X (m=L) ==L olm)(X) and it has
the same degree as the previous one;

b) If 2L(") < n then the new characteristic polynomial is computed as

D (X) X (LN =(m=LO)  o(m) (X ) — 47 ™) (X) and it has
a higher degree than the previous one, namely L("tY) =n+1—LM: m
is updated to n.

2. If d™ = 0 then s,, can be generated using C™)(X), so the characteristic

polynomial stays unchanged C'"*t1)(X) = ¢ (X).

We initialise C)(X) « 1 for i = 0,...,7, CUTD(X) « X7+ and m « j,
where s; is the first non-zero term of the sequence. At the end of the algo-
rithm, L) is the linear complexity of the sequence and C(t)(X ) is a minimal
characteristic polynomial (which is unique if 2L(1) < ¢, otherwise it may not be
unique).

3 The Modified Berlekamp-Massey Algorithm

Determining the k-error linear complexity of a finite binary sequence of length

i . Ll E ot
t by an exhaustive search approach would mean investigating all the >~ , (Z)
patterns of up to k errors and computing the linear complexity of each of the
sequences obtained by adding these error patterns to the original sequence. Some
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computational savings can be made by taking advantage of the incremental
nature of the Berlekamp-Massey Algorithm; for error patterns which coincide
on the first say ¢ positions, reuse the computations made on the first ¢ terms
of the sequence. We implemented this more efficient version of an exhaustive
search for the binary case and used it as a reference (we denote this algorithm
the Efficient Exhaustive Search Algorithm).

A heuristic approach would only explore some of all the possible error pat-
terns. Our proposed heuristic will use the Berlekamp-Massey Algorithm to choose
these patterns. Namely, during the algorithm, only the case when the discrepancy
d™ # 0and 2L < n (case (1b) in Section B yields an increase in the cur-
rent complexity of the sequence. It seems therefore natural to concentrate on what
would happen if the current term of the sequence, which creates this increase in
complexity, would be changed in such a way as to make the discrepancy zero, and
therefore make an increase in complexity unnecessary. If we made these changes to
the sequence early in the algorithm, we would soon run out of the k allowed errors,
and we would not be able to explore the effect of errors on later terms of the se-
quence. Whenever case (1b) occurs in the algorithm we do therefore consider both
possibilities: changing the current term of the sequence, or not changing it, and
we continue exploring both branches. A tree of recursive calls is thus obtained.

Our approach is not guaranteed to give
the exact result for the k-error linear
complexity, as the error pattern that de-
creases the complexity the most may well
not have the errors in those positions
suggested by the Berlekamp-Massey Al-
gorithm. Since we investigate only some
of all the possible error patterns, our re-
sults will always be larger or equal to the
optimum ones. We investigate experimen-
tally in Section Ml how close the approxi-
mation is to the actual k-error complexity.
Unfortunately we were unable to prove a Fig.1. Example of the Modified
theoretical bound on the approximation Berlekamp-Massey Algorithm tree of
quality. error and no-error recursive calls for

We firstly illustrate our algorithm with —the sequence s = 0110111101110101
an example:

Example 1. Applying the Berlekamp-Massey Algorithm to s=0110111101110101
(length 16), the degree of the intermediate characteristic polynomials changes
at positions 6 and 12 (ignoring the initial change from degree 0). The linear
complexity is 8 and the characteristic polynomial C'(X) = X%+ X6 4+ X°+ X4+
X+ 1.

Figure[dshows the tree of recursive calls for the MBM Algorithm. The internal
nodes show the index of the element of the sequence currently processed and the
current linear complexity. The left child of each internal node corresponds to not
forcing an error and the right child corresponds to introducing the error. The
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leaves in the tree show the final result on each path in the tree: the number of
errors which were introduced and the corresponding k-error linear complexity.
In our example the first change of complexity happens when sg is processed. The
error sequence can be built using a bottom-up technique. For example, for the
3-error linear complexity, the errors will be at indices 14,13 and 12, so the error
sequence is 0000000000001110.

By taking the minimum value of the linear complexity for each number of errors,
the results in the tree in Figure[I] give an incomplete approximate k-error linear
complexity profile as being {(0, 8), (1,9), (2,7), (3,5), (5, 2)}. Applying Property[ll
in SectionPand using the fact that L., ) (s) = 0 the full approximate k-error lin-
ear complexity profile is found:{(0, 8), (1,8), (2,7), (3,5), (4,5), (5,2), (6,2), (7,2),
(8,2),(9,2),(10,2), (11,0)}. The exact k-error linear complexity profile obtained
by an exhaustive search algorithm is: {(0, 8), (1,7),(2,6), (3,4), (4,2), (5,1), (6,1),
(7,1),(8,1),(9,1),(10,1),(11,0)}.

We suppose that the input sequence has at least one non-zero element otherwise
calculating the k-error linear complexity would be immediate since Ly (0) = 0,
for all £ > 0, where 0 is an all-zero sequence of any length.

In practice we might be interested in the k-error complexities only for small
values of k, say a certain percentage of the length of the sequence, so we introduce
an extra parameter, kpq. (default value wy (s)) in the algorithm and we compute
the truncated k-error linear complexity profile {(i, L;($))|0 < i < kprqs }-

One might also be interested in the minimum number of errors needed to
achieve a linear complexity below a certain set value Ljpsq, (see Sélagean [I]).
This again would make some of the recursive calls unnecessary, when the current
complexity is already equal to or below Ljs,,. The default value for Ly, is t.
In this case the algorithm will return the profile {(i, max {L;(s), Lasaz})|0 < i <
kMaa:}~

We implemented the algorithm in Algorithms [[] and 2] based on a recursive
version of the Berlekamp-Massey Algorithm. Two new variables are needed to
accommodate the current number of errors, £ and the current error pattern, e.
We denote the k-error linear complexity profile as sol and we define each element
as a collection of three components soly, = {sol Ly, sol C(X), sol erry}, for k =
0,1,...,max {kpraz, wp(s) — 1}, where sol Ly is the k-error linear complexity,
sol C(X) is the characteristic polynomial and sol erry is the error sequence
corresponding to the k-error linear complexity.

There are some immediate improvements that can be performed on the Modi-
fied Berlekamp-Massey Algorithm. First of all the stop condition can be adjusted.
Some of the paths taken by the recursion calls might get to a k-error linear com-
plexity which is bigger or equal to the currently stored solution (sol Ly) so they
can be abandoned. Secondly, the currently stored k-error linear complexity pro-
file can be maintained whenever a new solution is found, using Property [ in
Section [21 Finally, we can combine iteration and recursion in order to minimize
the stack size.
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Algorithm 1. Recursive Modified Berlekamp-Massey Algorithm
1: Input: A finite non-zero sequence s = So, 81, .. .,5t—1; kMaz; LMax
2: Output: The approximate k-error linear complexity profile, sol
3: v — max(kmax, wr(s) — 1)

4: for i =0,1,...,v do
5 sol; — {t, X*,(0,0,...,0)}
~ ~ -

t times

6: end for
T k<0
8: e=(0,0,...,0)

~ ~ -

t times

9:n«—0
10: while s,, =0and n<t—1do > go over the initial zeros

11: n—n-+1

12: end while> Initialize the details corresponding to ’last degree change’ position m
13: m«—n

14: O (X) <1

15: dm — Sn

16: n—n+1

17: Cp(X) «— X7 > Initialize the details corresponding to current position n
18: call mbmR(sol,m,Cpm(X),dm, Crn(X),n,k,e€)

19: return sol

3.1 Algorithm Analysis

The correctness of the linear complexity and characteristic polynomial for each
number of errors k and the corresponding error sequence stored in the solution
array at the end of the algorithm, results from the way the algorithm was built
and from the correctness of the Berlekamp-Massey Algorithm (Massey [7]).

For analysing the complexity of the algorithms we will use the trees described
in Section [Bl and estimate their number of nodes using the following Lemma:

Lemma 1. A binary tree of depth n and with at most k right branches on any

path from the root to a leaf has a maximum of Z?:O (7_7_'11) vertices.

Proof. We associate to each node a description of the path from the root to that
node, i.e. a sequence over the alphabet { L, R}, where L signifies a left branch and
R a right branch. The number of nodes will therefore be equal to the number
of sequences of lengths between 0 and n, each sequence containing at most k
occurrences of R. For any fixed number i of R’s we have

S (1)=(10)

such sequences, so the total for all ¢ from 0 to k£ will be

> (1))

=0
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Algorithm 2. The mbmR procedure
1: procedure MBMR(sol, m,Crn(X), dm, Cn(X),n, k,e)

2: if (n=1t) or (k> karas) or (deg(Cn(X)) < Larasz) then

3: if ((n=1t) and (sol Ly > deg(Cn(X))) and k < knrae then

4: soly, «— {deg(Cr(X)),Cn(X), e}

5: end if

6: else

T dn — (s+€)n + X0 e (54 €)itn—des(n(x))

8: if d, # 0 then

9: if 2- deg(Cn(X)) > n then > (1la) the complexity does not change
10: Cn(X) — Cn(X) — j" . X (m—deg(Cim (X)))—(n—deg(Cn (X)) - Con(X)
11: mme(sol,m,Cm(XSY,de,C’n(X),n + 1,k,e)

12: else > (1b) the complexity does change
13: T(X) — Cn(X

14: Cn(X) — X (n—deg(Cn (X)) = (m—deg(Cm (X)) , Cn(X) — ;" - Cm(X)
15: mbmR(sol,n, T(X), dn, Cn(X),n+ 1,k ¢) "

16: if e, =0 then

17: mbmR(sol,m, Cpn(X), dm, Cr(X)n+1,k+ 1, (e — dnly))

18: end if

19: end if
20: else > (2) the current characteristic polynomial does not change
21: mbmR(sol,m, Cp,(X), dm,Cn(X),n+ 1,k,e)
22: end if
23: end if

24: end procedure

There is no closed form for sums of the form ZZ o (%), so we will use bounds:

Lemma 2. The following bound stands

k
n 2(}), ifk<|™,
g() ‘{(’f—t s+ (), o | ?LJ <k<["]
Proof. The first case follows by induction on k, using the fact that (Z) = (kfl) .

nk+1 for all m and k. Also "F*1 > 2 if k < [(n+1)/3]. The remaining
inequalities follow from the first using elementary properties of the binomial
coefficients.

We will approximate binomial coefficients using the following (see [0 Lemma 7,

Chapter 10]) 1 )
<Z) ~ C\/na(ll —a) <aa(1 - a)la) (2)

where 0 < k < n, a = k/n and ¢ is a constant, 1/\/8 <c<1/V2m.

When assessing exponential time complexities of algorithms we will also use
the fact that for any a > 1 and i > 0 we have n‘a™ € O((a +¢)") with € > 0 an
arbitrarily small constant.

We are now ready to estimate the complexity of the algorithms presented.
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Theorem 1. The worst case time complezity of the Efficient Exhaustive Search
Algorithm for sequences of length t and number of errors at most kpja, = vt
with 0 < v < 1/3 is O(Vt\!) where A = ! . This can also be expressed

v“(l—v)l—”
as O((\ + €)t) with e > 0 an arbitrarily small constant. For a typical value
of v = 0.1 (i.e. errors in at most 10% of the positions) the time complexity is
O(V/11.384145%).

Proof. The Efficient Exhaustive Search Algorithm will construct a tree of depth
t and at most kpsq, right branches on any path from the root to a leaf. By

Lemma [I this tree will have at most foo” (fﬁ) nodes. So the number of

nodes is bounded by 2(1@1;;1“)7 by Lemma [P In any node we compute a dis-

crepancy and possibly adjust the characteristic polynomial, so there are O(t)
computational steps. Therefore the complexity is (’)(t(kl\j;lﬂ)).
Using (@) we obtain the following approximation:

Qt( t+1 )_2 t(t+1) ( t )_
kMaa:+1 kMa$+1 kMaa:

_ 2t(t +1)/t

T ut+1 \wt

G HE+T) 1 1 i
~ 2c
vt + 1 \/tv(l —w) \v’(1— v)l-v
t
2 1
it —0 " ()
vy/v(1 — v) v (1 —wv)t=v

which is O(VtA!) where \ = U,)(l_lv)l_,).
For the Modified Berlekamp Massey Algorithm it is harder to estimate the depth
of the tree, as the number of terms processed in between two decision points will
vary depending on the particular sequence. We will assume that an average
of u terms are processed between two decision points, i.e. between two points
where the Berlekamp-Massey algorithm would prescribe an increase in the cur-
rent complexity of the sequence. In [8, Chapter 4] it is shown that for random
binary sequences the average number of bits that have to be processed between
two changes in complexity is 4 and the change in complexity has an average
of 2. While the sequences used in the cryptographic applications are not truly

random, using a value of u = 4 for the average number of terms between two
changes of complexity seems reasonable.

Theorem 2. The worst case time complezity of the Modified Berlekamp Massey
Algorithm for sequences of length t, an average of w terms of the sequence
processed between two changes in complexity, and a number of errors at most
kpfar = vt with 0 < v < llt 18

OWt\Y) ifv < 31u where A\| = " 1 =
O(tVtA) if 31u <v< 21u where A\ = 1 s

O(tAy)  if 21u <ov< llL where Ao = /2.
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In all cases the complexity can also be written as O((\; + ¢)') where ¢ > 0
is an arbitrarily small constant. For a typical value of v = 0.1 (i.e. errors in at
most 10% of positions) and u = 4 the complexity is O(t\/t1.189208).

Proof. Since wu is the number of terms between two decision points and ¢ is the
total number of terms, the depth of the tree will be ¢/u. We bound the number of

. . a :
vertices in the tree by Z?;"OM (“"+1

1 ), using Lemma [l When the number of right
branches on any path, kpsq., is at most half the depth of the tree, by applying
the first or the second bound in Lemmal[2l (depending on whether k4, is smaller
or greater than a third of ¢/u), followed by the estimation (2], we obtain the
first two computational complexities O of the Theorem in a similar way as in
the proof of Theorem [Il

When the number of right branches allowed in the tree approaches the depth of
the tree, i.e. karqe approaches t/u, we will bound the number of nodes by 2 Wl
(the number of nodes in a complete binary tree of depth ¢/u). Combining this
with O(t) operations in each node gives the third O of the theorem.

The proposed algorithm has the advantage that even when the field has more
than two elements, there are still only two choices that are investigated: intro-
ducing no error, or introducing an error of magnitude —d™, where d™ is the
discrepancy; an exhaustive search approach would have to investigate all the
possible error magnitudes for each error position, i.e. Z?:O (f) (w — 1)? possibil-
ities for a field of w elements. Both the complexities in Theorems [l and B will
increase by a factor of (logw)? to account for the more costly operations in a
field of w elements. However, the exponential part in the O estimate will remain
unchanged in Theorem 2] (Modified Berlakamp-Massey Algorithm), whereas in
Theorem [] (Efficient Exhaustive Search), A’ will be replaced by (A(w — 1)?)¢.

For a typical value of v = 0.1 (i.e. errors in at most 10% of the positions) and
an alphabet of w = 16 elements the worst case time complexity is O(y/t1.826Y)
for exhaustive search as compared to O(ty/t1.189208") for the proposed modified
Berlekamp-Massey algorithm.

4 Tests and Results

In order to estimate the efficiency and the accuracy of the algorithm, a compar-
ison has been done between the optimised Modified Berlekamp-Massey (MBM)
Algorithm and the Efficient Exhaustive Search (EES) Algorithm.

We define the accuracy, ACCy(s), as the ratio between Laspax(s), the ap-
proximate value of the k-error linear complexity obtained using the Modified
Berlekamp-Massey Algorithm and Lgggs i(s), the exact value obtained using
the Efficient Exhaustive Search Algorithm, Larpark(s)/LeEs k(s).

The running time improvement was computed as the ratio between the time
taken by the Efficient Exhaustive Search Algorithm and the time taken by the Mod-
ified Berlekamp-Massey Algorithm on the same processor, timeggs/timen g -

The first test has involved running both algorithms on a number of 70 ran-
domly chosen sequences of length 64 (each bit is generated with the C rand ()
linear congruential generator function).
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Figure [ presents the average, best and worst value of ACC), over the 70
sequences tested. These results are detailed in Table [ for 1 < k < 9. For small
values of k we notice that on average the k-error linear complexity obtained by
the Modified Berlekamp-Massey Algorithm is pretty close to the actual value,
being higher by only 3.37% for 1 error, increasing to 16.45% for 6 errors (i.e.
errors in about 10% of the terms) and by 25.92% for 9 errors (i.e. about 15% of
the terms). As k increases, the quality of the results obtained by the Modified
Berlekamp-Massey Algorithm deteriorates. Note however that the small values
of k are the ones of practical interest.

Table 1. The average accuracy of the results of the MBM Algorithm

Number of errors k& 1 2 3 4 5 6 7 8 9

Average ACC}, 1.03 1.06 1.09 1.11 1.14 1.16 1.19 1.22 1.25
Best ACC), 11 1 1 1 1 1 1 1
Worst ACCy, 1.14 1.2 1.21 1.31 1.51.351.37 1.5 1.66

The average running time improvement was 12691, i.e. the MBM Algorithm
was nearly 13000 times faster than the EES Algorithm. Even better time im-
provements are obtained when imposing limits for the number of errors and/or
the maximum linear complexity. For example for k4, equal to 15% of the length
of the sequence and Ljsq, approx. 1/3 of the length, the time improvement is
24017.

A second experiment involved running the Modified Berlekamp-Massey Algo-
rithm for sequences of different lengths. We used 20 random sequences for each
even length between 8 and 64. The time improvement shows an exponential

The accuracy of the results found by the Modified Berlekamp-Massey Algorithm

on a sample of 70 random sequences of length 64 —+—Avg
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Fig. 2. The accuracy of the MBM Algorithm on a sample of 70 random sequences of
length 64
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increase with the length of the sequence (no limitations were imposed on the
parameters kprqr and Lazq.). See figure B for the results.

The quality of the approximation was measured for each sequence at different
levels of error: 5%, 10% and 15% of the length of the sequence. The results
are summarised in figure @l We note that the approximate value of the k-error
complexity found by the modified Berlekamp-Massey Algorithm is consistently
good on all lengths tested and it deteriorates only slightly as k increases as
a percentage of the length of the sequence. For 5% errors (i.e. k is 5% of the
length), the k-error linear complexity found by the MBM algorithm is on average
not more than 10% higher than the actual value, for 10% errors it is at most
20% higher and for 15% it is at most 30% higher.

The relation between the natural logarithm of the average running time
improvement and the length of the sequences

improvement

The natural logarithm of the
average running time

Length of the sequence

Fig. 3. The relation between the natural logarithm of the average running time im-
provement and the length of the sequences

For evaluating the accuracy of the MBM algorithm for sequences of higher
length the actual k-error linear complexity could no longer be computed us-
ing exhaustive search due to hardware limitations. Instead, we carried out a
controlled experiment where we took 50 sequences s of length 100, generated
by a randomly chosen recurrence of size 33 (1/3 of the length). We computed
the linear complexity L(s) of each sequence s (this can be lower than 33). We
artificially applied an error sequence e of weight k, such that the linear com-
plexity of s = s + e is higher than L(s). Obviously, Ly(s’) < L(s), so even
though we do not know the exact k-error complexity of s, we do have a good
upper bound. We then applied the MBM Algorithm to s’ and computed the
ratio Larpark(s’)/L(s). This time the ratio can be less than 1 because L(s) is
an upper bound rather than the exact value of Ly(s’). Figure [l presents the
distribution of the values of this ratio in each interval of length 0.1. Four cases
were considered, depending on the choice of k: random values up to 15% of the
length of the sequence, or fixed values of 5%, 10% and 15%, respectively. We
notice that a high proportion of the ratios are below 1.1, i.e. the value found by
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The average accuracy of the k-error linear complexity found by the MBM Algorithm for -k 5%
different values of k and for different lengths ——10%
— 8- 5%

Average accuracy
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Fig. 4. The average accuracy of the k-error linear complexity found by the MBM
Algorithm for different values of k and for different lengths
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Fig. 5. The accuracy of the results found by MBM Algorithm on 50 sequences of length
100, when the sequences were artificially modified with errors sequences of weight : (a)
random; (b) k& = 5% of the length; (¢) k = 10% of the length; (d) k¥ = 15% of the

length

the MBM algorithm is close, or even lower than the original complexity, L(s).
The results improve when k represents a higher proportion of the length of the

sequence.
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5 Conclusion

We propose a heuristic algorithm for approximating the k-error linear complex-
ity, based on the Berlekamp-Massey Algorithm. We implemented and tested this
algorithm and the results are encouraging. The k-error linear complexity is ap-
proximated pretty close: on average it is only 16% higher than the exact value,
for up to 6 errors on our test set of 70 random sequences of length 64. While the
time complexity of the proposed algorithm is still exponential, it is considerably
faster than an exhaustive search (on average about 13000 times faster for the
sequences above). Even higher efficiency gains are expected in the non-binary
case. Future work will investigate the possibility of further reducing the search
space with minimal accuracy loss.
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Abstract. Constructing efficient and secure encryption schemes is an
important motivation for modern cryptographic research. We propose
simple and secure constructions of hybrid encryption schemes that aim
to keep message expansion to a minimum, in particular for RSA-based
protocols. We show that one can encrypt using RSA a message of length
|m| bits, at a security level equivalent to a block cipher of k bits in
security, in |m| + 4k + 2 bits. This is therefore independent of how large
the RSA key length grows as a function of k. Our constructions are
natural and highly practical, but do not appear to have been given any
previous formal treatment.

1 Introduction

There are many important factors to consider when choosing a practical en-
cryption scheme, including speed, provable security, code size, and bandwidth
efficiency. Bandwidth efficiency is often only considered as an afterthought, but
for many real world problems this can be as important as keeping the compu-
tational and implementational complexity low. In particular this is the case for
wireless settings, where power consumption often is a limiting factor, and trans-
mitting data is a major power drain compared to the cost of doing some extra
(offline) computation [I§].

Suppose that we wish to encrypt |m|-bit messages with a security level of s
bits, for example k = 128. The aim of this paper is to suggest secure proto-
cols which achieves the desired security level, while keeping the length of the
ciphertexts as close to |m| bits as possible. The existing ISO/IEC standard for
public-key encryption [I7] only considers bandwidth efficiency for short messages
and does not give an RSA-based scheme that is efficient for arbitrary-length mes-
sages and arbitrary RSA key sizes.

To explain our starting point in more concrete terms, let R, denote the size
of an RSA key equivalent to x bits of security, and similarly let E, be the

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 233 2007.
© Springer-Verlag Berlin Heidelberg 2007
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corresponding key size for elliptic curve based systems. At the time of writing,
it is widely believed that approximate values for these parameters are roughly
Rgo = 1024, R128 = 30727 and ER = 2K IIHH

We first examine the problem by analogy with digital signature schemes. Us-
ing the ECDSA signature scheme one obtains a short signature scheme with ap-
pendix, of total length |m|+ 2E, bits, that is, in addition to the original message
we get a signature appendix consisting of two group elements. With pairings, it
is possible to shrink the size of signatures to |m|+ E, bits using the BLS scheme
[9]. Standard RSA-based schemes such as RSA-FDH [5] or RSA-PSS [7], give
signatures of length |m| + R,. For signature schemes based on RSA one should
therefore consider schemes that provide some kind of message recovery, such as
the message recovering variant of RSA-PSS, if bandwidth is a limiting factor.
Indeed, there may even be situations where bandwidth is so precious that it is
necessary to use elliptic-curve based schemes with message recovery, such as [15].

We consider the similar situation for public key encryption schemes. The stan-
dard elliptic curve encryption scheme for arbitrary-length messages is ECIES,
which is a hybrid scheme modelled in the KEM+DEM framework [T0]. This pro-
duces ciphertexts of length E,, + |m| + k. For RSA the hybrid scheme of choice
is RSA-KEM [16], which leads to ciphertexts of length R, + |m|+ . While the
hybrid constructions are suitable for long messages, sufficiently short messages
may be encrypted using only a single group element using a purely asymmetric
encryption scheme, such as RSA-OAEP, [6l17]. With RSA-OAEP, a message of
maximal length |m| is encoded together with two strings, each of length that of
a hash function output, as a single group element of size R,, = |m|+ 4k + 2 bits.

Our initial question was whether the bandwidth requirements for hybrid en-
cryption schemes in the KEM+DEM framework may be reduced, in particular
that of the RSA-based schemes. In the usual KEM+DEM framework, the KEM
is used to encrypt a symmetric key, while the DEM is used to encrypt the mes-
sage itself (using a symmetric encryption scheme and the key from the KEM).
However, existing KEMs typically encode the symmetric key as a group element,
and hence require either R, or F, bits.

This disparity in expansion rate grows when the security level increases, as
the size of the groups grows much faster than the size of symmetric components.
This is not so much a problem for elliptic curve systems where the growth is
linear, but for factoring based systems the growth is quite pronounced, as shown
in Fig. 0

For “long” messages, the overhead inherent in the key encapsulation is quite
negligible. However, in constrained environments it may be of significance, par-
ticularly when the messages being sent are on (roughly) the same order of mag-
nitude as the size of the group element representation. This motivates the design
and analysis of protocols that focus on keeping the message expansion to a min-
imum, at the expense of some additional algorithmic complexity.

Since R,; in particular grows much faster than k, it is natural to consider
whether we may embed part of the message as part of the key encapsulation, and
recover it during the decapsulation process. Such an approach was suggested for
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Symmetric key length (k) Size of RSA modulus (R.) Size of elliptic curve (E.)

80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 512

Fig. 1. Suggested parameter sizes (in bits) to maintain comparable security levels be-
tween different primitives, as recommended by NIST [14]

the specific case of RSA-OAEP in [16], but to the best of the authors’ knowledge
no formal analysis of that composition has been published, nor is it mentioned
in the final ISO/IEC standard for public-key encryption [17].

In this paper we present a general concept of KEMs with message recovery, so-
called RKEMs. We define security models for RKEMs, and prove a composition
theorem which shows that a secure RKEM may be combined with an IND-CCA
and INT-CCA secure DEM to obtain an IND-CCA secure public key encryption
scheme. We then present a concrete example of an RKEM based on the RSA-
OAEP construction, which is secure in the random oracle model. In combination
with a standard Encrypt-then-MAC DEM, this results in a public key encryption
scheme with ciphertexts of length as low as |m|+ 5k + 3 bits, i.e. a scheme whose
messages does not depend on the size of the RSA modulus while providing k-bit
security. We then extend the concept of RKEMs to the Tag-KEM framework
proposed by Abe et.al. [I] and propose a tag-RKEM based on the RSA-OAEP
construction, which is secure in the random oracle model and will encrypt a
message of length |m| as a ciphertext of length |m| + 4k + 2. This is the most
space-efficient RSA-based construction known for long messages.

2 Definitions

2.1 Public Key Encryption

Our goal is to create bandwidth-efficient public key encryption schemes for
arbitrary-length messages.

Definition 1 (Public-Key Encryption Scheme). We define a public-key en-
cryption scheme PKE = (PKE.Gen, PKE.Enc, PKE.Dec) as an ordered tuple
of three algorithms:

1. A probabilistic key generation algorithm PKE.Gen. It takes as input a secu-
rity parameter 1%, and outputs a private/public keypair (sk,pk). As part of
the public key there is a parameter PKE.msglen that specifies the mazximum
length of messages that can be encrypted in a single invocation; this value
may be infinite.
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2. A probabilistic encryption algorithm PKE.Enc. It takes as input a public key
pk and a message m of length at most PKE.msglen, and outputs a ciphertext
c.

3. A deterministic decryption algorithm PKE.Dec. It takes as input a private
key sk and a ciphertezt ¢, and outputs either a message m or the unique
error symbol 1.

An encryption scheme must be sound, in the sense that the identity m =
PKE .Dec(sk, PKE.Enc(pk,m)) holds for valid keypairs (sk, pk)=PKE.Gen(1").
Although we assume throughout this paper that our cryptographic primitives are
perfectly sound, extension of our results to the case of non-perfect soundness is
straightforward, with standard techniques.

To discuss the security of an encryption scheme, we must define a formal
notion of what it means to “break” the scheme. Encryption schemes are designed
with the goal of confidentiality in mind: an adversary should not be able to
learn any useful information about encrypted messages. An encryption scheme
is said to be IND-secure if there does not exist an efficient adversary who, given
an encryption of two equal length messages, can determine which messages was
encrypted to form the ciphertext.

In practice, we want to construct public-key encryption schemes that main-
tain confidentiality even under adaptive chosen-ciphertext attack (-CCA), which
means that the adversary is allowed adaptive access to a decryption oracle. To
quantify the concept of security, we compare the success of an adversary with
the trivial “attack” of flipping a coin and guessing at random, and require that
the (asymptotic) gain must be a negligible function in the security parameter 1%.

Definition 2 (Negligible function). A function f : N — R is said to be
negligible if for every polynomial p in Nlz], there exists an xg € N such that
f(n) < Ip(l:v)l for all x > .

We now define the IND-CCA attack game for public-key encryption.

Definition 3 (IND-CCA Game for PKE). The IND-CCA game for a given
public-key encryption scheme PKE is played between the challenger and a two-
stage adversary A = (A1, A2), which is a pair of probabilistic Turing machines.
For a specified security parameter 1%, the game proceeds as follows:

1. The challenger generates a private/public keypair (sk,pk) = PKE.Gen(1%).

2. The adversary runs Ay on the input pk. During its execution, Ay may query
a decryption oracle Op, that takes a ciphertext ¢ as input, and outputs
PKE.Dec(sk,c). The algorithm terminates by oulpulting state information
s and two messages mo and my of equal length.

3. The challenger picks a bit b ¥id {0,1} uniformly at random, and computes
¢* = PKE.Enc(pk,mp).

4. The adversary runs Ay on the input (¢*,s). During its execution, A has ac-
cess to the decryption oracle as before, with the limitation that it may not ask
for the decryption of the challenge ciphertext c*. The algorithm terminates
by outputting a guess b’ for the value of b.
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We say that A wins the IND-CCA game whenever b = b'. The advantage of A
1s the probability

AvBR OO (4) = |PriA wing — 1/2]

A scheme is said to be IND-CCA secure if the advantage of every polynomial-
time adversary is negligible (as a function of the security parameter). For specific
schemes, we rarely have unconditional security, and speak instead of security with
respect to some well-known reference problem that is thought to be difficult (such
as the RSA or Diffie-Hellman problems).

2.2 Hybrid Encryption

Hybrid encryption is the practice of constructing public-key encryption schemes
using a symmetric-key cipher as a building block. Although this adds a certain
amount of complexity, it also enables PKE schemes to handle messages of more or
less unrestricted length, at a low computational cost. The standard construction
paradigm for hybrid encryption schemes is the KEM+DEM framework [10], in
which a scheme is divided into two parts: an asymmetric Key Encapsulation
Mechanism (KEM) and a symmetric Data Encapsulation Mechanism (DEM).
Not only does this allow the encryption of arbitrary length messages but it also
means that the PKE scheme obtained, by generically combining a secure KEM
and a secure DEM, is itself secure [I0]. This means that the components can be
analysed separately and combined in a mix-and-match fashion.

Various modifications and variations of the basic KEM+DEM construction
have also been proposed. In particular, we note the Tag-KEM schemes proposed
in [1]. In Appendix [Al we present the standard definitions of a KEM and a DEM,
how they are combined, and the appropriate security models for each.

3 KEMs with Partial Message Recovery

3.1 KEMs with Partial Message Recovery

In this section we introduce the notion of a KEM with partial message recovery
(or RKEM). A KEM with partial message recovery is, quite simply, the use of
public-key encryption to transmit a symmetric key and some partial message
data in a secure manner. An obvious instantiation of such a scheme is to use
a secure non-hybrid PKE to encrypt the “payload”, although alternate imple-
mentations may also be possible. We will show that the obvious construction is
indeed secure, and that the resulting RKEM+DEM hybrid encryption produces
shorter messages than the traditional KEM+DEM construction.

Definition 4 (RKEM). We define a KEM with partial message recovery to
be an ordered tuple RKEM = (RKEM .Gen, RKEM .Encap, RKEM .Decap) con-
sisting of the following algorithms:
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1. A probabilistic key generation algorithm RKEM .Gen. It takes a security pa-
rameter 1% as input, and outputs a private/public keypair (sk,pk). As part of
the public key there are two parameters, RKEM .msglen and RKEM .keylen.
The value RKEM .msglen, which we assume is finite, denotes the mai-
mum amount of message data that may be stored in an encapsulation, and
RKEM .keylen denotes the fixed length of the symmetric key generated by the
RKEM.

2. A probabilistic key encapsulation algorithm RKEM .Encap. It takes as input
a public key pk, and a message m of length at most RKEM .msglen. The al-
gorithm terminates by outputting a symmetric key k of length RKEM .keylen
and an encapsulation 1.

3. A deterministic key decapsulation algorithm RKFEM .Decap. It takes as input
a private key sk and an encapsulation 1. The algorithm outputs either the
unique error symbol L, or a pair (k,m) consisting of a symmetric key k of
RKEM .keylen bits, and a message m of RKEM .msglen bits.

If RKEM .Encap and RKEM . Decap are run using a valid keypair (sk, pk) and the
1 output by the encapsulation algorithm is used as input to the decapsulation
algorithm, then the probability of failure is assumed to be zero. Furthermore,
the decapsulation algorithm is required to output the same values of k and m
as were associated with the encapsulation algorithm.

3.2 Security Definitions for RKEMs

Since the plaintext message is given as input to the encapsulation algorithm,
it is necessary to adopt two separate security requirements for such RKEMs.
First, we define the IND-CCA game for an RKEM similarly to that for a regular
KEM, in which the adversary tries to distinguish whether a given key is the one
embedded in a specified encapsulation.

Definition 5 (IND-CCA for RKEM). The IND-CCA game for a given
RKEM is played between a challenger and an adversary A = (A1, A2). For
a particular security parameter 17, the game runs as follows.

1. The challenger generates a keypair (sk,pk) = RKEM .Gen(1%).

2. The adversary runs Ay on the input pk. During its execution, Ay may query a
decapsulation oracle Op that takes an encapsulation 1 as input, and outputs
the result of computing RKEM .Decap(sk, ). The algorithm terminates by
outputting a message m of length at most RKEM .msglen bits, as well as

some state information s.
3. The challenger computes (ko,v*) = RKEM .Encap(pk,m), and draws an-

other key ky & {0, 1} REEM keylen g5 pell as a random bit b & {0,1} uni-
formly at random

4. The adversary runs Ay on the input (s, ky,1*). During its execution, A has
access to the decapsulation oracle as before, with the restriction that it may
not ask for the decapsulation of the challenge ¥*. The algorithm terminates
by outputting a guess b’ for the value of b.
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We say that A wins the game whenever the guess was correct, i.e. b =b'. The
advantage of A is given as

Advie A (A) = | Pr[A wins] — 1/2].

The other criterion relates to the confidentiality of the message used as input,
and is represented by adopting the notion of RoR-CCA security from [3JT3]. The
term RoR stands for real-or-random, which is because in this security definition
an adversary is unable to tell a valid encryption of a message, from a random
ciphertext. It can be shown that RoR-CCA security is equivalent to indistin-
guishability with respect to the message, but we shall not apply this equivalence
directly. Instead, we only require the RoR-CCA property of the RKEM to imply
that the full hybrid encryption scheme is IND-CCA secure.

Definition 6 (RoR-CCA for RKEM). The RoR-CCA game for KEMs with
partial message recovery is defined as follows:

1. The challenger generates a keypair (sk,pk) = RKEM.Gen(1%).

2. The adversary runs Ay on the input pk. During its ezecution, Ay may query a
decapsulation oracle Op that takes an encapsulation i as input, and outputs
the result of computing RKEM .Decap(sk, ). The algorithm terminates by
outputting a message mqo of length at most RKEM .msglen bits, as well as
some state information s.

3. The challenger generates a random message my, which is of the same length as
mg, a random bit b E {0,1}, and computes (k*,y*)=RKEM .Encap(pk, ms).

4. The adversary runs As on the input (s, k*,¢*). During its execution, Az has
access to the decapsulation oracle as before, with the restriction that it may
not ask for the decapsulation of the challenge ¥*. The algorithm terminates
by outputting a guess b’ for the value of b.

We say that A wins the game whenever the guess was correct, i.e. b = b'. In
each case the advantage of A is

Adviging CHA) = | PrlA wins] —1/2].

Note that IND-CCA security definition really is about the ability of the adversary
to determine whether a specified key is real or random, and RoR-CCA security is
about the ability of the adversary to determine whether the embedded message
is real or random. Hence, a more accurate nomenclature would be K-RoR-CCA
and M-RoR-CCA, but we use the above nomenclature to stress the link with
prior security definitions for standard KEMs.

3.3 Security of the Composition of an IND-CCA and RoR-CCA
Secure RKEM and an IND-PA and INT-CTXT Secure DEM

Combining an RKEM with a DEM is done in the straightforward manner:
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Definition 7 (RKEM+DEM Construction). Given an RKEM and a DEM
where the keys output by the RKEM are of the correct length for use with the
DEM, i.e. RKEM .keylen = DEM .keylen, we construct a hybrid PKE scheme as
follows.

— The key generation algorithm PKE.Gen executes RKEM.Gen to produce a
private / public keypair, and appends any necessary information about the
operation of the DEM.

— The encryption algorithm PKE.Enc is implemented as follows.

1. The message m is padded to be of size at least RKEM .msglen — 1.

2. The message m is then split into two component m® and m™, i.e.
m = m(O)Hm(l), where m9) is of length RKEM .msglen — 1.

3. Setv =1, unless m"Y) =0, in which case we set v =0.

4. Compute a key/encapsulation pair (k,v) = RKEM.Encap(pk, m©||v).

5. If v = 1 then encrypt the remaining part of the message to obtain a
ciphertext x = DEM .Encg (m™M), otherwise set x = 0.

6. Output the ciphertext ¢ = (1, X).

— The decryption algorithm PKE.Dec is implemented as follows.

1. Parse the ciphertext to obtain (¥, x) = c.

2. Recover the key and message fragment from 1 by computing (k, m®||v)=

RKEM .Decap(sk, ).

If k= L, return L and halt.

Ifv=1and x # 0, return L and halt.

If v =0, return m® and halt.

Compute m") = DEM .Decy,(x).

IfmW = 1, return L and halt.

Output m© ||m*).

® NS> G o

The soundness of the RKEM+DEM construction follows from the soundness of
the individual RKEM and DEM.

In the case where |m| < RKEM .msglen, there are few practical reasons to
use the hybrid setup at all, and this is included mainly to avoid placing any
artificial restrictions on our allowable message space. Our definition is no longer
optimal in this case, since there is no reason to encapsulate a symmetric key
k at all. We note that an alternate definition could specify that RKEM .Decap
returns a binary string s instead of k and m(l)Hv, which may then be parsed
and interpreted depending on the value of v. The distinction is not important
for our analysis, and is omitted in the further discussion for the sake of clarity.

Theorem 1 (Security of RKEM+DEM). If the underlying RKEM is both
IND-CCA and RoR-CCA secure and the DEM is IND-PA and INT-CTXT se-
cureEl, then the above composition is IND-CCA secure.

More precisely we have, that if there is an adversary A against the above public
key scheme, then there are polynomial-time adversaries By, Ba, Bs and By such
that

! The security definitions for DEMs are given in the Appendix.
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ABR OO ) < 2. AR ) + ap - A T 5)
2 AQRREN B + ABRT B

where qp is an upper bound on the number of decryption queries made by A.

Proof. Let A denote our adversary against the hybrid PKE system and let Game
0 be the standard IND-CCA game for a PKE. We prove the security by succes-
sively modifying the game in which A operates. In Game i, we let T; denote the
event that b = b'. Hence

Advpyy ““H(A) = | Pr(To] - 1/2].

Let Game 1 be the same as Game 0 except that if the challenger is asked by the
adversary to decrypt a ciphertext (1*, x), where ¥* is equal to the encapsulation-
part of the challenge, then it uses the key £* output by the encapsulation function
when it decrypts ¥, i.e. it only uses the valid decryption algorithm associated to
the RKEM to obtain m(9). Since we assume that our algorithms are perfectly
sound this is purely, at this stage, a conceptual difference, i.e.

PT[T()} = Pr[Tl]

Game 2 proceeds identically to Game 1, except for in the computation of the
second component x* of the challenge ciphertext, where a random key k' is used
instead of the key k* that was returned by RKEM .Encap. It is clear that there
exists a machine B, whose running time is essentially that of A, which can turn
a distinguisher between the two games into an adversary against the IND-CCA
property of the RKEM. We have

| Pr[T1] — Pr[Ta]| < 2- Advpems C (By).

Let Game 3 be the same as Game 2 except that when the challenger is
asked by the adversary to decrypt a ciphertext (¢*, ), where ¥* is equal to
the encapsulation-part of the challenge, then it simply rejects the ciphertext. It
is clear that there exists a machine By, whose running time is essentially that
of A, which can turn a distinguisher between the two games into an adversary
against the INT-CTXT property of the DEM. We have

| Pr[T5] — Pr[T5]| < gp - Advppy ©  (Ba).

In Game 4, we change the computation of the encapsulation so that it en-
capsulates a random string instead of the first part of the message m(©), but we
encrypt the second part of the message as in Game 2. Again, it is clear that there
exists a machine Bs, whose running time is essentially that of A, which can turn
a distinguisher between the two games into an adversary against the RoR-CCA
property of the RKEM. We have

| Pr(T5] — Pr[Ta)| < 2- Advigin " (Bs)-
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Finally, in Game 4 we note that the first component of the ciphertext is
completely random and independent of any message, and that the second part
of the ciphertext is an encryption under a completely random key £*. Hence, the
adversary in Game 4 is essentially just an algorithm B4 which is attacking the
IND-PA property of the DEM, i.e.

| Pr(Ty] = 1/2] < Advpgy  (Ba).
Putting the above equalities together we obtain the stated result

Advpi “M(A) = [Pr[To] — 1/2] = [Pr[Ty] — 1/2|
= [(Pr[T1] — Pr[T3]) + (Pr[T3] — Pr[T3))
+(Pr[T3] — Pr[Ty]) + (Pr[T4] — 1/2)|
< [Pr[Th] — Pr[T3]] + [Pr[T2] — Pr[T3]|
+ |Pr[T3] — Pr[Ty]| + |Pr[T4] — 1/2]]|
< 2AdvEy A (By) 4 gp - Advpg T (By)
+ 2AdvisnT O (Bs) + Adviy T (Ba).

3.4 Constructions of RKEMs

A secure RKEM may be instantiated from an IND-CCA secure PKE in the
obvious manner: use the PKE to encrypt the state bit, the s-bit symmetric
session key, and PKFE.msglen — k — 1 bits of message payload. It is easy to
show that this construction is both IND-CCA and RoR-CCA secure, and that
this is tightly related to the IND-CCA security of the underlying PKE B 1f we
implement this trivial scheme using RSA-OAEP, the total length of ciphertexts
will be |m| + 6k + 3; in the particular case of kK = 128 we save roughly 2400 bits
in comparison with RSA-KEM.

However, the efficiency of our construction can be improved even further for
a particular class of IND-CCA secure public-key encryption schemes. Let ¢ =
E(pk, m;r) denote a public key encryption algorithm taking a random string r as
auxiliary input, with associated decryption function m = D(sk, ¢). We say that
a public key algorithm is randomness recovering, if the decryption algorithm
D(sk,c) can be modified so that it returns not only m but also the randomness
used to construct ¢, i.e. we have that if ¢ = E(pk, m;r) then (m,r) = D(sk,c).
Such a scheme is said to be secure if it is IND-CCA secure with respect to the
message m, and is OW-CPA secure with respect to the pair (m,r).

2 In particular, the adversary is being given a challenge for the RKEM consisting
of the encapsulation 1", and a decapsulation oracle that computes (k,m(O)HU) =
RKEM .Decap(sk, 1)), where k|m®)|v = PKE.Dec(sk, c). In both the IND-CCA and
ROR-CCA games the goal of the adversary is to determine some property of part
of the “plaintext”, either k or m(®). Whenever PKE is itself IND-CCA this is clearly
not feasible.
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There exist various practical public key encryption schemes that are securely
randomness recovering, including RSA-OAEP and any scheme constructed using
the Fujisaki-Okamoto transform [I2]. In both of these constructions the IND-
CCA security is standard, whilst the OW-CPA security with respect to the pair
(m,r) follows from the OW-CPA security of the underlying primitive. We can
use this to create a RKEM which incurs less overhead compared to the maximal
message length of the underlying PKE.

Our IND-CCA and RoR-CCA secure RKEM is constructed as follows:

— RKEM.Gen is defined to be the key generation of the public key scheme,
plus the specification of a hash function H. The parameter RKEM .msglen is
a single bit less than the maximum message length of the public key scheme,
and RKEM .keylen is the output length of H.

— RKEM .FEncap takes a message m of length RKEM .msglen. It then computes
= E(pk, m;r) for some randomness r, k = H(m/||r) and returns (k, ).

— RKEM .Decap takes the encapsulation ¢ and decrypts it using D(sk, ). If
D(sk, 1) returns L, then the decapsulation algorithm returns L and halts.
Otherwise the pair (m, r) is obtained and the algorithm proceeds to compute
k = H(ml||r) and returns (m, k).

The RoR-CCA security of the above RKEM construction follows from the
IND-CCA security of the underlying public key encryption scheme. The IND-
CCA security follows, in the random oracle model, from the OW-CPA security
of the underlying primitive with respect to the pair (m,r), using essentially the
same proof of security as for standard RSA-KEM [16].

As mentioned in the introduction, by using RSA-OAEP in this construction
one can obtain a public key encryption algorithm for messages of length m,
which outputs ciphertexts of length |m| + 5k + 3 bits for a given security pa-
rameter k. This breaks down as follows: the RSA-OAEP encryption scheme (as
defined in the ISO/IEC standard for public-key encryption [I7]) has overhead
of 2 Hash.len + 2 bits, where Hash.len is the length of the output from a cryp-
tographic hash function, commonly taken to be 2x bitdd. Furthermore, a single
state bit is used to keep track of the message length inside the RKEM. Finally,
the usual method of constructing a DEM that is INT-CTXT requires a x-bit mes-
sage authentication code (MAC). In comparison with RSA-KEM using x = 128,
this scheme saves more than 2500 bits per message!

As we see, the above construction gives ciphertexts that are independent of
the size of the RSA modulus used, being linear in the security parameter. Fur-
thermore, we are able to extend the limited message space of the underlying
RSA-based primitive “optimally”, with only x 4 1 bits of overhead!

4 Tag-KEMs with Partial Ciphertext Recovery

After having discussed KEMs with partial message recovery it is natural to look
at other formal models that exist for hybrid encryption schemes. In this section

3 Although it may appear from the original OAEP paper that this should be only &
bits, it is necessary to use 2k bits to deal with a more realistic attack model [2].
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we consider Tag-KEMs [I], which have recently come into prominence as an
attractive alternative to traditional KEMs. The main difference from regular
KEMs is that the key encapsulation is used to preserve the integrity of the
ciphertext, in addition to confidentiality of the symmetric key. The main result
of [1] is that the use of Tag-KEMs makes it possible to create secure encryption
schemes using a DEM that is only IND-PA. We define Tag-KEMs with partial
ciphertext recovery (tag-RKEM) by direct extension of the previous definition

in [IJ.

Definition 8 (Tag-KEM with Partial Ciphertext Recovery). A Tag-
KEM with partial ciphertext recovery (tag-RKEM) is defined as an ordered tuple
of four algorithms.

1. A probabilistic algorithm TKEM.Gen used to generate public keys. It takes
a security parameter 1% as input, and oulputs a private/public keypair (sk,
pk). The public key includes all information needed for users of the scheme,
including parameters specifying the length of the symmetric keys used
(TKEM .keylen ) and the size of the internal message space (TKEM .msglen ).

2. A probabilistic algorithm TKEM .Sym used to generate one-time symmetric
keys. It takes a public key pk as input, and outputs a symmetric encryption
key k and a string of internal state information s.

3. A probabilistic algorithm TKEM .Encap used to encapsulate the symmetric
key and part of the ciphertext. It takes some state information s as well as a
tag T as input, and outputs a key encapsulation 1 together with a suffix string
7 of 7 = 7O|7) (consisting of the part of T that may not be recovered
from ).

4. A deterministic algorithm TKEM .Decap used to recover the encapsulated key
and ciphertext fragment from an encapsulation. It takes a private key sk, an
encapsulation 1 and a partial tag 7V as input, and outputs either a key k
and the complete tag T, or the unique error symbol L.

A Tag-KEM is required to be sound in the obvious manner, i.e. for any 7
and keypair (sk,pk) we have that TKEM .Decap(sk,v, 7)) = (k, ) whenever
(¢, 7)) = TKEM .Encap(w,7) and (k,w) = TKEM .Sym(pk). We note that the
definition collapses to that of [I] if we set TKEM .msglen = 0.

4.1 Security Definition for Tag-KEMs with Partial Ciphertext
Recovery

A Tag-RKEM is said to be IND-CCA secure if there does not exist an adversary
who can distinguish whether a given key k* is the one embedded in an encapsu-
lation 9*. The adversary has access to a decapsulation oracle, and is allowed to
choose the tag 7* used in the challenge encapsulation adaptively, but may not
query the decapsulation oracle on the corresponding (¢*, 7(1*). This corresponds
to the notion of IND-CCA security for RKEMs used in the previous section, and
is directly analogous to the security definition for regular Tag-KEMs [I].
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Definition 9 (IND-CCA Security of Tag-RKEM). For a given security
parameter 1%, the IND-CCA game played between the challenger and an adver-
sary A = (A1, A2, A3) runs as follows.

1. The challenger generates a private / public keypair (sk, pk)=TKEM .Gen(1").

2. The adversary runs Ay on the input pk. During its execution, A1 may query
a decapsulation oracle Opecap(-,-) which takes an encapsulation ¢ and a tag
() as input, and returns the result of computing TKEM .Decap(sk, 1, 7'(1)).
The algorithm terminates by outputting some state information s;.

3. The challenger computes (ko,w) = TKEM .Sym(pk), and samples another

key kq ¥id {0,1} TREM keylen yniformly at random. He then selects a random
bit b & {0,1}.

4. The adversary runs Ag on the input (s1,ky). During its execution, Az has
access to the same oracle as before. The algorithm terminates by oulputting
some state information so and a tag 7.

5. The challenger generates a challenge encapsulation

(*,7W*) = TKEM .Encap(sy, ).

6. The adversary runs Az on the input (sq,*, 7(D*). During its execution, As
has access to the same oracle as before, with the restriction that the challenge
(¢, 7D may not be queried. The algorithm terminates by outputting a
guess b of the value of b.

We say that A wins the game whenever the guess was correct, i.e. b =b'. The
advantage of A is given as

AdvINDSCOA(4) = | Pr[A wins] — 1/2].

The security definition for Tag-RKEMSs is versatile, in the sense that for a
Tag-RKEM to be IND-CCA it must not only ensure that its symmetric keys
are indistinguishable from random with respect to their encapsulations, but also
enforce certain non-malleability conditions with respect to 7. In particular, since
the adversary is able to submit decapsulation oracle queries adaptively on ¢ and
71 the decapsulation procedure must be non-malleable in the sense that oracle
queries such as (1p*,7(1)) or (1, 7(V*) reveal no information about k*.

— pk sk —

Enc x Dec

— m m —»

Fig. 2. Data flow in the Tag-KEM + DEM construction
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4.2 Security of the Composition of an IND-CCA Secure Tag-RKEM
and an IND-PA Secure DEM

Combining a Tag-RKEM with a DEM is done by using the key from TKEM .Sym
with DEM .Enc to produce a ciphertext, and using the resulting ciphertext as
the tag for TKEM .Encap. The overall data-flow is illustrated in Fig.

Definition 10 (TKEM+DEM Construction). Given « TKEM and a DEM
where the keys output by the TKEM are of correct length for use with the DEM,
we construct a hybrid PKE scheme as follows.

— The key generation algorithm PKE.Gen is implemented by using RKEM .Gen
and appending any necessary information about the DEM to the public key.
— The encryption algorithm PKE.Enc is implemented as follows.
1. Compute a symmetric key (k,w) = TKEM .Sym(pk).
2. Compute the symmetric ciphertext x = DEM.Encg(m).
3. Create a key encapsulation using the ciphertext x as the tag, by computing
(¢, xM) = TKEM . Encap(w, ).
4. Output the ciphertext ¢ = (1, xV).
— The decryption algorithm PKE.Dec is implemented as follows.
1. Parse the ciphertext to obtain (¢, x1) = c.
2. Reco(vc;r k and x from 1 and xV by computing (k, x)= TKEM .Decap(sk,
P, x).
If TKEM .Decap returned L, return 1 and halt.
Recover the original message by running m = DEM .Decy(x).
If DEM .Dec returned L, return L and halt.
Output m.

S Trds o

The soundness of the above construction follows from the soundness of the indi-
vidual tag-RKEM and DEM. We note that this construction embeds part of the
symmetric ciphertext rather than plaintext in the encapsulation, which explains
why we no longer require RoR-CCA security (with respect to the message). This
fact simplifies security analysis a great deal.

Theorem 2 (Security of TKEM+DEM). If the underlying Tag-KEM with
partial ciphertext recovery is IND-CCA secure and the DEM is IND-PA secure,
then the TKEM+DEM composition is secure.

More precisely we have, that if there is an adversary A against the above hybrid
public key scheme, then there are polynomial-time adversaries By, Bs such that

MER ©OMA) < 2 AERE (B) + AR ).

Proof. Let A denote our adversary against the hybrid PKE system, and let Game
0 be the standard IND-CCA game for a PKE. We prove the security by making
a single modification to Game 0, which causes the maximal advantage of any A
to be clearly bounded. We define Ty and T} to be the event that b = b’ in Games
0 and 1.
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Let Game 1 be the same as Game 0, except that the challenger creates the
symmetric ciphertext using a key k* picked uniformly at random, rather than
the key output by TKEM .Sym. It is clear that there exists a machine B; whose
running time is essentially that of A, which can turn a distinguisher between
the two games into an adversary against the IND-CCA property of the TKEM.
Hence we have that

‘ Pr[TO] — Pr[Tl]‘ = 2 . AdVITl\i(DE_I\/[CCA(Bl)

However, in Game 1 the value of the challenge encapsulation * reveals no
information about the key k* used to create the ciphertext x, since the sym-
metric key k* was sampled independently of w*. Hence, the only information
about the value of m;, available to A is the symmetric ciphertext fragment y(1)*
(and plausibly the full symmetric ciphertext x*, depending on how the TKEM
is constructed). Furthermore, the adversary is not able to make any adaptive
decryption queries under k*. Hence there exists a machine By whose running
time is essentially that of A, such that

| Pr(T3] = 1/2] = Advppy T (B).
Summarising, we obtain the stated result.
Advpgp “M(A) < 2- Adviggng  (Br) + Advpgy T (Ba).
O

4.3 Constructions of Tag-KEMSs with Partial Ciphertext Recovery

Having established that Tag-KEMs with partial ciphertext recovery are viable
in principle, it remains to suggest a practical instantiation. We generalise a con-
struction of Dent [I1]] to the tag-RKEM setting. This constructions makes use of
an IND-CPA encryption scheme (PKE.Gen, PKE.Enc, PKE.Dec) and two hash
functions H and KDF. We suppose that the message space of the encryption
scheme is PKE.msglen and we use the notation PKE.Enc(m,pk;r) to denote
applying the encryption algorithm to a message m with a public key pk using
random coins r. We require two security properties of the encryption scheme:
that it is y-uniform and that it is partially one-way.

Definition 11 (y-uniform). An encryption scheme
(PKE.Gen, PKE.Enc, PKE.Dec)
1s y-uniform if, for all possible messages m and ciphertezts c
Pr[PKE.Enc(m,pk) =c] <~y

where the probability is taken over the random coins of the encryption algorithm.
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Definition 12 (POW-CPA). An encryption scheme (PKE.Gen, PKE.Enc,
PKE.Dec) is partially one way with respect to inputs of length £ < PKE.msglen
if no probabilistic polynomial-time attacker A = (A1, As) can win the following
game with non-negligible probability:

1. The challenger generales a key pair (pk,sk) = PKE.Gen(1").

2. The attacker runs Ay on the input pk. Ay terminates by outputting a tag T
of length PKE.msglen — £ and some state information s,

3. The challenger randomly chooses a seed value a of length £, sets m = «f|t
and computes ¢* = PKE.FEnc(m,pk).

4. The attacker runs As on the input (c*,s). As terminates by outputting a
guess o’ for a.

The attacker wins if o' = a.

Note that if the encryption scheme is IND-CPA and /¢ is super-poly-logarithmic
as a function of the security parameter, then the encryption scheme is POW-CPA
secure.

We assume that we can split PKE.msglen into two lengths TKEM .keylen and
TKEM .msglen such that PKFE.msglen = TKEM .keylen + TKEM .msglen. We
construct the tag-RKEM as follows:

1. TKEM.Gen runs PKE.Gen to generate a public/private key pair, and ap-
pends the values of TKEM .keylen and TKEM .msglen to the public key.

2. TKEM .Sym picks a random seed « of length TKEM .keylen and derives a
key k = KDF(«). The algorithm outputs the state information s = (pk, @)
and the key k.

3. TKEM .Encap runs in several steps:

(a) Parse s as (pk, «).

(b) Parse 7 as 7|71 where 7(°) is TKEM .msglen-bits long if 7 con-
tains more than TKEM .msglen bits and 7(0) = 7 if 7 is less than
TKEM .msglen bits in length.

) Compute m = a|7(©).

) Compute r = H(a, 7).

) Compute ¢ = PKE.Enc(m, pk;r).

) Output .

K EM.Decap runs in several steps:

(a) Compute m = PKE.Dec(v, sk).

(b) Parse m as a||7(®) where a is TKEM .keylen bits in length.

) If 7(9) is less than TKEM .msglen bits in length and 7(!) # ), then output

1.

(d) Compute 7 = 7 ||7(1),

(e) Compute r = H(a||T).

(f) If v» # PKE.Enc(m,pk;r) then output L.
)

Otherwise output k = KDF(«).
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Theorem 3. Suppose there exists an attacker A against the tag-RKEM in the
random oracle model that makes at most qp decapsulation oracle queries, qi
queries to the KDF -oracle, qg queries to the H-oracle, and breaks the IND-CCA
security with advantage AdvEFI\II(]?E_MCCA. Then there exists an attacker B against
the POW-CPA security of the public key encryption scheme (with respect to the

length TKEM .keylen) with advantage

AdpPOW—CPA 1 { dIND=CCA _ ) /o TKEM keylen

= - QD'Y}
PKE ap + qx + qm TKEM

Corollary 1. If TKEM .keylen grows super-poly-logarithmically, v is negligible
and (PKE.Gen, PKE.Enc, PKE.Dec) is partially one-way with respect to the
length TKEM .keylen, then the tag-KEM construction is secure.

If we instantiate this construction using the RSA-OAEP encryption scheme and
a passively secure DEM, then the result construction will encrypt a message of
length n using n + 4k + 2 bits. This saves x + 1 more bits than the RKEM
construction given in Section 3.
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KEM-DEM Framework

A.1 Definitions

Definition 13 (KEM). A key encapsulation mechanism is defined by KEM =
(KEM .Gen, KEM .Encap, KEM .Decap) as an ordered tuple of three algorithms.

1.

A probabilistic key generation algorithm KEM.Gen. It takes as input a se-
curity parameter 1%, and oulputs a private/public keypair (sk,pk). As part
of the public key there is a parameter KEM .keylen that specifies the length
of the symmetric keys used by the DEM.
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2. A probabilistic key encapsulation algorithm PKE.Encap. It takes as input a
public key pk, and outputs a symmetric key k of length KEM .keylen, and an
encapsulation 1.

3. A deterministic decapsulation algorithm PKE.Decap. It takes as input a pri-
vate key sk and an encapsulation v and outputs either a key k or the unique
error symbol 1.

The KEM is sound if for almost all valid keypairs (sk, pk), whenever (k,v) was
the output of PKE.FEncap(pk), we have k = PKE.Decap(sk, ).

Definition 14 (DEM). We define a data encapsulation mechanism DEM =
(DEM .Enc, DEM .Dec) as an ordered pair of algorithms.

1. A deterministic encryption algorithm DEM .Enc. It takes as input a message
m and a symmetric key k of a specified length DEM .keylen, and outputs a
ciphertext x.

2. A deterministic decryption algorithm DEM .Dec. It takes as input a cipher-
text x and a symmetric key k of specified length, and outputs either a message
m or the unique error symbol L.

The DEM is sound as long as m = DEM .Dec,(DEM .Ency(m)) holds.

We assume that a DEM can take inputs of arbitrary length messages, thus the
fact that the DEM can take a message of arbitrary length implies that any
resulting hybrid encryption scheme can also take arbitrary length messages.

Definition 15 (KEM+DEM Construction). Given a KEM and a DEM,
where the keys output by the KEM are of correct length for use with the DEM,
1.e. DEM .keylen = KEM .keylen, we construct a hybrid PKE scheme as follows.

— The key generation algorithm PKE.Gen is implemented using KEM .Gen.
— The encryption algorithm PKE.Enc is implemented as follows.
1. Compute a key/encapsulation pair (k,v) = KEM.Encap(pk).
2. Encrypt the message to obtain a ciphertext x = DEM.Ency(m).
3. Output the ciphertext ¢ = (¥, x).
— The decryption algorithm PKE.Dec is implemented as follows.
1. Parse the ciphertext to obtain (¥, x) = c.
Compute the symmetric key k = KEM .Decap(sk, ).
If k= L, return L and halt.
Decrypt the message m = DEM .Decy(x).
If m = L, return L and halt.
Output m.

S G o o

The soundness of the KEM+DEM construction follows from the soundness of
the individual KEM and DEM. A hybrid PKE scheme created from an IND-CCA
secure KEM and an IND-CCA secure DEM is itself secure [10)].
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A.2 Security Models

For hybrid components such as KEMs and DEMs, we may adapt the indis-
tinguishability criterion for public key schemes for each. For a KEM, the fun-
damental requirement is to ensure that the adversary does not learn anything
about a key from its encapsulation. Indeed, given a key and an encapsulation
the adversary should not be able to tell whether a given key is the one contained
in an encapsulation. This is (slightly confusingly, since it is really a question of
whether the key presented is “real” or “random”) usually referred to as IND-CCA
security.

Definition 16 (IND-CCA Game for KEM). The IND-CCA game for a
giwen key encapsulation mechanism KEM is played between the challenger and
an adversary A = (A1, A2). For a specified security parameter 1%, the game
proceeds as follows.

1. The challenger generates a private/public keypair (sk,pk) = KEM .Gen(1").

2. The adversary runs Ay on the input pk. During its execution, A1 may query
a decapsulation oracle Op that takes an encapsulation v as input, and out-
puts KEM .Decap(sk, ). The algorithm terminates by outputting some state
information s.

3. The challenger generates a real key and its encapsulation, by calling (ko, ™ )=
KEM .Encap(pk), as well as a random key ki drawn uniformly from the

keyspace of the KEM. It also picks a random bit b & {0,1}.

4. The adversary runs As on the input (ky,v*,s). During its execution, As
has access to the decapsulation oracle as before, but it may not ask for the
decapsulation of *. The algorithm terminates by outputting a guess b’ for
the value of b.

We say that A wins the IND-CCA game whenever b = b'. The advantage of A
1s the probability

AdvidRr A (A) = |Pr[A wins ] —1/2].

For DEMs, we give two security notions, the first of which is an adaption of the
above notion of IND-security with respect to the input message.

Definition 17 (IND-PA Game for DEM). The IND-PA game for a given
data encapsulation mechanism DEM is played between the challenger and an
adversary A = (A1, Ag). For a specified security parameter 1%, the game proceeds
as follows.

1. The challenger generates a random symmetric key k.

2. The adversary runs Ay on the input 1%. The algorithm terminates by out-
putting two messages mg and my of equal length, and some state information
s.

3. The challenger generates a random bit b ki3 {0,1} and encrypts the plaintext
my, by calling x* = DEM .Enci(my).
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4. The adversary runs Ay on the input (x*,s). The algorithm terminates by
outputting a guess b’ for the value of b.

We say that A wins the IND-PA game whenever b =1'. The advantage of A is
the probability
AdvDDTPA(A) = | PrA wing) —1/2].

Note, that a stronger notion of security exists which is IND-CCA, in this notion
we give the adversary in both stages access to a decryption oracle with respect
to the challengers key, subject to the constraint that in the second stage the
adversary may not call the decryption oracle on the challenge ciphertext.

The other security notion we require is ciphertext integrity or INT-CTXT.
This was first defined in [4], however we will only require a one-time security
notion.

Definition 18 (INT-CTXT Game for DEM). The INT-CTXT game for
a giwen data encapsulation mechanism DEM 1is played between the challenger
and an adversary A = (A1, A2). For a specified security parameter 1%, the game
proceeds as follows.

1. The challenger generates a random symmetric key k.

2. The adversary runs Ay on the input 1%. During its execution, Ay may query
a decryption oracle Op with respect to the key k; that takes a ciphertext x as
input, and outputs DEM .Decy(x). The algorithm terminates by outputting
a single messages m, and some state information s.

The challenger encrypts the plaintext m, by calling x* = DEM .Ency(m).
The adversary runs As on the input (x*,s). As before the adversary has
access to it decryption oracle Op, however it may not call its oracle on the
target ciphertext x*. The algorithm terminates by outputting a ciphertext

X # X
The adversary wins the game if it the ciphertext x' is a valid ciphertext, i.e. it can
be decrypted by the decryption algorithm. The advantage of A is the probability

™ Lo

AdvPIRTOTXT(A) = PrA wins] .

It is proved in [4] that in the many-time setting, a scheme which is both IND-PA
and INT-CTXT will be IND-CCA as well. It is straightforward to verify that
this property also holds for one-time encryption schemes.

We note that a symmetric cipher which is IND-PA (such as a secure block
cipher in CBC mode with fixed IV) can be made INT-CTXT by adding a secure
Message Authentication Code using the basic Encrypt-then-MAC construction.
This is also the “standard” way of producing an IND-CCA symmetric cipher [10].

B Proof of Theorem 3

In this section we prove the the tag-RKEM construction given in Section 4.3 is
secure. In other words, we prove the following theorem:
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Theorem 3. Suppose there exists an attacker A against the tag-RKEM in the
random oracle model that makes at most qp decapsulation oracle queries, qi
queries to the KDF -oracle, qg queries to the H-oracle, and breaks the IND-CCA
security with advantage AdvEFI\II(]?E_MCCA. Then there exists an attacker B against
the POW-CPA security of the public key encryption scheme (with respect to the

length TKEM .keylen) with advantage

1
AduPOW—CPA - { IND—CCA _ qp /2 TKEM keylen

> v - QDV}
PKE ap + qx +qm TKEM

Proof. The proof is very similar to the construction of Dent [IT]. We model both
the hash function H and the key derivation function KDF' as random oracles.
The tag-RKEM attacker can then gain no advantage in determining whether the
challenge key k* is correct key or not unless the attacker queries the KDF' oracle
on the challenge seed value a*. This can be done either implicitly (by making a
valid decapsulation oracle query that uses the value a* as its seed) or explicitly by
querying the KDF-oracle directly. We show that it is computationally infeasible
for the attacker to make a valid decapsulation oracle query using the seed o*
without querying the H-oracle on some message «*||7. Hence, the only way that
the attacker can gain a non-negligible advantage is to query one of the random
oracles with a value involving a*. We can therefore recover o*, and solve the
POW-CPA problem by guessing which oracle query contains a*.

We use non-programmable random oracles. These random oracles are simu-
lated using two lists KDFLIST and HLIST. In both cases, when a query is made
to the random oracle on an input x, then oracle searches the relevant list for a
record (z,y). If such a record exists, then the oracle outputs y; otherwise, the
oracle generates a random value y of the appropriate size, adds (z,y) to the
appropriate list, and outputs y.

Again, we use a game-hopping proof. Let T; be the event that the tag-RKEM
attacker wins in Game 7. Let Game 0 be the normal IND-CCA attack game for
A. Hence,

Adviying = | PriTo] —1/2] .

Let Game 1 be identical to Game 0 except that the attacker is immediately
deemed to have lost the game if, on conclusion of the game, it turns out that A
queried the decapsulation oracle on the challenge ciphertext ¢)* before the chal-
lenge ciphertext was issued. (We are forced to do this as the simulated decapsu-
lation oracle that we will define would incorrectly decapsulate this ciphertext as
1). Let E;7 be the event that .4; submits ¥* to the decapsulation oracle. Since
A; has no information about t* at this point, this would require A; to guess
the value of ¢*, which implicitly means that A; has guessed the value of a* as
¥* uniquely defines the value of a*. Hence, Pr[E;] < qp/2TKEM keylen and we
obtain the following relation:

‘P’I“[TO] — P”"[Tl]‘ < P’I"[El] < qD/QTKEM.keylen )

Game 2 will be identical to Game 1 except that we change the decapsulation
oracle to the following simulated decapsulation oracle:
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1. The oracle takes as input an encapsulation ¢ and a tag 7. It parses 7 as
707,

2. The oracle searches HLIST for an entry with input values (a,7) and output
value 7 such that ¢ = PKE.Enc(a||7(, pk;r).

3. If such a record exists, then the oracle outputs KDF(r); otherwise, it output
1.

Game 2 functions identically to Game 1 unless the attacker makes a decapsu-
lation oracle query which is valid in Game 1 but declared invalid in Game 2.
Let E5 be the event that this occurs. The only way that E5 can occur is if A
submits a ciphertext ¢ and tag 7 for decapsulation such that H(«,7) = r and
¢ = PKE.Enc(a||7%, pk;7) but A has not submitted a||7 to the H-oracle. This
means that, in the view of the attacker, the value r is completely random. Hence,
the probability that ¢ is an encryption of a||7(?) is bounded by ~ and we obtain
the following relation:
|PrTh] — Pr(T2]| < qpy -

We may now construct an attacker B = (By, B2) against the POW-CPA prop-
erty of the encryption scheme and relate B’s success probability to A’s advantage
in Game 2. B; takes pk as input and runs as follows:

1. Run A; on the input pk. Simulates the oracles to which 4 has access as in
Game 2. A; terminates by outputting some state information s;.

2. Generates a random key k*.

3. Run Aj on the input (k*, s1). Simulate the oracles to which A has access as
in Game 2. As terminates by outputting some state information s, and a
tag 7*.

4. Parse 7% as 750 ||7*(1),

5. Output the tag 79,

The challenger will now pick a random seed o™ and form the challenge ciphertext
Y* by encrypting o*[|7*(9). By takes ¢* as input and runs as follows:

1. If Ay or A5 made a decapsulation oracle query on the value ¢*, then output
1 and halt.

2. Run Ajs on the input * and so. Simulate the oracles to which A has access
as in Game 2. A3z terminates by outputting a bit b'.

3. Randomly choose an entry from the total number of records in KDFLIST
and HLIST, and extract the value a from this query. Output « as the guess
for a*.

B completely simulates the oracles to which A has access up until the point that
A makes a KDF-oracle query on o* or an H-oracle query on o*||7. If A does
not make such a query, then its advantage is 0; hence, the probability that A
makes such a query is equal to A’s advantage in Game 2.

Therefore, the probability that B correctly solves the POW-CPA problem is
equal to the probability that A makes a KDF-oracle query on o* or an H-oracle
query on o*||7, and B correctly guesses a record that contains a reference to o*.
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Since there are at most ¢p 4+ qx + qu records in KDFLIST and HLIST, this will
happen with probability at least 1/¢p + gk + qu. Hence,

1
Advp Oy~ A > - |PrTy) —1/2
PKE _(JD+(JK+C]H| [T2] = 1/2]
1
> { duNP=CCA _ [ o TKEM keylen _ }
" ¢p + 4Kk +qH TREM / !

This proves the theorem. a
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Abstract. We extend the generic framework of reproducibility for reuse
of randomness in multi-recipient encryption schemes as proposed by Bel-
lare et al. (PKC 2003). A new notion of weak reproducibility captures not
only encryption schemes which are (fully) reproducible under the criteria
given in the previous work, but also a class of efficient schemes which can
only be used in the single message setting. In particular, we are able to
capture the single message schemes suggested by Kurosawa (PKC 2002),
which are more efficient than the direct adaptation of the multiple mes-
sage schemes studied by Bellare et al. Our study of randomness reuse in
key encapsulation mechanisms provides an additional argument for the
relevance of these results: by taking advantage of our weak reproducibil-
ity notion, we are able to generalise and improve multi-recipient KEM
constructions found in literature. We also propose an efficient multi-
recipient KEM provably secure in the standard model and conclude the
paper by proposing a notion of direct reproducibility which enables tighter
security reductions.

Keywords: Randomness Reuse, Multi-Recipient, Hybrid Encryption.

1 Introduction

Generating randomness for cryptographic applications is a costly and security-
critical operation. It is often assumed in security analysis that parameters are
sampled from a perfect uniform distribution and are handled securely. More-
over, various operations performed by a cryptographic algorithm depend on the
random coins used within the algorithm. These operations, such as a group expo-
nentiation, can be quite costly and prevent the use of the scheme in constrained
devices. Therefore, minimising the amount of fresh randomness required in cryp-
tographic algorithms is important for their overall efficiency and security.

One approach to minimise this problem is to reuse randomness across multiple
instantiations of cryptographic algorithms, namely in the context of batch oper-
ations where (possibly different) messages are encrypted to multiple recipients.

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 257 2007.
© Springer-Verlag Berlin Heidelberg 2007



258 M. Barbosa and P. Farshim

This avenue must be pursued with caution, since randomness reuse may hinder
the security of cryptographic schemes. However, when possible, this technique
allows for significant savings in processing load and bandwidth, since partial re-
sults (and even ciphertext elements) can be shared between multiple instances
of a cryptographic algorithm.

Examples of this method are the multi-recipient encryption schemes proposed
by Kurosawa [I1], the mKEM scheme by Smart in [I2], the certificateless en-
cryption scheme in [3] where randomness is shared between the identity-based
and public-key components, and the cryptographic workflow scheme in [2].

Bellare et al. [4], building on the work of Kurosawa [I1], systematically study
the problem of reusing randomness. The authors examine multi-recipient encryp-
tion, and consider the particular case of constructing such schemes by running
multiple instances of a public-key encryption (PKE) scheme, whilst sharing ran-
domness across them. An interesting result in this work is a general method for
identifying PKE schemes that are secure when used in this scenario. Schemes
which satisfy the so-called reproducibility test are guaranteed to permit a hybrid
argument proof strategy which is generally captured in a reproducibility theorem.
Bellare et al. later leveraged on these results to propose a stateful encryption
framework [5] which enables more efficient encryption operations.

In this paper we extend the above theoretical framework supporting the reuse
of randomness to construct multi-recipient encryption schemes. The main contri-
bution of this paper is a more permissive test that permits constructing a wider
class of efficient single message multi-recipient schemes. Of particular interest
are the optimised modified versions of the ElGamal and Cramer-Shoup multi-
recipient encryption schemes briefly mentioned by Kurosawa in the final section
of [IT]. We show that these schemes do not fit the randomness reuse framework
originally proposed by Bellare et al. and propose extensions to the original defi-
nitions which capture these as well as other similar schemes. The technique that
we employ to prove the main Theorem (Theorem [Il) deviates from that of [4]
and may be of independent interest in other contexts.

We then turn our attention to the KEM/DEM paradigm and focus on key
encapsulation mechanisms [7]. Adaptation of the results in [4] is straightfor-
ward if one focuses on multi-recipient KEMs generating independent keys for
each recipient. The interesting case arises when one considers single key multi-
recipient KEMs. To construct these schemes efficiently by reusing randomness,
we define the notion of public key independent KEM. However, we find that
if such a KEM satisfies an appropriate modification of the reproducibility test
of Bellare et al. it cannot be secure. To compensate for this negative result, we
propose an alternative generic construction of efficient single key multi-recipient
KEMs based on weakly secure and weakly reproducible PKEs. We also present
a concrete efficient construction, which is secure in the standard model.

The paper is structured as follows. In Section [2] we define what we mean
by secure multi-recipient PKEs and full reproducibility, and go on to define

! This closely related to the notion of partitioned identity-based KEMs independently
proposed by Abe et al. in [I].
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weak reproducibly. Concrete schemes are analysed in Section Bl In Section [
we examine extensions of the previous results to KEMs. Finally, in Section
we propose a new approach to the reproducibility generalisation that captures
tighter security reductions, discuss the results we obtained using this strategy,
and conclude with some associated open problems.

2 A New Notion of Reproducibility

2.1 Multi-recipient PKEs

An n-Multi-Recipient PKE (n-MR-PKE) [] is defined similarly to a standard
PKE scheme, with two exceptions: (1) The key generation algorithm is param-
eterised with a domain parameter I which ensures compatibility between users’
key pairs and various Spacesﬂ. We denote the randomness, message and cipher-
text spaces by the letters R, M and C respectively; and (2) The encryption
algorithm takes a list of n message/public key tuples and outputs a list of n
ciphertexts.

Given a PKE scheme we can build the associated n-MR-PKE as follows. The
key generation and decryption algorithms are identical to the underlying PKE
(which we call the base PKE). Encryption is defined naturally by running multi-
ple parallel instances of the base PKE encryption algorithm. If the randomness
tapes in all instantiations are constant, the resulting n-MR-PKE scheme is called
randomness reusing. In case there are common parameters that may be shared
by all public keys to improve overall eﬂiciencyﬁ7 these are included in the domain
parameter I. The formal security model for an n-MR-PKE, as defined in [4], con-
siders the possibility of insider attacks by allowing the adversary to corrupt some
of the users by maliciously choosing their public keys. This ensures that security
is still in place between the legitimate recipients, or in other words, that there
is no “cross-talk” between the ciphertexts intended for different recipients.

In this work we are interested in a special case of n-MR-PKEs where the same
message is sent to all recipients. We refer to this special case as single message
(n-SM-PKE for simplicity), and note that such a scheme can also take advantage
of randomness reuse. This specific case is a recurring use-case of n-MR-PKEs in
practice, and one could ask if the single message restriction makes it any easier to
construct n-MR-PKE schemes. More precisely, is there a wider range of schemes
that can be used to construct efficient n-SM-PKEs through randomness reuse?

Below is the simplified security model for n-SM-PKZEs. There is an important
difference to the n-MR-PKE model: the adversary is no longer able to corrupt
users. The reason for this is that, since all recipients will be getting the same
message, there is no need to enforce security across the individual ciphertexts.
We will also see in Section Hl that this weaker model is particularly relevant in

2 This parameter is generated once for all users and henceforth, unless specifically
stated otherwise, we leave its generation as implicit to simplify notation.

3 For example in a Diffie-Hellman based scheme, this might include a domain modulus
and generator which all parties use to create key pairs.
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the hybrid encryption scenario. Throughout the game, the adversary also has
access to O and O, which denote a set of oracles, as follows:

— If atk = CPA then O; = Oy = NULL;

— If atk = CCAH then O; is a set of decryption oracles one for each PK; and Os
is same as O; except that no component C of the challenge ciphertext C*
can be submitted to an oracle corresponding to PK;.

IND-atk
1. Fori=1,...,n
(SKi, PK;) < Gp—su—pxe(1)
(Mo, My, s) — A9 (PKy,...,PK,)
b—{0,1}
C* — E,_su_pxe(Msp, (PK;) )
b — AF(C*,5)

AdvIPots c(A) = 2Py = b] — 1].

G D

2.2 Weak Reproducibility for PKEs

Definition 1. A PKFE scheme is fully reproducible if there exists a probabilistic
polynomial time (PPT) algorithm R such that the following experiment returns
1 with probability 1.

1. (PK, SK), (PK’, SK') — Gpyg(I)

2.1 «— RPKE<I); M, M/ — MPKE(I)

3. C « Epge(M,PK;7T)

4. If R(PK,C, M’ PK',SK') = Epge(M’,PK'; 1) return 1, else return 0

It is shown in [4] that an IND-atk secure PKE scheme satisfying the above
definition can be used to construct an efficient IND-atk secure n-MR-PKE, by
reusing randomness across n PKE instances. This result is interesting in itself,
as it constitutes a generalisation of a proof strategy which can be repeated,
almost without change, for all schemes satisfying the reproducibility test. This
is a hybrid argument where an n-MR-PKE attacker is used to construct an
attacker against the base scheme. The reproducibility algorithm generalises the
functionality required to extend a challenge in the single-user PKE security
game, to construct a complete challenge for the n-MR-PKE security game.

The SM security model proposed in the previous section is somewhat simpler
than the original model in [4], so it is conceivable that a wider range of PKE
schemes can be used to construct secure n-SM-PKEs, namely efficient random-
ness reusing ones. Hence, we are interested in defining a less restrictive version of
reproducibility that permits determining whether a PKE scheme can be safely
used in the single message scenario, even if it does not satisfy the full repro-
ducibility test above. The following definition achieves this.

4 In this paper we use IND-CCA to denote a fully adaptive chosen ciphertext attack
sometimes denoted by IND-CCA2.
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Definition 2. A PKE scheme is weakly reproducible (wREP) if there exists a
PPT algorithm R such that the following experiment returns 1 with probability 1.

(SK17 PKl), (SKQ, PKQ)7 (SKg7 PKg) — GPKE(I)

r— Rpxe(l); M, M'" — Mopgg(I)

Cy «— Epge(M,PKy;7); Co — Epgg(M, PKo; 1)

[f R(PKl, Ch ]\I7 PKQ, SKQ) 7é CQ return 0

If R(PXy,Cy, M’ PK3, SK3) # R(PKg, Co, M’ PK3, SK3) return 0, else return 1

G e e =

Similarly to the original REP definition, the wREP definition follows from the
generalisation of the hybrid argument which allows reducing the security of a
randomness reusing n-SM-PKE to that of its base scheme. The intuition behind
the definition is as follows. We are dealing which single message schemes. There-
fore we only require correct reproduction when the two messages are the same.
When the messages are different, we relax the definition and require only that
R is source-PK independent (condition 5). This property is easy to check.

To see why more schemes might satisfy this definition, note that R is not even
required to produce a valid ciphertext when the messages are different. In Sec-
tion Bl we analyse specific PKE schemes and give a formal separation argument
which establishes that the wREP definition is meaningful: there are schemes
which satisfy this definition and which are not fully reproducible. Conversely,
it is easy to check that the following Lemma holds, and that wREP fits in the
original reproducibility generalisation.

Lemma 1. Any scheme which is fully reproducible is also weakly reproducible.

The following theorem shows that the wREP definition is sufficient to guarantee
n-SM-PKE security. The proof uses techniques which are somewhat different
from that in [4] and may be of independent interest in other contexts.

Theorem 1. The associated randomness reusing n-SM-PKE scheme of an IND-
atk public-key encryption scheme is IND-atk secure if the base PKE is weakly
reproducible. More precisely, any PPT attacker A with non negligible advantage
against the randomness reusing n-SM-PKE scheme can be used to construct
attackers B and D against the base PKE, such that:

Adv; P 5e(A) < - Advegg *(B) + (n — 1) - Advggg *(D).

Proof. We present the argument for the IND-CPA case, since the IND-CCA
version is a straightforward extension where simulators use their knowledge of
secret keys and external oracles to answer decryption queries. We begin by defin-
ing the following experiment, parameterised with an IND-atk attacker A against
the randomness reusing n-SM-PKE scheme, and indexed by a coin b and an
integer [ such that 0 <1 < n.
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Exp, ,(A)
1. (PK,SK) « Gpge(1)
. (PK“SKZ) — GPKE(I)v for 1 S 1 S n
. (Mo, 2\417 S) — Al(PKl, e ,PKn)
é — ]EPKE(Mlh PAK)
. C; — R(PK,C, My, PK;, SK;), for 1 < i <1
. C; — R(PK,C', My, PK;,SK;), for [ +1<i<n
. C<— AQ(C],...7C7“S)
. Return ¢
Looking at this experiment, and recalling from the wREP definition that R
performs perfect reproduction when the input message is the same as that inside
the input ciphertext, we can write the following equation:

Advfzh?S_MajL;KE<A) = ‘PF[EXPn,l(A) =1] - Pr[EXPO,0<A) =1]].

This follows from the advantage definition, and fact that when (I,b) = (n,1),
then C will encapsulate M, and all challenge ciphertexts are reproduced with
My, which gives rise to a valid n-IND-atk ciphertext encapsulating M;. The
same happens for My, when (I,b) = (0,0).

We now define a probabilistic algorithm B which tries to break the base PKE
scheme using A.

B (PK)

. Select [ at random such that 1 <[ <n
. (PK;, SK;) — (PK, L)
(PKZ'7SKZ') — GPKE(I)a for 1 < 1 <n and 17 7& l
. (Mo, 2\417 S) — Al(PKl, e ,PKn)
. Return (.2\4()7 Mh (Mo, Mh l7 PiK, (PKl, SK1)7 ey (PKrm SKn), 8))

Ot W o~

BQ(C, (.2\4()7 Ml, l,PiK, (PKl7 SKl), ey (PKn, SKn)7 S))
1. C; —C
2. Ci — ]%(15}(7C’7]\4'1,1:)}{1‘,81&1‘)7 for 1 § ) S (-1
3. C; «— ]%(15}(7C’7]\4'0,13}{1‘,81&1‘)7 fori+1<i<n
4. b Ay(Ch,...,Cp,s)

5. Return b
To continue the proof, we will require the following two Lemmas, which we shall

prove shortly.

Lemma 2. For 1 <[ < n —1, and for any PPT adversary A, there is an
adversary D such that

AVER*¥(D) = | Pr(Exp,; (4) = 1] - PrfExp, o(4) = 1]|

Lemma 3. For 1 <i <n, the output of algorithm B and that of Exp, ,(A) are
related as follows:

Pr[b=1[l =i Ab= 1] = Pr[Exp, ;(A) = 1]
Pr[b=1[l =i A b= 0] = Pr[Exp,_ o(A) = 1].
Here b is the hidden bit in C.
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Let us now analyse overall the probability that B returns 1, conditional on the
value of the hidden challenge bit b. Since B choses [ uniformly at random, we
may write:

Subtracting the previous equations and rearranging the terms, we get
n(Pr[b = 1[b = 1] —Prpb=1b=0]) —

Z Pr[Exp; , ( Z Pr[Exp; ((A4) = 1])

= PT[EXPn,l(A) =1]- Pr[EXPO,O(A) =1].
Considering the absolute values of both sides and using Lemma 2] we can write
nAdveg " (B) + (n — Advyg "(D) > Adv,Cg b(A)-
In other words
AdvpPg s (A) < (2n = 1)e,
where € is negligible and the theorem follows. O
We now prove the required lemmas.

Proof. (Lemma [2) We build an algorithm D; = (Dy, D2,;) which runs A in
exactly the same conditions as it is run in Exp; ;, and which can be used to win
the IND-atk game against the base PKE with an advantage which is the same
as A’s capability of distinguishing between Exp, ; and Exp, ;.

D, ;(PK)

1. (PKZ'7SKZ') — GPKE(I)a for 1 S ) S n
2. (Mo,MhS) <—A1(PK1,...,PKH)
3. Return (.2\4()7 Mh (Mo, .2\4171:;}(7 (PKl7 SKl), ey (PKrm SKn)7 S))

Do (C, (Mg, My, PK, (PK1,SK1), ..., (PKp, SKy,), )

C; «+ R(PK,C, My,PK;, SK;), for 1 <i <1

C; «— R(PK,C, My,PK;,8K;), for [+1<i<n
b Ay(Ch,...,Cp,s)

Return b

=W
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D simply uses the challenge public key PK in place of PK in the experiment, and
uses the PKE challenge C' in place of C. Note that the only visible difference to
the definition of Exp is that D does not know SX, which it does not need, and
that the IND-atk hidden bit b is used in place of b. We can therefore write, for
a given value of [:

Pr[b=1|b = 1] = Pr[Exp, , (4) = 1]|
Pr[b = 1[b = 0] = Pr[Exp, ,(4) = 1],
and consequently
Advggg (D) = | Pr[Exp; ; (A) = 1] — Pr[Exp; 4(4) = 1]|. O

Proof. (Lemma[3)) We present here the proof for the first case in the Lemma, and
leave the second case, which is proved using a similar argument, for Appendix
A. The first case of the Lemma states that

Prp=1l=iAnb=1] = Pr[Exp, ;(A) = 1].

We must show that the probability distribution of the inputs presented to A is
exactly the same in the scenarios corresponding to both sides of the equation
above. This is trivially true for the public keys that A; receives, since all of them
are independently generated using the correct algorithm. Regarding the challenge
ciphertext that Ao gets, we start by expanding the values of (C1,...,Cy).

In Exp, ;(A), we have C = Epe(M,,PK; 1) and:

C; = R(Pk, C,
C; = R(Pk, C,

Ml,PKj7SKj) for 1 < _] < 1
Mo,PKj,SKj) for 1+ 1 S _] S n.

On the other hand, in By(C,35), given that [ = i and b = 1 we have C =
EPKE(M17P7K;’I") and:

Cc;,=C
C; = R(PK,C, M;,PK;,8K;) for 1 < j <i—1
C; = R(PK,C, My, PK;,8K;) for i +1 < j < n.

To show that the distributions are identical, we split the argument in three
parts and fix the values of all random variables, considering the case where
the public keys provided to A in both cases are the same, and that the implicit
randomness in both C' and C is the same 7. We show that the resulting challenge
ciphertexts in both cases are exactly the same:

— j = i: Note that in the second scenario we have C; = C, while in the first
scenario we have C; = R(PK, C, My, PK;, SK;). Since C encrypts My, the result
of R is perfect and equal to Epgg(M,PK;;7) = C.

— j < u: In this range, challenge components are identical in both scenarios:
they are perfect reproductions Epxg (M1, PK;; ), since M is passed to R both
in encrypted and plaintext form.
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— j > 4: In this range, challenge components are outputs of R, but in this case
we cannot claim that they are identical without resorting to the properties
of the wREP algorithm. For different message reproduction, condition 5 of
Definition 2] ensures that

R(PK, C, My, PK;, SK;) = R(PK, C', My, PK;, SK;)
as required.

This means that the first case of the Lemma follows. O

3 Kurosawa’s Efficient Schemes

In this section we analyse modified versions of ElGamal and Cramer-Shoup en-
cryption schemes briefly mentioned by Kurosawa [I1] as a way to build efficient
single-message multiple-recipient public key encryption schemes. These schemes
permit establishing a separation between the original reproducibility notion pro-
posed by Bellare et al. and the one we introduced in the previous section.

3.1 Modified ElGamal

The modified ElGamal encryption scheme is similar to the ElGamal encryption
scheme and operates as follows. The key generation algorithm Gpgg(I) on input
I := (p, g) returns the key pair (SK,PK) = (1/x,g") for 2 « Z;. The encryption
algorithm Epge(M, PK; r) returns the ciphertext (u,v) := ((¢*)",m - ¢") for r —
Zy. The decryption algorithm Dekg (v, v, 1/2) returns the message m := v/ (ul/®).
Theorem [ establishes the security of the modified ElGamal scheme as well
as its weak reproducibility property. Theorem [B] shows that modified ElGamal
establishes a separation between the notions of full and weak reproducibility.

Theorem 2. Modified ElGamal is (1) IND-CPA secure under the decisional
Diffie-Hellman assumption, and (2) weakly reproducible.

Proof. (1) The proof is similar to that for the ElGamal encryption scheme.

(2) The weak reproducibility algorithm R on input (g%, u, v, m’, g*, 1/2")
returns ((v/m’)*",v). We now check that R satisfies the two properties required
by the wREP definition. If m’ = m, then v/m’ = (m-g")/m = ¢g" and the output
is a valid encryption of m’ under gf‘/ using random coins r. Note also that R’s
output does not dependent on the public key ¢g” and hence the second property
is also satisfied. O

Theorem 3. The modified ElGamal encryption is not fully reproducible under
the CDH assumption.

Proof. Let (g,9%, g°) € G® denote the CDH problem instance. Our goal is to com-
pute g?. The reproduction algorithm on input (p, g, g%, ¢"*, m - g",m’, g%, 1/y)
outputs (g"¥,m’-g"). We pass to R the input (p, g%, g, 9% 1,1, g%, 1) which could
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be written as (p, h, h'/%, h¥1/% 1,1, h,1) where h = ¢g*. Note that since R suc-
ceeds with probability 1, it will run correctly on the above input instance even
though its distribution is far away from those that R takes. Here implicitly we
have = 1/a, from rz = b/a we get r = b, and m = h~°. Hence the first
component of the output of R will be (h')? = g°. O

3.2 Modified Cramer-Shoup

Another construction of an efficient n-SM-PKE hinted at by Kurosawa in [11]
is based on the CSla encryption scheme of Cramer and Shoup [7], modified in
an analogous manner to the ElGamal encryption scheme as presented in the
previous section. In this case, the construction is secure against adaptive chosen
ciphertext attacks in the standard model. Modified versions of the other schemes
presented in [7] also pass the weak reproducibility test without being fully re-
producible. The following scheme, however, is the most efficient as it shares g as
a domain parameter.

The scheme is defined as follows. The domain parameter is I := (p, g, g, H),
where g and § are generators of a group G of prime order p and H denotes
a cryptographic hash function. The key generation algorithm Gpgg(I) outputs
(71,22,91,Y2, ), a random element of (Z,)®, as the secret key and the public
key is set to be (¢g¥*§*2, g¥*§¥2, g%). Encryption and decryption algorithms are:

EiKE(T }Pifg — PK Dexe((a, b, ¢, d), SK)
_ UZ—’Z - ($1;$27y1;y272)<_SK
A Azf —'U<—H(&vbuc)
—a+g — a «— bV/?
K — m<—cCc/a
— v« H(a,b,c) - Return/m
_ d — eufuv

Return (a,b, ¢, d)

Theorem 4. The modified Cramer-Shoup scheme is (1) IND-CCA under the
DDH assumption and (2) weakly reproducible.

The proof of the first part of theorem is essentially that of the standard Cramer-
Shoup scheme in [7]. We omit the proof details due to space limitations. Regard-
ing the second part of Theorem [l the weak reproduction algorithm is a natural
extension of the one presented for modified ElGamal, returning

(@, (c/m')” ¢, (efm! )M+t s guirs v/

where v := H(a, (¢/m’)? ,¢). A very important distinction in this case, however,
is that the reproduction algorithm produces an output which may not be a valid
ciphertext. In fact, for different message reproduction, the encryption algorithm
would never be able to produce something like the resulting ciphertext. The
returned output is, however, indistinguishable from a valid ciphertext under the
decisional Diffie-Hellman assumption. The fact that the outputs of R may not
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be identically distributed to the outputs of the encryption algorithm, but merely
indistinguishable, implies that the proof strategy presented in [4] does not apply
for this scheme. On the other hand, note that the technique presented in the
proof of Theorem [I] covers this and other similar schemes.

4 Hybrid Encryption

Practical applications of public key encryption are based on the hybrid paradigm,
where public key techniques are used to encapsulate symmetric encryption keys.
Formally, this is captured by the KEM/DEM framework [7]. Sharing randomness
across multiple instances of a KEM may be justified, as before, as a means to
achieve computational savings when performing batch operations. In this section
we study randomness reuse for KEMs, a problem which has not been formally
addressed by previous work.

The KEM primitive takes the recipient’s public key as the single parameter to
the encapsulation algorithm. In particular, unlike what happens in PKEs, one
does not control the value of the encapsulated key: this is internally generated
inside the KEM primitive, and its value depends only on the recipient’s public key
and on the randomness tape of the encapsulation algorithm. Since in this work
we are interested on the role of randomness inside cryptographic algorithms, this
leads us to the following categorisation of KEMs.

Definition 3. A KEM scheme is public key independent if the following exper-
iment returns 1 with probability 1.

1. (SK,PK), (SK',PK") « Gygeu(I)

2.1 «— RKEM(I)

3. (K,C) — Exen(PK;7); (K', C") « Exeu(PK's 1)
4. If K = K’ return 1, else return 0

Considering what happens when one shares randomness across several instances
of an encapsulation algorithm immediately suggests two independent adapta-
tions of KEMs to the multi-recipient setting. The first, which we generically call
multi-recipient KEMs (n-MR-KEMs), are functionally equivalent to the inde-
pendent execution of n KEM instances, thereby associating an independent en-
capsulated secret key to each recipient. The second, which we will call single-key
multi-recipient KEMs (n-SK-KEMs), given that the same secret key is encapsu-
lated to all recipients, is akin to the mKEM notion introduced in [12].

Adaptation of the results in [4] to n-MR-KEMs is straightforward. The same
is not true, however, for n-SK-KEMs. To justify why this is the case, we present
a reproducibility test for KEMs in Definition [ It is a direct adaptation of the
reproducibility test for PKEs, considering that there is no message input to the
encapsulation algorithm and that this returns also the encapsulated secret key.
It can be easily shown that any KEM satisfying this test can be used to construct
an efficient n-MR-KEM with randomness reuse.

Definition 4. A KEM is called reproducible if there exists a PPT algorithm R
such that the following experiment returns 1 with probability 1.
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1. (SK,PK), (SK’,PK’) « Ggeu(I)

2. 1 «— RKEM<I)

3. (K, C) — ]EKEM(PK, ’I"),' (I(’7 C/) — ]EKEM(PK/; ’I")

4. If R(PK,C,PK’,SK") = (K',C") return 1, else return 0

An n-SK-KEM, referred to as an mKEM in [12], is a key encapsulation mecha-
nism which translates the hybrid encryption paradigm to the multi-cast setting:
it permits encapsulating the same secret key to several different receivers. The
point is that encrypting a single message to all these recipients can then be done
using a single DEM instantiation based on that unique session key, rather than
n different ones. This provides, not only computational savings, but also band-
width savings, and captures a common use of hybrid encryption in practice. The
natural security model for n-SK-KEMs is shown below.

IND-atk
1. Fori=1,...,n
(SK;, PK;) < Gy —sk—xen(1)
s — AP (PKy,...,PK,)
b—{0,1}
(Ko, C*) «— E;_sk—xem((PK;)I—)
Ky« {0,1}"
W — AS*(C*, Ky, s)

AdvIP 2t (A) == 2Py = b] — 1].

A i

As usual, the adversary also has access to O and Os, which denote a set of
oracles, as follows:

— If atk = CPA then O; = Oy = NULL;

— If atk = CCA then O; is a set of decapsulation oracles, one for each PK;, and
Oy is same as O; except that no component C; of the challenge ciphertext
C* can be submitted to an oracle corresponding to PK;.

Unlike n-MR-KEMs there does not seem to be a natural way of constructing
n-SK-KEMs from single-recipient KEMs. The fact that the same key should be
encapsulated for all recipients makes public key independent KEMs the only
possible candidates to be used as base KEMs. However, any public key indepen-
dent scheme which satisfies a reproducibility test such as that in Definition @
must be insecure, as anyone would be able to use the reproducibility algorithm
to obtain the secret key in an arbitrary ciphertext. In the following we show how
the weak reproducibility notion for PKEs we obtained in Theorem [[ actually fills
this apparent theoretical gap, as it permits capturing the efficient n-SK-KEMs
constructions we have found in literature. We conclude this section proposing a
concrete construction of an efficient n-SK-KEM secure in the standard model.

4.1 Generic Construction of n-SK-KEMs

One trivial way to build secure randomness reusing n-SK-KEMs is to use a
secure weakly reproducible encryption scheme, and to set a random message to
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be the ephemeral key. However, the underlying encryption scheme must have the
same security guarantees as those required for the KEM. A more practical way
to build a fully secure n-SK-KEM is to use a weaker PKE through the following
generic construction, which generalises the mKEM scheme proposed in [12] and
extends a construction by Dent in [§]. The domain parameters and key generation
algorithm are the same as those of the underlying PKE. Encapsulation and
decapsulation algorithms are:

E,—sk—xem(PK1, ..., PKy) Dy, —sk—xem(C, SK)
- M — MPKE(I) - M «— ]D)}:KE(J\I7 SK)
—r«— H(M) — If M =1 return L

—Fori=1....n —r«— H(M)
C; «— Epge (M, PK;; 1) If C # Epge(M, PK; ) return L
- C—(C1,...,Cp) K «+— KDF(M)
— K «— KDF(M) — Return K
— Return (K, C)

Here H and KDF are cryptographic hash functions. The security of this scheme
is captured via the following theorem, proved in Appendix B.

Theorem 5. The above construction is an IND-CCA secure n-SK-KEM, if the
underlying PKFE is IND-CPA and weakly reproducible, and if we model H and
KDF as random oracles. More precisely, any PPT attacker A with non negligible
advantage against the generic n-SK-KEM can be used to construct an attacker
B against the base PKE, such that:

Adv s ken(A) < 2n(am + ax +qp)Adve “H(B) + ¢,

where qi, qx and qp are the number of queries the adversary makes to H, KDF
and decapsulation oracles and € denotes a negligible quantity.

The security argument for this construction has two parts. The first part es-
tablishes the one-way security of the n-SK-PKE scheme associated with the
base PKE. This follows directly from the weak reproducibility theorem in Sec-
tion 3.2 and the fact that one-wayness is implied by indistinguishabilityﬁ. The
second part builds on the previous result to achieve IND-CCA security in the
n-SK-KEM setting, using a general construction laid out by Dent in [§]. In this
construction one models the hash function H and KDF as random oracles and
shows that the queries placed by any adversary with non-negligible advantage
in breaking the n-SK-KEM scheme can be used to invert the one-wayness of the
underlying n-SM-PKE scheme.

The mKEM in [12] fits the general framework we introduced in this paper
by instantiating the above construction with the ElGamal encryption scheme.
The results in this work permit introducing two interesting enhancements over
the mKEM in [I2] if the above construction is instantiated with the modified
ElGamal scheme:

5 We assume that various message spaces have exponential size in the security param-
eter.
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— Stronger security guarantees disallowing benign malleability. The security
model in [12] disallows decapsulation queries on any ciphertext which de-
capsulates to the same key as that implicit in the challenge.

— More efficient encryption algorithm, saving n — 1 group operations.

4.2 An Efficient n-SK-KEM Secure in the Standard Model

In this section we propose an efficient n-SK-KEM scheme which is IND-CCA
secure in the standard model. To the best of our knowledge, it is the first such
construction to achieve this level of security and efficiency. The scheme is an
adaptation of a KEM proposed by Cramer and Shoup in [7], which is public
key dependent and therefore cannot be used as a black-box to construct an
n-SK-KEM. The adapted scheme is defined as follows.

The domain parameter is I := (p, g, §, H, KDF), where g and ¢ are generators
of a group G of prime order p, H is a cryptographic hash function and KDF is
a key derivation function. The key generation algorithm G,,_sx_xem(I) outputs
SK = (x1,%2,Y1, Y2, 2), a random element of Z;l, x Zy, as the secret key and PK =
(e, f,h) = (g**g%2, g¥* g¥2, g*) as the public key. Encapsulation and decapsulation
algorithms are:

EnszfKEM(PKl, ey PKn) ID)71.—SI(—I(]EZM((d7 a, d)a SK)

— w7, — (z1,22,41,¥2,2) < SK
— 4 — g" — v« H(a,a)
—b—g" —be—a'l?
— K « KDF(a,b) — Ifpmtovgratove o d
—For1<i<n return L

(ei, fh hz) «— PK; - K« KDF(&V b)

a; < h? — Return K

Vg < H(&aaz)
di — e?fzuvl
— Return (K, a,a1,...,an,d1,...,d,)

A proof that the n-SK-KEM scheme proposed above is IND-CCA secure under
the decisional Diffie-Hellman assumption, provided that the hash function is
target collision resistant, and that the KDF function is entropy smoothing will
appear in the full version of this paper.

5 Tighter Reductions

In [] the authors present tighter security reductions for the multi-recipient ran-
domness reusing schemes associated with the ElGamal and Cramer-Shoup en-
cryption schemes. These reductions rely on the random self-reducibility property
of the DDH problem. The tighter reductions are achieved by using this property
to unfold a single DDH problem instance, so that it can be embedded in the
multiple challenge ciphertext components required in the multiple user setting.
In these proofs, the extra public keys and challenge ciphertexts required in the
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reduction are chosen in a controlled manner. For instance, one public key might
have a known discrete logarithm with respect to another. The following notion of
reproducibility could be viewed as a generalisation of this type of proof strategy
for tight reductions.

Definition 5. A PKFE scheme is called directly reproducible (dREP) if there
exists a set of PPT algorithms R = (R1, Ra, R3) such that the following experi-
ment returns 1 with probability 1.

(SK7 PK) — GPKE(I)

(PK’, s) < R1(PK)

M — MPKE(I); T RPKE(I)

C « Epxe(M,PK;7); C" «— Epge(M, PK'; 1)
If C" #+ R (C, s) return 0

If C # R3(C', s) return 0, else return 1

S T e e =

We require the distributions of PK and PK' to be identical.

Note that R; controls the generation of the public keys and the main repro-
duction algorithm (R9) may take advantage of the state information produced
by the first algorithm. The existence of the third algorithm is required for the
simulation of decryption oracles for CCA secure schemes. It is easy to verify that

Theorem 6. The associated randomness reusing n-SM-PKE scheme of a di-
rectly reproducible and IND-atk secure encryption scheme is also secure in the
IND-atk sense. More precisely, any PPT attacker A against the randommness
reusing n-SM-PKE scheme can be used to build an attacker B against the base
scheme, such that:

Adv, e b (A) < Adveg = (B).

The above notion of reproducibility, not only permits deriving tighter security
reductions, but also gives rise to a new test for detecting additional schemes
which allow randomness reuse. In fact, it can be shown that a modified version
of the escrow ElGamal encryption scheme is directly but not weakly reproducible
(see Appendix C).

Furthermore, unlike weak and full reproducibility, this new notion respects
the Fujisaki-Okamoto transformation [9] for building IND-CCA secure schemes,
as it does not explicitly handle the encrypted message. It therefore establishes a
new set of chosen-ciphertext secure single message multi-recipient schemes with
tight security reductions in the random oracle model.

Direct reproducibility also poses an interesting problem, which concerns public
key encryption schemes with chosen ciphertext security in the standard model.
In particular, the case of the Cramer-Shoup encryption scheme remains open,
as we were unable to construct the required reproduction algorithms. We leave
it as an open problem to find such an algorithm, or to design an analogous
reproducibility test which admits encryption schemes which are IND-CCA secure
in the standard model.
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Proof of the Second Case of Lemma

Proof. We now prove the Lemma for the case

Pr[b=1[l =i A b= 0] = Pr[Exp,_ o(A) = 1].

The argument is similar to the previous case. We must show that the probability
distribution of the inputs presented to A is exactly the same in the scenarios
corresponding to both sides of the equation above. This is trivially true for the
public keys that A; receives, since all of them are independently generated using
the correct algorithm. Regarding the challenge ciphertext that A gets, we start
by expanding the values of (C1,...,Cy,).
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In Exp, , 4(A), we have C = Epge(Mo, PK; 7) and

C; = R(PAK,

é,MhPK]‘,SKj) for 1 Sj SZ— 1
Cj = R(Pk, C,

M07PKJ‘,SK]‘) for ¢ S] <n.

On the other hand, in By(C,3), given that [ = i and b = 0 we have C =
EPKE(MO7PK;’I’) and

Q

Ci=
C; = R(PK,C, M;,PK;,8K;) for 1 < j <i—1
C; = R(PK,C, My, PK;,8K;) for i +1 < j < n.

To show that the distributions are identical, we split the argument in three parts
and fix the values of all random variables, considering the case where the public
keys provided to A in both cases are the same, and that the implicit randomness
in both ' and C is the same . We show that the resulting challenge ciphertexts
in both cases are exactly the same:

— j = i: Note that in the second scenario we have C; = C, while in the first
scenario we have C; = R(PK, C, My, PK;, SK;). Since C encrypts My, the result
of R is perfect and equal to Epge(Mo,PK;;7) = C.

— j < i: In this range, challenge components are outputs of R, but in this case
we cannot claim that they are identical without resorting to the properties of
R described in Definition ] for different message reproduction, which ensure
that

R(PK, C', My, PK;, SK;) = R(PK, C, M, PK;, SK;)

as required.

— j > i: In this range, challenge components are identical in both scenarios:
they are perfect reproductions Epxg (Mo, PK;; ), since My is passed to R both
in encrypted and plaintext form.

This means that the second case of the Lemma follows. O

B Proof of Theorem

Proof. Let A denote an IND-CCA adversary against the generic construction
with non-negligible advantage. Modelling hash functions as random oracles, we
construct an algorithm B with non-negligible advantage in the OW-CPA game
for the n-SM-PKE. One-way security notion can be easily adapted to multi-
recipient schemes. Note that one-wayness of an n-SM-PKE is not necessarily
implied by the one-wayness of its base PKE [I0]. However, since indistinguisha-
bility implies one-wayness and indistinguishability property is inherited from
the base scheme due to the wREP property, we do have that the n-SM-PKE is
OW-CPA. The concrete reduction is:

Adv?z":(lf’lprKE(A) < Advfll\?é’lcngE(B) +e < nAdVgggicP%C) + €2.
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Here ¢; and e, are negligible quantities, assuming that the message space has
a size super-polynomial in the security parameter. We omit the straightforward
details of the proof.

On receiving the n public keys for the OW-CPA game, B passes these values
on to algorithm A. During A’s first stage, algorithm B replies to A’s oracle
queries as follows:

— H queries: B maintains a list L C M, _sy_pke({) X Rp—su—pxe(l) which
contains at most gy pairs (M,r). On input of M, if (M,r) € L then B
returns r, otherwise it selects r at random from the appropriate randomness
space, appends (M, r) to the list and returns 7.

— KDF queries: B maintains a list Lx € M, —su—pke(I) X Ky —sk—xem(I) which
contains at most qx + ¢p pairs (M, k). On input of M, if (M, k) € Lk then
B returns k, otherwise it selects k at random from the appropriate key space,
appends (M, k) to the list and returns k.

— Decapsulation queries: on input (C,PK), B checks for each (M,r) € L if
Epge (M, PK; ) = C; if such a pair exists, B calls the KDF simulation proce-
dure on value M and returns the result to A. Otherwise B returns .

At some point A will complete its first stage and return some state informa-
tion. At this point, B calls the outside challenge oracle, and obtains a challenge
ciphertext (C4,...,C),) on some unknown M*. Algorithm B now checks if A has
queried for decapsulation on a tuple (Cp, PKy) during its first stage. If this is the
case, algorithm B terminates. Otherwise it generates a random K™ and provides
this to A along with the challenge ciphertext.

In the second stage, B answers A’s oracle queries as in stage one. When A
terminates, B randomly returns a message from L or L.

Now we analyse the probability that this answer is correct.
B’s execution has no chance of success (event Sp) if it terminates at the end
of A’s first stage (event T'). Therefore:

Pr[Sp] = Pr[Sp A =T] = Pr[Sp|-T| Pr[-T]

Note that the challenge encapsulation is independent of A’s view in the first
stage, so that A could only have queried decapsulation for one of the challenge
encapsulations by pure chance. However, the size of the valid encapsulation space
for each public key is the same as the message space. This means that the
probability that B continues to execute is

dD
Pr[-T)=1-
-1 =1- 1"
where M = |MnfsM7pKE(I)‘.
Given that termination does not take place, B’s simulation could be imperfect
if one of the following events occur:

— Event E;: The adversary places a decapsulation query for a valid ciphertext,
and B returns L.
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— Event Ey: The adversary queries H or KDF for the unknown M™* value.

Event F; occurs if A finds a valid ciphertext without querying H to obtain
the randomness required to properly construct it. The probability of this is

PrEy) < 0",
where R = |R,—su—pke(I)| and v, = v, (I) is the least upper bound such that

for every n-tuple (PK;)™,, every M € M,,_su_pke(I), every j € {1,...,n} and
every C' € C,,—su—pke(I) we have

[{r € Ro—su—rxe(!) : [En—su—pxe(M, (PK;);_q;7)]; = O} < ().

This follows from the fact that, since H is modelled as a random oracle, A can
only achieve this by guessing the randomness value. Moreover, the probability
that a given randomness generates a valid ciphertext is at most v, /R and there
are at most ¢p such queries.

Note that we can write

dDVn

PI‘[El vV EQ] S PI‘[Eﬂ + PT[EQ} S + PI‘[EQ]

On the other hand, since A operates in the random oracle it can have no
advantage if event E; V Es does not occur. Hence we can write

(1/2)Adv iNDSKCCﬁEM( ) = Pr[Sa] —1/2

PI‘[SA A (El \/EQ)] + PI‘[SA AN _\(El vV Ez)} - 1/2
<PrE,VE)]+1/2—1/2
< Prf

Eo] + QL;;".

Now:

AdvO S (B) = Pr[Sp] = Pr[Sp|-T](1 - 17

M
1 4D
= Pr|Es|(1 —
1) + Ly THERIA = )
1 4D
Pr|Es| — .
QH+(1K+C]D< [E2] M)

and rearranging the terms

qD

Pr[Es] < (qu + qr + QD)AdVEzw:s(;EPKE(B) + M

Putting the above two results together we get:

— 1 -
AdviP%en(A) < 2(qm + ax + ap)AdVY g oxe (B) + 2qD(M + ’;% ).
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C Direct and Weak Reproducibility Separation

Let us consider a modified version of a scheme proposed by Boneh and Franklin
[6] known as escrow ElGamal. In this scheme the domain parameter is I :=
(p,g,h) where h = g for t — Zy,. The key generation algorithm outputs (1/z, g*)
as the secret-public key pair for x < Z;. The encryption algorithm on input a
message m and a public key ¢* returns (u,v) := ((¢*)",m - e(g, h)") where r is
random in Zy. One is able to decrypt this ciphertext using the secret key 1 /x
by computing m := v/e(u, h'/*). Here ¢ : G x G — Gr is a non-degenerate
efficiently computable bilinear map [6].
The randomness reuse properties of this scheme are as follows.

Theorem 7. The modified escrow ElGamal encryption scheme given above is
(1) IND-CPA under the decisional bilinear Diffie-Hellman assumption; (2) di-
rectly reproducible; and (3) not weakly reproducible if the computational Diffie—
Hellman assumption holds in G.

Proof. (1) The security proof is analogous to that of escrow ElGamal.

(2) The direct reproducibility algorithm R = (R1, R, R3) operates as follows.
Algorithm R; on input a public key g* returns ((¢%)®,s) where s is a random
element in Zy. The algorithm Ry on input a ciphertext (u,v) = (g*", m-e(g, h)")
and state information s returns (u®,v). It is easily seen that R produces a valid
encryption of m under (¢*)*. Algorithm Rs returns (u'/#, v). Note that the public
key (¢*)* is identically distributed to public keys returned by the key generation
algorithm.

(3) Let (g,9% ¢%) € G denote the CDH problem instance. Our goal is to
compute ¢g*°. The reproduction algorithm on input

(g, h, g%, 9" m - e(g,h)",m, g, 1/y)
outputs (g™, m - e(g, h)"). To compute g?° we pass to R the input
(p.9% 9.9,9",¢(g" 9%),1,9%,1).
This could be written as:
(D9 g™ g g e(g g™ )1, g ),

where ¢’ = g®. Note again that since R succeeds with probability 1, it will run
correctly on the above input instance. Here implicitly we have z = 1/a, and
from rx = b/a we have r = b, and m = 1. Therefore the first component of the
output will be (¢'")? = gab. O
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Abstract. There is an intuitive connection between signcryption and
one-pass key establishment. Although this has been observed previously,
up to now there has been no formal analysis of this relationship. The
main purpose of this paper is to prove that, with appropriate security
notions, one-pass key establishment can be used as a signcryption KEM
and vice versa. In order to establish the connection we explore the def-
initions for signcryption (KEM) and give new and generalised defini-
tions. By making our generic construction concrete we are able to provide
new examples of a signcryption KEM and a one-pass key establishment
protocol.

Keywords: Key establishment, Signcryption, Signcryption KEM.

1 Introduction

Zheng [1] introduced the notion of signeryption as an asymmetric cryptographic
primitive that provides both privacy and authenticity at greater efficiency than
the generic composition of signature and encryption schemes. A seemingly un-
related cryptographic primitive is key establishment which aims to allow parties
to establish a shared key that can be used to cryptographically protect subse-
quent communications. Most key establishment protocols are interactive, but
many such protocols provide simplified one-pass versions which only use a single
message. One-pass key establishment provides the opportunity for very efficient
constructions, even though they will typically provide a lower level of security
than interactive protocols.

Zheng [2] later observed that a signcryption scheme can be used as a key
transport protocol by simply choosing a new key and sending it in a signcrypted
message. This intuitively gives the desired properties for key establishment since
the signcryption gives assurance to the sender that the key is available only
to the recipient, and assurance to the recipient that the key came from the
sender. However, this work contains neither a security model nor a proof for
this construction and there remains currently no formal treatment. Since key
establishment is notoriously tricky to get right, it is important to decide exactly
what security properties such a construction can provide. The main purpose
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of this paper is to define the appropriate notions of security and show how
signcryption and one-pass key establishment can be related under those notions.

SECURITY FOR SIGNCRYPTION. Since the introduction of signcryption, dif-
ferent definitions of security have emerged. An, Dodis and Rabin [3] divided
security notions for signcryption into two types: outsider security assumes that
the adversary is not one of the participants communicating while insider security
allows the adversary to be one of the communicating parties. Insider security is a
stronger notion than outsider security as it protects the authenticity of a sender
from a malicious receiver and privacy of a receiver from a malicious sender.
Therefore insider security implies the corresponding notion for outsider security.
The notions of outsider security and insider security with respect to authenticity
are similar to third-person unforgeability and receiver unforgeability defined for
asymmetric authenticated encryption [4].

Because signcryption is intended to include functionality similar to that of
digital signatures, it is natural that non-repudiation is a desirable property. Non-
repudiation requires insider security since the sender of a signcrypted message
must be prevented from showing that it could have been formed by the recipi-
ent of that message. A signcryption scheme with only outsider security cannot
provide non-repudiation [3I5]. For key establishment there is no need for non-
repudiation — it is never required for a single party to take responsibility for the
shared key. On the other hand, a commonly required property for key establish-
ment is forward secrecy which ensures that if the long-term key of a participant in
the protocol is compromised then previously established keys will remain secure.
We can regard forward secrecy as analogous to insider security in signcryption
with respect to confidentiality. Compromise of the sender’s private key should
not allow an adversary to obtain previously signcrypted messages.

In addition to forward secrecy, another common security requirement for key
establishment is security against compromise of ephemeral protocol data. This
is not considered in the existing models for signcryption schemes and so it is not
possible, in general, to convert from a signcryption scheme to a key establishment
protocol with this stronger security notion. We will argue later that there is good
reason that signcryption schemes should consider security against compromise
of ephemeral data. In particular this observation allows us to explain a potential
weakness observed by Dent in one of his own constructions [6].

SIGNCRYPTION KEMS. Cramer and Shoup [7] formalised the concept of hy-
brid encryption schemes which securely use public key encryption techniques to
encrypt a session key, and symmetric key encryption techniques to encrypt the
actual message. This hybrid construction has a key encapsulation mechanism
(KEM) and a data encapsulation mechanism (DEM) as its underlying tools.
A KEM is similar to a public key encryption scheme except that it is used to
generate a random key and its encryption. In a series of papers, Dent [SIGII]
extended this hybrid paradigm to signcryption, resulting in the construction of
signeryption KEM and signeryption DEM with different security notions.

Although we could use plain signcryption schemes to provide one-pass key
establishment as suggested by Zheng [2], signcryption KEMs seem better suited
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to the job. This is because they do just what we need by providing a new random
key, yet have the potential to be more efficient than plain signcryption. Note,
however, that the remarks regarding the differences in security models between
signeryption and key establishment apply equally when signeryption KEMs are
considered in place of plain signcryption.

CONTRIBUTIONS. We provide new definitions of security for signcryption and
subsequently for signcryption KEMs. We then show the suitability of these
new notions in deriving one-pass key establishment protocols from signcryption
KEMs. Generic constructions of signcryption KEMs from one-pass key establish-
ment protocols and vice versa are proposed. These constructions are instantiated
using existing schemes; in particular we use HMQV [I0], the most efficient cur-
rently known key agreement protocol with a proof of security, to derive a new
signeryption KEM with strong security properties. One of the main observations
of our paper is that the security models for key establishment are stronger than
those normally accepted for signcryption. Moreover, the stronger security seems
to be just as appropriate for signcryption as it is for key establishment. Specific
contributions of the paper are:

— new definitions for signcryption (KEM)s;

— generic construction from one-pass key establishment to signcryption and
vice versa;

the first secure signcryption KEM with forward secrecy;

— an attack on a signeryption KEM of Dent [6].

The remainder of this introduction briefly surveys related work and outlines
the Canetti-Krawczyk model for key establishment. Section 2] then considers the
current definitions of security for signcryption and how they can be strengthened.
Section [Blexamines the outsider secure signcryption KEMs designed by Dent [6].
The generic construction of signcryption KEM from one-pass key establishment
is covered in Section [4] while the reverse construction is covered in Section

1.1 Related Work

An et al. [3] defined security notions for signcryption schemes as insider and
outsider security in the two-user setting. They also described how to extend
these notions to the multi-user setting. Baek et al. [T1] independently attempted
to provide similar notion of security for signcryption, but their model was not
completely adequate. Recently, the same authors [I2] extended these notions to
match the corresponding definitions given by An et al. However, their security
notions are still not complete, as discussed in Section 211

Zheng [2] informally showed how a signcryption scheme can be used as a key
transport protocol. Dent [8J6] and Bjgrstad and Dent [I3] discussed how a sign-
cryption KEM can be used as a one-pass key establishment protocol. Bjgrstad
and Dent [I3] proposed the concept of signeryption tag-KEM and claimed that
better key establishment mechanisms can be built with this. However, none of
these papers formally defined security in a model that is suitable for key es-
tablishment protocols. Moreover, the confidentiality notion defined for all these
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KEMSs does not offer security against insider attacks. Insider security for confi-
dentiality enables achieving forward secrecy i.e. the compromise of the sender’s
private key does not compromise the confidentiality of signcryptions created us-
ing that key [3]. However, this has been ignored or its absence is treated as a
positive feature called “Past Message Recovery” in the earlier work [TIT2].

1.2 The Canetti-Krawczyk Model

To analyse the security of key establishment protocols, we use the Canetti-
Krawczyk (CK) model [T4JI5], which we briefly describe here. The CK model has
primarily been used for multi-pass key establishment protocols, but it can also
be used to analyse one-pass key establishment protocols without modification as
shown by Krawczyk [10].

In the CK model a protocol 7 is modelled as a collection of n programs running
at different parties, Py, ..., P,. Each invocation of 7 within a party is defined as
a session, and each party may have multiple sessions running concurrently. The
communications network is controlled by an adversary A™, which schedules and
mediates all sessions between the parties. When first invoked within a party,
7 calls an initialization function that returns any information needed for the
bootstrapping of the cryptographic authentication functions (e.g. private keys
and authentic distribution of other parties’ public keys). After this initialization
stage, the party waits for activation. A™ may activate a party P; by means of
a send(wf’j, A) request where A is an empty messagdl. This request instructs P
to commence a session with party P;. In response to this request P; outputs a
message m intended for party P;. s is a session identifier unique amongst all
sessions between P; and P;. In this paper, where we only consider one-pass key
establishment, we define the session-id as the tuple (P;, Pj,m), where m is the
unique message sent by P; to P;. The adversary activates the receiver P; with
an incoming message using the request send(wj»)i, m).

AT is responsible for transmitting messages between parties, and may fab-
ricate or modify messages when desired. Upon activation, the parties perform
some computations and update their internal state. Two sessions are said to be
matching sessions if their session-ids are identical.

In addition to the activation of parties, A™ can perform the following queries.

1. corrupt(P;). With this query A™ learns the entire current state of P; including
long-term secrets, session internal state and unexpired session keys. From this
point on, A™ may issue any message in which P; is specified as the sender
and play the role of P;. The adversary is allowed to replace the public key
of a corrupted user by any value of its choice.

2. session-key (7 ;). This query returns the unexpired session key (if any) ac-
cepted by P; during a given session s with P;.

! Here we use the notation of Bellare and Rogaway [I6] rather than the original no-
tation of CK model, which uses a query named establish-session to achieve the same
result.
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3. session-state(rr; ;). This query returns all the internal state information of
party P; associated to a particular session s with P;; the state information
does not include the long term private key.

4. session—expiration(nyj). This query can only be performed on a completed
session. It is used for defining forward secrecy and ensures that the corre-
sponding session key is erased from P;’s memory. The session is thereafter
said to be expired;

5. test-session(7? ;). To respond to this query, a random bit b is selected. If
b = 0 then the session key is output. Otherwise, a random key is output
chosen from the probability distribution of keys generated by the protocol.
This query can only be issued to a session that has not been exposed. A
session is exposed if the adversary performs any of the following actions:

— a session-state or session-key query to this session or to the matching
session, or

— a corrupt query to either partner before the session expires at that part-
ner.

Security is defined based on a game played by the adversary. In this game A™
interacts with the protocol. In the first phase of the game, A™ is allowed to acti-
vate sessions and perform corrupt, session-key, session-state and session-expiration
queries as described above. The adversary then performs a test-session query to
a party and session of its choice. The adversary is not allowed to expose the
test-session. A" may then continue with its regular actions with the exception
that no other test-session query can be issued. Eventually, A™ outputs a bit b’ as
its guess on whether the returned value to the test-session query was the session
key or a random value, then halts. A™ wins the game if b = b’. The definition of
security is as follows.

Definition 1. A key establishment protocol 7 is called session key (SK-) secure
with forward secrecy if the following properties are satisfied for any adversary

A,

1. If two uncorrupted parties complete matching sessions then they both output
the same key.

2. The probability that A™ guesses correctly the bit b is no more than ; plus a
negligible function in the security parameter.

We define the advantage of A™ to be twice the probability that A™ wins,
minus one. Hence the second requirement will be met if the advantage of A™ is
negligible.

As discussed by Krawczyk [10] it is impossible to achieve forward secrecy
in less than three rounds with any protocol authenticated via public keys and
without previously established shared state between the parties. With one-pass
key establishment, using public keys and with no previous shared secret state,
the best that can be achieved is sender forward secrecy, whose definition is the
same as above, except that sessions can only be expired at the sender. Canetti
and Krawczyk also provide a definition of SK-security without forward secrecy,
where the adversary is not allowed to expire sessions at all.
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As mentioned above, for the one-pass key establishment protocols in this
paper we define the session-id to be the concatenation of the identities of the
peers and the unique message sent in that session. This formulation of session-
id prevents the adversary from replaying the message from one protocol in a
different session since the model insists that each session has a unique session-
id. This may be seen as an artificial way of preventing replay attacks which
are an inherent limitation of one-pass key establishment protocols: in reality
an adversary can simply replay the single message of the protocol and it will
be accepted by the recipient unless it includes some time-varying value. This
situation could be addressed by including a time-stamp to uniquely identify a
session, and assuming that all parties have access to a universal time oracle [17].
We do not explore that approach further in this paper.

2 Security Definitions

We now present definitions of security for signcryption schemes that complement
those of Baek et al. [I2]. We then extend these definitions to arrive at new notions
of security for signcryption KEMs in the multi-user setting.

2.1 New Security Notions for Signcryption

A signeryption scheme SC is specified by five polynomial-time algorithms: common-
key-gen, sender-key-gen, receiver-key-gen, signcryption and unsigncryption.

common-key-gen: is a probabilistic polynomial time (PPT) algorithm that takes
the security parameter k as input and outputs the common/public parame-
ters params used in the scheme. These parameters include description of the
underlying groups and hash functions used.

sender-key-gen: is a PPT algorithm that takes params as input and outputs the
sender’s public-private key pair (pks, sks) used for signeryption.

receiver-key-gen: is a PPT algorithm that takes params as input and outputs
the receiver’s public-private key pair (pk;, sk;,-) used for unsigneryption.

signcryption: is a PPT algorithm that takes params, a sender’s private key sk,
a receiver’s public key pk, and message m to be signcrypted as input. It
returns a signeryptext C'.

unsigncryption: is a deterministic polynomial-time algorithm that takes params,
a sender’s public key pks, a receiver’s private key sk, and a signcryptext C'
as input. It outputs either a plaintext m or an error symbol L.

For SC to be considered valid it is required that unsigncryption(pks, sk.., sign-
cryption(sks, pk.,m)) = m for all sender key pairs (pks, sks) and receiver key
pairs (pk,., sk;.).

For all the security notions defined in this paper we distinguish two users
Alice and Bob as sender and receiver respectively. Depending on the notion of
security one of these users, or both, will be adversary’s target.

We define insider and outsider security for signcryption schemes in the multi-
user setting based on the discussion given by An et al. [3]. It is natural to consider
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the security of a signcryption scheme in the multi-user setting where Alice can
signerypt messages for any user including Bob, and any user including Alice
can signcrypt messages for Bob. Hence, in this model the adversary is given the
power to obtain signcryptions of Alice created for any user through a flexible
signeryption oracle (FSO). Similarly, the adversary is also given access to a flexi-
ble unsigneryption oracle (FUO) that unsignerypts a given signcryptext created
for Bob by any user. Because of these additional adversarial powers, security in
the two-user setting does not imply security in the multi-user setting [12].

In any signcryption scheme users employ a private key for two purposes:
for signcrypting messages sent to other users and for unsigncrypting messages
received from other users. The private keys used for each of these purposes,
along with their corresponding public keys, may be the same or they may be
different. This is much the same as the option to use the same, or different,
keys for decryption and for signing. In keeping with common practice we will
assume that each key pair is used for a single purpose. Therefore we specify that
all users have two different key pairs for signcryption and for unsigncryption. In
contrast, An et al. [3] assumed that a single key pair is used for both signeryption
and unsigncryption. Their security model therefore requires giving the adversary
access to additional oracles for unsignerypting by Alice and signerypting by Bob.
To the same end, our model allows the receiver key pair of Alice and sender key
pair of Bob to be given to the adversary.

Baek et al. [12] defined only outsider security for confidentiality and insider
security for unforgeability in the multi-user setting. In this section we make the
desired security notions for signcryption complete by defining insider security for
confidentiality and outsider security for unforgeability in the multi-user setting.
We assume that the challenger fixes the set of users {Uy,...,U,} and their key
pairs before its interaction with the adversaryﬁ. Note that the security notions
defined by Baek et al. [I2] implicitly assume the same. The adversary is given
all the public keys of the users initially so that it can choose the public keys
from the given set when accessing the oracles. One can relax this restriction in
our definitions by allowing the adversary to query the FSO and/or FUO with
arbitrarily chosen public keys.

Let (pka,ska) be the public-private key pair used by Alice for signcryption
and let (pkp, skp) be the public-private key pair used by Bob for unsigncryption.
The behaviour of Alice’s FSO and Bob’s FUO is described below:

FSO: On the input (pk,,m), FSO returns a signcryptext C' generated using
sk and the public key pk, on the message m. The adversary may choose
Bob’s public key pkp as the receiver public key, i.e., pk, = pkp.

FUOQO: On the input (pks,C), FUO returns a plaintext m or a L symbol after
performing unsigncryption on C' using skp and the public key pks. The
adversary may choose pks to be the public key of Alice i.e. pks = pka.

For the sake of completeness, we first present our new definition for insider
confidentiality and then briefly describe the definition for outsider confidentiality

2 This can be seen as a way of preventing the adversary from registering replaced
public keys with the certifying authority for a particular user.
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given by Baek et al. [I2]. Similarly, we present our new definition for outsider
unforgeability and then strengthen the definition for insider unforgeability given
by Baek et al. [12].

Insider confidentiality. An insider adversary A°“4 against confidentiality of

SC is assumed to have knowledge of all key pairs except Bob’s private key used
for unsigneryption. The goal of A9“4 is to break the confidentiality of messages
signerypted for Bob by any user. A““4 can issue FUO(pks, C) for any sender’s
public key pk, and a signcryptext C. Alice’s FSO can be simulated by A°¢4
itself with its knowledge of the corresponding private key. We define this security
notion as FUO-IND-CCAZ2 that simulates chosen ciphertext attacks against SC.

— Challenge Phase: After adaptively asking the FUO queries, A““4 outputs
two equal length messages mg, m1 and a public key pky and submits them
to the challenger. The challenger chooses b € {0, 1} and gives A““4 a chal-
lenge signcryptext C* created on my, using the private key sk corresponding
to pksy and Bob’s public key pkp.

ACCA can continue asking the FUO queries except the trivial FUO(pky, C*).

However, an FUO query on C* using a public key pks # pky is still allowed.

ACCA

— Guess Phase: Finally, outputs a bit b and wins the game if o' = b.

The advantage of A°“4 in winning the FUO-IND-CCA2 game is:
def ;)
Advygcca g¢ = 2-Pr[t' =0 — 1

Outsider confidentiality. An adversary against outsider confidentiality of SC
is assumed to know all private keys except Alice’s private key used for signcryp-
tion and Bob’s private key used for unsigncryption. The goal of the adversary in
this notion is to break the confidentiality of messages signcrypted by Alice for
Bob. The outsider confidentiality notion FSO/FUO-IND-CCA2 [12] gives the
adversary access to both FSO and FUO. After adaptively asking the FSO and
FDO queries, the challenge and guess phases are carried on as described above.
The advantage of the adversary in winning the FSO/FUO-IND-CCA2 game is
also defined in the same way as above.

Outsider unforgeability. An outsider adversary A“M4 against unforgeability
of SC is assumed to know all private keys except Alice’s private key used for
signeryption and Bob’s private used for unsigneryption. The goal of A“M4 is
to forge a valid signeryptext created by Alice for Bob. A“M4 is given access to
both FSO and FUO.

After querying the FSO and FUO adaptively, A°M4 outputs a forgery C*. A
weak (conventional) notion of unforgeability requires C* to be a valid signcryp-
tion created by Alice for Bob on a new message m* i.e. m* was never queried to
FSO. For the notion of strong unforgeability C* has to be a valid signcryption of
Alice created for Bob on a message m™* such that C* was never an output of FSO,
although FSO(m*, pk,) might have been issued earlier, even for pk, = pkp. We



On the Connection Between Signcryption and One-Pass Key Establishment 285

call this notion FSO/FUO-sUF-CMA for strong unforgeability against chosen
message attacks by A“MA. The advantage of A“M4 in winning the FSO/FUO-
sUF-CMA game is the probability of A“M4 outputting such a C*.

Insider unforgeability. An adversary against insider unforgeability of SC is
assumed to know all the private keys except Alice’s private key used for sign-
cryption. The goal of adversary in this notion is to produce a valid forgery of a
signcryptext created by Alice for any other user. The insider unforgeability no-
tion FSO-UF-CMA [12] gives the adversary access to FSO, as FUO can be sim-
ulated by the adversary itself. After querying the FSO adaptively, the adversary
outputs a forgery (C*, pk}) for any receiver’s public key pk’. The FSO-UF-CMA
notion does not require the message m* to be new although only FSO(m*, pk,.),
for pk, # pk} queries are allowed. We strengthen this notion to FSO-sUF-CMA
by allowing FSO(m*, pk,) even for pk, = pk;.

2.2 New Security Notions for Signcryption KEM

A signeryption KEM SK is specified by five polynomial-time algorithms: common-
key-gen, sender-key-gen, receiver-key-gen, encapsulation and decapsulation. The al-
gorithms common-key-gen, sender-key-gen and receiver-key-gen are the same as
those defined in Section [ZJl The sender’s key pair (pks, sks) and the receiver’s
key pair (pk,., sk, ) are now used for encapsulation and decapsulation respectively.

encapsulation: is a PPT algorithm that takes params, a sender’s private key sk
and a receiver’s public key pk, as input. It returns the pair (K, C), where,
K is a symmetric key and C is its encapsulation.

decapsulation: is a deterministic polynomial-time algorithm that takes params,
a sender’s public key pks, a receiver’s private key sk, and an encapsulation
C. Tt outputs either a symmetric key K or an error symbol 1.

For SK to be valid it is required that if (K, C') = encapsulation(sks, pk,), then
decapsulation(pks, sk, C') = K for all sender key pairs (pks, sks) and receiver
key pairs (pk,, sk;.).

Dent [8I6/9] defined both insider and outsider security notions for signcryption
KEMs in the two-user setting. He also provided an informal description of how
to define security for signeryption KEMs in the multi-user setting [§]. Recently,
Yoshida and Fujiwara [I8] defined security notion for signcryption Tag-KEMs in
the multi-user setting. Here, we present new notions of security for signcryption
KEMs in the multi-user setting building on the definitions in Section 211

In the security model for a signcryption KEM in the multi-user setting the
adversary is given the power to obtain encapsulations of Alice created for any
user through a flexible encapsulation oracle (FEO). The adversary is also given
access to a flexible decapsulation oracle (FDO) that decapsulates a given encap-
sulation created for Bob by any user. Let (pka, ska) be the public-private key
pair used by Alice for encapsulation and let (pkp, skg) be the public-private key
pair used by Bob for decapsulation.

The challenger initially fixes the set of users {Uy, ..., U,} and their key pairs.
The adversary is given all the public keys of the users initially so that it can
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choose the public keys from the given set when accessing the oracles. The be-
haviour of Alice’s FEO and Bob’s FDO is described below.

FEO: Onreceiving pk,., FEO returns a pair (K, C), where C is an encapsulation
of K generated using ska and pk,. The adversary may choose pkp as the
receiver’s public key, i.e., pk, = pkp.

FDO: On receiving (pks,C), FDO returns a symmetric key K or a L symbol
after performing decapsulation on C using skp and pks. The adversary may
choose pka as the sender’s public key i.e. pks = pka.

Insider confidentiality. An insider adversary A“C“4 against confidentiality
of SK is assumed to have knowledge of all key pairs except Bob’s private key
used for decapsulation. The goal of A“C4 is to break the confidentiality of
encapsulations created for Bob by any user. It is given access only to FDO as
the oracle FEO can be simulated with the knowledge of Alice’s private key used
for encapsulation. We call this notion of security FDO-IND-CCA2.

— Challenge Phase: After adaptively asking the FDO queries, A4 outputs
a public key pks . The challenger generates a valid symmetric key, encap-
sulation pair (Ko, C*) using the private key sky corresponding to pky and
Bob’s public key pkp. It selects a key K; randomly from the symmetric key
distribution. It then chooses b € {0,1} and gives (K}, C*) as the challenge.

ACC4 can continue its execution except asking the FDO(pk, , C*) query that

trivially decides the guess. However, an FDO query on C* using a public key
pks # pky is still allowed.

— Guess Phase: Finally, A©“4 outputs a bit b’ and wins the game if ¥’ = b.

The advantage of A““4 in winning the FDO-IND-CCA2 game is
def r_
Ad’U‘ACCA)S;C = QPI‘[() —b] -1

Outsider confidentiality. For outsider confidentiality the adversary is as-
sumed to know all the private keys except Alice’s private key used for encapsu-
lation and Bob’s private key used for decapsulation. The goal of the adversary
in this notion is to break the confidentiality of encapsulations created by Alice
for Bob. The adversary must be given access to both FEO and FDO. We call
this notion FEO/FDO-IND-CCA2. After adaptively asking the FEO and FDO
queries, the challenge and guess phases are carried on as described above. The
advantage of an adversary in winning the FEO/FDO-IND-CCA2 game is also
defined in the same way as above.

Outsider unforgeability. An outsider adversary A“M4 against unforgeability
of SK is assumed to know all private keys except Alice’s private key used for
encapsulation and Bob’s private used for decapsulation. The goal of A“MA ig
to forge a valid symmetric key and encapsulation pair (K*,C*) such that C* is
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an encapsulation of K* created by Alice for Bob. It is given access to both FEO
and FDO.

After querying FEO and FDO adaptively, A4 produces a forgery (K*, C*).
It wins the game if decapsulation(pka, skp, C*) = K* # L. The trivial restriction
for (K*,C*) to be considered valid is that (K*,C*) was never an output of
FEO. We call this notion FEO/FDO-sUF-CMA for strong unforgeability against
outsider attacks. The advantage of A4 in winning the FEO/FDO-sUF-CMA
game is the probability of A°M4 outputting such a (K*, C*).

Insider unforgeability. An insider adversary against unforgeability of SK is
assumed to know all the private keys except Alice’s private key used for encapsu-
lation. The goal of the adversary in this notion is to forge a valid encapsulation
created by Alice to any other user. It is given access only to FEO as all keys
for decapsulation are known to the adversary. We call this notion FEO-sUF-
CMA for strong unforgeability against insider attacks. After adaptively querying
the FEO, the adversary outputs a forgery (K*, C*,pk). It wins the FEO-sUF-
CMA game if decapsulation(pka, sk, C*) = K* # L. The trivial restriction for
(K*,C*,pk’) to be considered valid is that (K*,C*) was never an output of
FEO. The advantage of the adversary in winning the FEO-sUF-CMA game is
the probability of outputting such a (K*,C*, pk}).

2.3 On the Unforgeability Notion for Signcryption KEMs

Dent [0] defined a different notion, called Left-or-Right (LoR) security, for out-
sider unforgeability of signcryption KEMs. He showed that an adversary that
can output a valid forgery (K*, C*) under the notion described in the previous
section can be efficiently turned into another adversary that can win the LoR
game. Dent pointed out that LoR security is a strong requirement for outsider
secure signcryption KEMs. An outsider secure signcryption KEM under our def-
inition can be combined with an outsider secure signcryption DEM in the notion
defined by Dent [6] to achieve an outsider secure hybrid signcryption scheme.
However, this composition may not yield a tight reduction when compared to
the hybrid signcryption scheme that is composed of an LoR secure signcryption
KEM and an outsider secure signcryption DEM. In our generic constructions we
show that our notion FEO/FDO-sUF-CMA is enough when relating one-pass
key establishment protocols with signcryption KEMs. One may still use an LoR
secure signcryption KEM to derive a one-pass key establishment protocol, as
LoR security guarantees security under the FEO/FDO-sUF-CMA notion.

We emphasise that an insider secure hybrid signcryption scheme can never be
guaranteed using the definition of insider unforgeability for signcryption KEM
described in the previous section. Dent [9] described the impossibility of achiev-
ing an insider secure hybrid signcryption scheme by generic composition of such
a signeryption KEM and an insider secure signcryption DEM. The difficulty is
that a signcryption KEM that generates symmetric keys and encapsulations in-
dependent of the message to be signcrypted cannot provide the non-repudiation
service and thus cannot be insider secure. But our definitions of security for
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insider security of signcryption KEMs are still useful when one observes their
connection with one-pass key establishment protocols. A signcryption KEM that
is insider confidential in our definition can be used to derive a one-pass key estab-
lishment protocol that provides sender forward secrecy. Similarly, we speculate
that a signcryption KEM that is insider unforgeable in our definition can be
turned into a one-pass key establishment protocol that provides resistance to
key compromise impersonation (KCI) attacks even when the receiver’s private
key is compromised. The latter observation is yet to be explored formally.

3 Outsider Secure Signcryption KEMs

Dent [6] proposed an outsider secure signcryption KEM called elliptic curve
integrated signcryption scheme KEM (ECISS-KEM1) based on the ECIES-KEM
[19]. A potential problem with the ECISS-KEM1 was identified by Dent who then
proposed an improvement that is claimed to overcome this problem, but without
a proof of security. Both the schemes are described below.

3.1 ECISS-KEM1

Let (G, P, q) be the system parameters, where G is a large additive cyclic group of
prime order ¢ and P is an arbitrary generator of G. Let (Ps = sP, s) and (P, =
rP,r) be the public-private key pairs of the sender and receiver respectively,
where s,r €g Z;. ECISS-KEM1 is described in Figure[l The scheme uses a hash
function that outputs a key of desired length. ECISS-KEM1 is proven secure by
Dent in the two-user setting against outsider security (for both confidentiality
and integrity) assuming the hardness of CDH problem.

— Encapsulation — Decapsulation
1. Choose an element t €r Z; 1. Set K = Hash(rPs + C)
2. Set K = Hash(sP, + tP) 2. Output K
3. Set C =tP
4. Output (K, C)

Fig. 1. ECISS-KEM1

3.2 Potential Problems with Ephemeral Data

Dent discussed a potential weakness with the scheme ECISS-KEM1 as follows.
If an attacker is ever to obtain sP. + tP (through a temporary break-in), the
component sP, can be recovered easily. This means that the adversary can in-
definitely impersonate the sender.

It is interesting that Dent identified this as a problem even though it is not
recognised as one by any of the current security models for signeryption. On the
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other hand, we can see that this capability of the adversary to obtain ephemeral
protocol data has already been known in the key establishment models for many
years. If the KEM is used to build a one-pass key agreement protocol, then in the
Canetti—-Krawczyk model described in Section the session-state query allows
the adversary to obtain sP, + tP and hence break the protocol.

We would argue that the plausibility of such an attack, as well as its con-
sequences, are equally valid for a signcryption KEM as for a key establishment
protocol. Therefore we suggest that session-state queries can be usefully added to
the signcryption security model to give a useful stronger notion of security. The
feasibility of session-state queries will certainly vary according to the application
scenario. Factors that might influence the feasibility include the security of stor-
age during processing and the quality of practical random number generators. It
may be argued that applications such as signcryption or one-pass key establish-
ment are of limited vulnerability to session-state queries since local values can
be erased immediately once they are used. In contrast, two-pass protocols often
require some ephemeral values to be stored until interaction with a protocol peer
are completed.

3.3 ECISS-KEM2

Having recognised the problem with ECISS-KEM]1, Dent proposed another sign-
cryption KEM (ECISS-KEM2). The system parameters, key pairs and hash func-
tion are the same as those in ECISS-KEM1. The symmetric key in the encapsu-
lation algorithm of ECISS-KEM2 is computed as K = Hash(sP. + tP,) and its
encapsulation is C' = tP. Given an encapsulation, the symmetric key can be re-
covered using the deterministic decapsulation algorithm as K = Hash(rP, +rC).

Dent argued that even if an attacker discovers the value sP, + tP,, it would
help in recovering only a single message for which the hashed material is used to
produce the symmetric key. This is because it is not easy to compute sP, from the
discovered value and C. Although the security of the scheme is stated informally,
Dent claimed that a proof can be given with a non-standard security assumption.
However, the attack below enables an active adversary to impersonate the sender
to any receiver indefinitely.

Attack on ECISS-KEM?2. An active adversary calculates C* as P — P, and
sends it to the receiver as a message from a sender with the public key P;.
This forces the receiver to compute shared key as K = Hash(rPs + rC*) =
Hash(rsP +r(P — sP)) = Hash(rsP + rP — rsP) = Hash(P,), which can easily
be computed by the adversary. Now, the adversary can use a DEM along with
ECISS-KEM2 and signcrypt messages as having come from the original sender.
The attack is possible because the random element chosen in the encapsulation
algorithm and the static private key of the sender are not combined in a way that
makes eliminating them from the hashed material difficult. This attack directly
violates the Left or Right security defined by Dent for outsider unforgeability.
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3.4 ECISS-KEM1 in Multi-user Setting

We slightly modify ECISS-KEMI1 to work in a multi-user environment as shown
in Figure This new version has the same potential problems described in
Section As suggested by An et al. [3], the identities of the users are now
embedded in the encapsulation and decapsulation processes.

— Encapsulation — Decapsulation o
1. Choose C €gr GA A 1. Set K = Hash(S,R,rPs + C)
2. Set K = Hash(S, R, sP- + C) 2. Output K

3. Output (K, C)

S , R represent the identities of the sender S and receiver R respectively.

Fig. 2. ECISS-KEM1 in the multi-user setting

Theorem 1. ECISS-KEM1 in the multi-user setting is secure in the outsider
unforgeability notion in the random oracle model assuming hardness of the Gap
Diffie Hellman (GDH) problem in G.

Theorem 2. ECISS-KEM1 in the multi-user setting is secure in the outsider
confidentiality notion in the random oracle model assuming hardness of the GDH
problem in G.

The proof of Theorem [ is provided in Appendix [Al The proof of Theorem [ is
very similar to that of Theorem [l and we omit the details.

4 Signcryption KEM from One-Pass Key Establishment

This section first discusses how a one-pass key establishment protocol 7 can be
used as a signcryption KEM SK. A proof of the generic construction is also
provided.

The session key computed by a sender in 7 can be used as the symmetric
key of SK. The outgoing message of m becomes the encapsulation of the key.
The session key computation process at the receiver end in 7 can be used as the
decapsulation algorithm to retrieve the symmetric key.

Theorem 3. If7 is a one-pass key establishment protocol SK-secure with sender
forward secrecy in the CK model, then it can be used as a signcryption KEM that
18 secure in the insider confidentiality and outsider unforgeability notions.

Proof. To prove the theorem it is enough if we show that if SK is not secure in
the insider confidentiality or outsider unforgeability notion, then m is also not
secure in the CK model. Given an adversary A““4 against insider confidential-
ity or A°MA against outsider unforgeability with non-negligible advantage, we
construct an adversary A” against SK-security of 7 in the CK model that can
distinguish a real session key from a random number in polynomial time.
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Constructing A™ from A“M4: We start by assuming the existence of A“MA
against outsider unforgeability, with a non-negligible advantage €,,. Then, we
prove that A™ can distinguish a real session key from a random value with
the same advantage using A“M4 as subroutine. The running time of A™ is
t1 < tu+ (Nfeo + Nfdo)(ts + ti), where t,, is the time required for ACMA 44
forge SK, nyeo and nyqo are the number of FEO and FDO queries issued
by A“MA respectively and ts and t; are the response times for send and
session-key queries respectively. The view of A“M4 is simulated as below:

A™ allows A°MA {6 choose two users U and Ug from a set of users
{U1,...,Uy,}. Tt then corrupts all the parties except Uy and Up and gives
their key pairs to A°MA. This enables A°M4 to choose public keys from
the given set when accessing Us’s FEO and Up’s FDO. The queries asked
by A°MA are answered as below:

— FEO Queries: For an FEO query asked by A“M4 with input pk;, the
adversary A" initiates a session by issuing a send(73 ;,A) query and
obtains the parameter C' computed by the oracle 77 ;. It then issues a
session—key(wfqy j) query to get the session key K accepted in that session.
The pair (K, C) is returned to A“MA.

— FDO Queries: On an FDO query with the input (pk;, C'), A™ issues a
send(m ;, C). It then issues a session-key(rmy ;) query and returns the
accepted session key K to A°MA Tt returns a L symbol if there is no
key accepted in the session.

Answering the challenger: A°MA finally outputs a forgery (K*,C*) such
that C* is a valid encapsulation of K* created by Ua for Ug. A" now es-
tablishes a fresh session between U4 and Ug, by issuing send(ﬂtB’ 4, C*) and
chooses it as the test session. The challenger computes the session key K¢ of
the test session and selects a random value K; from session key distribution.
It then chooses b € {0,1} and gives K}, to A™. A™ outputs its guess as 0 if
K, = K* or 1 otherwise.

For A°MA to be successful it has to forge a valid encapsulation of Uy
created for Up i.e. between any two users that were chosen initially. As
explained above, A™ always wins whenever A“M4 outputs such a forgery by
establishing a test session between those two users. Hence, the advantage of
A™ constructed from A“MA ig

AdvT (k) = e, (1)

For each FEO or FDO query, A™ has to establish a session through a send
query and retrieve the session key through a session-key query. Hence, the
running time of A™ is bounded by t1 <ty + (Nfeo + Nrdo) (ts + ti)-
Constructing A" from A°“4: Now, we assume that there exists A“C4
against insider confidentiality with a non-negligible advantage €.. Using
ACCA as subroutine, we construct an adversary A" that can distinguish
real session key from a random value with an advantage of at least (nejl).

The running time of A™ is to < to + nfdo(ts + tx), where ¢, is the running
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time of A9C4 n g, is the number of FDO queries issued by A“4 and t
and t; are the response times for send and session-key queries respectively.
A™ allows A°“4 to select a user Up from the set of users {Uy, ..., U,}. The
aim of A°C4 is to break the confidentiality of an encapsulation created for
Up by any other user.

AT now initiates a session 7' p between Up and any other user Ua,
by issuing a send(7!y 5, ) query. It obtains the outgoing parameter C* and
establishes a matching session by issuing a send(w%) 4, C*) query. A™ chooses
either 7y p or m; 4 as the test session. The challenger selects b €x {0, 1} and
gives real session key computed in the test session if b = 0 or a random value
chosen from session key distribution otherwise. Let K} be the value returned
to A™. A" now issues a session—expiration(wz) p) query, which ensures that
the key computed in that session is erased.

A™ corrupts all the users (including U,) except Up and gives the key
pairs to A“C4. Tt is now ready to answer the queries asked by A“C4:

— FDO Queries: When a decapsulation query is asked with the input
(pki,C), A™ initiates a session through send(7 ;, C) query. It then is-
sues a session-key(7y ;) and obtains the session key K generated in that
session and returns it to A“C4. It returns a L symbol if there is no key
accepted in the session.

Answering the challenger: After adaptively asking the FDO queries A°¢4

outputs a public key pky . If pky # pka, A™ aborts its execution. Otherwise,
it gives (K, C*) as the challenge to A°“4. A°C4 may continue to ask the
FDO queries except the trivial one with input (pka, C*). It finally returns
a bit 0 as its guess with an advantage e.. Incase 8 = 0, A™ outputs b = 0,
which implies C* is a valid encapsulation of K} and thus Kj, is a real session
key. A™ outputs b = 1 otherwise.

ACC4 becomes successful if it can break the confidentiality of an encap-
sulation created for the initially chosen Up by any other user. A™ wins its
game with non-negligible advantage only if A°C4 outputs pky = pk in the
challenge phase i.e. the public key of the user U4 selected by A™. This occurs
with the probability (n—1)" Hence, the advantage of A™ when constructed

from ACC4 is

For each FDO query asked by A“C“4, A™ has to establish a session through
a send query and retrieve the session key through a session-key query. Hence,
the running time of A™ is bounded by to < t. + nyfao(ts + tr).

Advy (k) >

From () and (@), the advantage of A™ when constructed from A“M4 or A4 is
Adv™ (k) > min{ Adv] (k), AdvZ (k)}, which is non-negligible. The running time
of such A™ with the advantage Adv™ (k) is t, < max{ty,t2}. But, as the protocol
7 is secure in the CK model Adv™ (k) must be negligible. This is a contradiction
to the construction of A™ from A“MA or A®CA. Hence, there exists no such
ACMA o ACCA that has non-negligible advantage against SK O
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Note that, if 7 does not provide sender forward secrecy, then the resulting SKC
will be outsider secure for both confidentiality and unforgeability notions.

4.1 New Signcryption KEM from the One-Pass HMQV

The one-pass HMQV protocol proposed by Krawezyk [10] can be used as a sign-
cryption KEM secure in the insider confidentiality and outsider unforgeability
notions. This new signcryption KEM between the parties A and B in the multi-
user setting is presented in Figure Bl Apart from the system parameters used
for ECISS-KEM1 described in Section Bl a new hash function H defined as
H:Gx{0,1}* — Z¥ is used.

— Encapsulation — Decapsulation
1. Choose t €r Z} 1. Set h = H(C, (A||B))
2. Set C =tP 2. Set K = Hash (r(C + hPs))
3. Set h = H(C, (A||B)) 3. Output K
4. Set K = Hash((¢t + sh)P;)
5. Output (K, C)

Fig. 3. New Signcryption KEM

4.2 Security of the New KEM

Krawczyk [10] proved the one-pass HMQV secure in the CK model. Its security is
based on the XCR signature, whose security was also proven by Krawczyk in the
random oracle model assuming the hardness of the CDH problem. By combining
this result with Theorem Bl it follows that the new signcryption KEM is secure
in the insider confidentiality and outsider unforgeability notions.

Table[dl compares the new signeryption KEM with existing signeryption KEMs
in terms of security and efficiency. The security notions considered are insider
and outsider security for both confidentiality and unforgeability. The efficiency
is measured by number of group exponentiations required in encapsulation and
decapsulation algorithms. The new signcryption KEM is the only one that has

Table 1. Security and efficiency comparisons with existing signcryption KEMs

Confidentiality ~Unforgeability Efficiency
Outsider Insider Outsider Insider Encap. Decap.

ECISS-KEM1 [6] Y N Y N 2 Exp 1 Exp
ECISS-KEM2 [6] broken
Dent [9] Y N Y Y 1Exp 2Exp
Bjgrstad and Dent [13] Y N Y Y 1Exp 2Exp
Our new KEM Y Y Y N 2 Exp 1.5 Exp
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insider security for confidentiality. It achieves this forward secrecy with an addi-
tional half-length exponentiatiorﬁ compared to the ECISS-KEM1 in the decap-
sulation algorithm. Unlike the ECISS-KEM1, the discovery of ephemeral data
by an adversary in the new signcryption KEM leads to compromise of only one
particular communication. Moreover, the notions of security considered for all
other signcryption KEMs are in the two-user setting, whereas the security of the
new signcryption KEM is treated in the multi-user setting.

5 One-Pass Key Establishment from Signcryption KEM

We now consider the generic construction in the other direction. We first discuss
how a signcryption KEM SK can be used as a one-pass key establishment pro-
tocol 7. The security requirements of SX that can be used are first stated and
a formal construction of 7 from SK is then presented.

When SK is used as 7, the encapsulation algorithm of SK becomes the session
key computation process by the sender in 7. The generated symmetric key serves
as the session key and the encapsulation of the symmetric key as the outgoing
message to the receiver. The receiver can compute the same session key by
executing the decapsulation algorithm on the incoming message.

For SK to be suitable to be used as a one-pass key establishment protocol it
should be secure in the insider confidentiality and outsider unforgeability notions.
Security in these notions enables the resulting protocol to have SK-security with
sender forward secrecy in the CK model. For the reasons discussed in Section [3.2]
security against compromise of ephemeral data is not guaranteed for 7. Therefore
the adversary is not allowed to have access to the session-state query.

Theorem 4. If a signcryption KEM is secure in the insider confidentiality and
outsider unforgeability notions, then it can be used as a one-pass key establish-
ment protocol w that is SK-secure with sender forward secrecy in the CK model
(without session-state queries).

Proof. The truth value of the above theorem is the same as the statement:
if m is not secure in the CK model, then SK is not secure in either insider
confidentiality or outsider unforgeability notion. Hence, it is enough to show
that given an adversary A™ against 7 that can distinguish a real session key
from a random number with advantage e, then either A“M4 or A“C4 against
SK can be constructed with advantage ¢ > € in polynomial time.

The proof is divided into two parts. In the first part A4 is constructed
with non-negligible advantage only if an event Forgery (explained later) occurs.
In the second part A9“4 is constructed from A™ with non-negligible advantage
if the event Forgery does not occur.

Let {U,Us,...,U,} be set of n users and assume each user is activated at
most m times by A7, where n and m are polynomials in the security parameter.

3 Krawczyk [10] showed that the length of h = 5 provides the right performance-
security trade-off.
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Constructing A“M4 from A™: We assume the existence of A™ that can dis-
tinguish a real session key from a random value in time ¢¢. We then construct
ACMA within time t1 < tp +m(n — 1)(tfeo + 2 - tdo), Where tseo and t g4,
are the response times for the FEO and FDO queries respectively.

The input to A°M4 consists of the sender and receiver public keys pk 4 and
pkp of two users Uy and Up from the set of n users {Uy, . .., U, } respectively.
Its aim is to produce (K*,C*) where C* is a valid encapsulation of K* under
sk and pkp, using A™ as subroutine. The input of A“M4 also contains key
pairs of each of the n parties in the protocol, except the sender’s private
key sks of Us and receiver’s private key skp of Up for whom only the
corresponding public keys are given. A“M4 wins its game only if the target
session chosen by A™ is a session between Uy and Up. All the queries from
A™ that do not concern U, and Up can be answered directly by A°M4 which
knows the private keys of the users. For queries that require the knowledge of
sk, and skp, A“M4 uses its own oracles and returns the messages produced
to A™ as described below.

— send: When a send (7% ;,A) query is asked, ACMA queries its FEO with
the input pk; and obtains (K, C). It then returns C' to A” as the out-
going message and keeps (s, A, j, K,C) in its encapsulation list Lg. If
A" issues send (73 ;, C), ACMA queries its FDO with the input (pk;, C).
If it obtains a symmetric key K from the challenger, A4 marks the

oracle 7y ; as accepted and stores the value (s,B,i,K,C) in Lg. If the
output of the FDO is L then the session is not accepted and the en-
try (s, B,i, L,C) is stored in Lg. The result of whether the session is
accepted or not is made known to A™.

— session-key: For a session-key(7; ;) query, it returns the key held in the
session with identifier s as follows: Since a session-key key reveal query is
issued only on a session that has an accepted session key, the session id
s must have an entry in Lg. AYM4 checks to see if there is an entry for
(s,4,7) in Le and returns the corresponding key K incase of a match. If
there is no key stored in L¢ along with s, the session-key is not a valid
query.

— session-expiration: On the input 77 ;, ACMA deletes the entry with s from
Lg. There must have been an entry in Lg because session-expiration can
be issued only on a completed session.

— corrupt: When A™ wishes to corrupt a party U; (for i # A, B), A®MA
fetches session keys from Lg that are generated by the oracles at Uj;.
It returns all these keys (if any) along with U;’s long term private key.
ACMA outputs “fail” for a corrupt query on U, or Ug. Note that ACMA
cannot return the internal state information for a corrupt query for rea-
sons discussed in Section

Whenever, a send(m3; 4, C) is issued, A“M4 first checks to see if there exists

an entry (s, A, B, K,C) in Lg for some s and K. If there is an entry it just

returns the message that the session is accepted. Otherwise, it queries its
FDO with the input (pka,C). If the output of FDO is L it returns the
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message that the session is not accepted. If FDO(pky, C) = K* # 1, AMA
outputs (K*,C*) as its forgery with C* = C.

Let Forgery be the event that A™ issues a send(rp 4, C*) such that C* is a
valid encapsulation under ska and pkp such that it was not the response of
an earlier send (% p, A) query. Clearly, A4 wins its game only if the event
Forgery occurs. If A™ ends its run without choosing a test session between
U4 and Ug or if the event Forgery does not occur A°M4 outputs “fail”. The
probability of A™ choosing a test session that has Uy as initiator and Up as
responder is n(nlfl). Thus, the non-negligible advantage of A°M4 is given
as:

AdvGMA (k) > Pr[Forgery]
n(n —1)

3)

For each send query to the oracle 75 ACMA has to query the FEO and FDO
oracles. The maximum number of such queries involving Uy can be m(n—1).
Similarly, for each send query to 73 ; a query to FDO is made. The maximum
possible number of such queries involving Up is m(n —1). Hence, A“M4 can
forge SK with the above advantage in time t1 < t;+m(n—1)(tfeo +2-t1do)-

Constructing A°“4 from A™: Now, we assume the existence of A™ that can

distinguish a real session key from a random value in time ¢4 when the event
Forgery does not occur. Using A™ as subroutine, we construct A®“4 within
time to < tq + (m(n — 1) — 1)tfq0, where tyq, is the time required to get a
response from FDO.

The input to A°C4 consists of a receiver’s public key pkp of a user Up
and the key pairs of rest of users from the set {Uy,...,U,}. The aim of
ACC4 is to break the confidentiality of encapsulations created for Up by
any other user using A™ as subroutine.

ACCA returns a sender’s public key pk4 of a user Uy to its challenger. The
challenger gives (K, C*) to A“C4 as the challenge computed as described
in Section ACCA chooses t €g {1,...,m}. With these choices A““4 is
trying to guess A™’s choice of the target session. It is now ready to simulate
the view of A™.

Except for Up, the actions of rest of the uncorrupted users are performed
by ACC4 with its knowledge of the corresponding private keys. For queries
that require the knowledge of receiver’s private key of Ug, A“C4 uses its
own oracle.

— send: When A" issues a send(7; g, A) query, ACCA generates (K,C),
where C' is encapsulation of K created by U; as it knows the private key
sk;. It then returns C to A™ as the outgoing value and keeps (s, i, B, K, C)
in its encapsulation list Lg. If A issues send (75 ;, C), A°“4 queries its
FDO with the input (pk;, C). If it obtains a symmetric key K from the
challenger, the session is accepted and the entry (s, B, 4, K, C) is stored in
Lg. If the output of FDO is L, the session is not accepted and the entry
(s,B,i,L,C) is stored. The result of whether the session is accepted or
not is made known to A™. The ¢-th instantiation between U4 and Ug is
handled in a special way as explained later.



On the Connection Between Signcryption and One-Pass Key Establishment 297

— session-key: When a session-key(7; ;) is issued, ACCA first checks to see
if there is an entry for (s,4,j) in Lg and returns the corresponding key
incase of a match. Otherwise, the session-key is not a valid query.

— session-expiration:On the input 7 ;, A9“4 deletes the entry with s from
Le.

— corrupt: When A™ wishes to corrupt a party U; (for i # A, B), A9¢4
fetches session keys from Lg that are generated by the oracles at U;. It
returns all these keys (if any) along with U;’s long term private key. It
aborts the simulation on a corrupt query on Uy or Up.

If a send(wfq’B7 \) query is issued, A°C4 returns C* as the outgoing param-

eter. Now, A™ can choose the t-th session between U4 and Up as its target

session in one of following ways

— The session 7y p itself or
— A matching session established by issuing send(7; 4, C*) query.

AT can issue a corrupt(U4) only after a session-expiration(mY 5). If it chooses
the t-th session between A and B as the test session as expected by A4,
K, is returned. Eventually, A™ halts with its guess 6. If § = 0, A°C4 outputs
b = 0 implying that Kj is a real session key and thus C* is an encapsulation
of K. Otherwise b = 1 is returned.

If Forgery occurs A™ may win its game without choosing the session in
which the challenge encapsulation C* is injected, as the test session. In this
case A“C4 gets no advantage. Hence, if the event Forgery occurs or if A™
chooses a different session other than the one expected by A““4 as test
session, A9C4 outputs a random bit b with a probability }.

The probability of A™ choosing a session ¢ that has Uy as initiator and
Up as responder is mn(i_l). The non-negligible advantage of A““4 is given
as

(Adv’ (k)|Forgery)

A3 (k) 2 mn(n — 1)

(4)

For each send(w%vi) query, A9“4 has to issue an FDO query. The maximum
possible number of such queries involving the user Ug is m(n — 1) — 1;
excluding one in the test session. Hence, the running time of A““4 with the
above advantage is to < tq+ (m(n — 1) — 1)t sqo.

By the theorem of total probability, the advantage of A™ is given by

Adv”y = (Adv’y|Forgery) x Pr(Forgery) + (Adv’ |Forgery) x Pr(Forgery)
< Pr(Forgery) + (Adv’|Forgery)

However, from Equations [ and [ Pr(Forgery) and (Adv’y|Forgery) are negli-
gible when SK is secure in the insider confidentiality and outsider unforgeability
notions. Hence, the advantage of an adversary A™ against one-pass key estab-
lishment protocol constructed from such an SK is also negligible. O



298 M.C. Gorantla, C. Boyd, and J.M. Gonzélez Nieto

New key establishment protocol: The ECISS-KEM1 in the multi user set-
ting described in Figure[2l can be used as a one-pass key establishment protocol.
However, as the ECISS-KEM1 is secure only in the outsider security model it
does not provide sender forward secrecy. Moreover, as discussed in Section
it does not have security against session-state reveal queries. One advantage it
does have over the one-pass HMQYV is that its overall efficiency is better.

6 Conclusion

We have shown that there exists a duality between signeryption KEMs and one-
pass key establishment protocols. However, the models typically used for defining
security of key establishment are stronger than those for signcryption. Hence it
has turned out that starting from signcryption KEMs we can only derive one-
pass key establishment protocols with weaker security than those already known
(such as HMQYV).

In the other direction we have been able to use a strong one-pass key estab-
lishment protocol (HMQV) to derive a signcryption KEM with stronger prop-
erties than those known before. However, even though our signeryption KEM is
stronger in terms of confidentiality, it does not provide insider secure authentica-
tion (non-repudiation). It might be possible to obtain a signcryption KEM that
is insider secure with respect to both confidentiality and authentication from a
one-pass key establishment protocol that is sender forward secure and resilient
to KCI attacks. The feasibility of doing this is still not clear.

It remains an open question to derive hybrid signcryption schemes with in-
sider security for both confidentiality and authentication even without using our
generic constructions. Providing more signcryption schemes secure when the ad-
versary has access to a session-state query also remains an interesting challenge.
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A  Proof of Theorem [I

Proof. To prove this theorem we show that if there exists a polynomial time ad-
versary A°MA against the unforgeability of the KEM with non-negligible advan-
tage €, then a polynomial time algorithm ASPH can be constructed that solves
the Gap Diffie-Hellman (GDH) problem with the same advantage as A“M4.
Recall that the GDH problem entails solving the Computational Diffie-Hellman
(CDH) with the assistance of a decisional Diffie-Hellman oracle Oppy [20].

Let A = aP, B = bP be the problem instance given to A“PH with the goal to
find the value abP. APH runs AM4 and simulates the answers to the queries
made by A°M4 as shown below.

— Hash: For Hash queries , ASPH initially starts with an empty list L.

On input (S, R, X), ASPH first checks to see if there is an existing en-
try (S’ R XK ) for some K in Ly that stores the past returned hash values.
If so, it returns the corresponding K; otherwise it accesses the global encap-
sulation list Lg and does the following:

if (S, R,C, K) € Lg for some K and C values then
compute Y = (X — C)
if ODDH(PS,PT,Y) = True then
if P, = A and P, = B then
return Y as solution to the GDH challenger and exit
else
return K to
update Ly = Ly|(S, R, X, K)
end

ACMA

else
Select K randomly from the key distribution and return it to A“M4
update Ly = Ly||(S, R, X, K)
end
else
Select K randomly from the key distribution and return it to A“M4
updateLs = Ly|(S, R, X, K)
end
— FEO: Initially APH has an empty encapsulation list Lg. On input (Ps, P,),
ACPH first selects C' € G. It then checks each entry (S’, R, X, K) in Ly to
see if Oppu(Ps, Pr, X — C) = True for the same (Ps, P,) as in the input to
FEO. If so, it fetches the corresponding K from L ; otherwise it selects K
randomly from the symmetric key distribution. It returns (K, C) to A°MA4,
Finally, Le is updated to Le = Le ||(S, R, K, C).
— FDO: On input (Py, P, C), ASPH first checks to see if there is an entry(S’7 R,
C, K) € Lg.
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In case of a match it returns the corresponding symmetric key K. Otherwise,
it does the following:

if (S, R, X, K) € Ly for some X then
compute Y = (X — C)
if ODDH(PS,PT,Y) = True then
if P, = A and P, = B then
return Y as solution to the GDH challenger and exit
else
fetch corresponding K from Ly and return it to ACMA
update Lg = Le||(S, R, K, C)
end
else
Select K randomly from the key distribution and return it to A“M4
update Le = L¢||(S, R, K, C)
end
else
Select K randomly from the key distribution and return it to
update Le = L¢||(S, R, K, C)
end

ACMA

Answering the GDH challenger: Eventually, A“M4 outputs a forgery (K*,C*)

as an encapsulation created by S from R. For the forgery to be valid under
the outsider unforgeability notion FEO/FDO-sUF-CMA, C* must be a valid
encapsulation of K*. If C* is a valid encapsulation of K* then A°M™4 must have
queried the Hash with corresponding keying material, in which case ASPH would
have answered the GDH challenger already. Hence, the advantage of APH ¢
in solving the GDH problem is the same as the advantage of A“MA, i
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Abstract. We observe a natural generalisation of the ate and twisted
ate pairings, which allow for performance improvements in non standard
applications of pairings to cryptography like composite group orders. We
also give a performance comparison of our pairings and the Tate, ate and
twisted ate pairings for certain polynomial families based on operation
count estimations and on an implementation, showing that our pairings
can achieve a speedup of a factor of up to two over the other pairings.

1 Introduction

Initiated by the pioneering works [I8/I3I5] on identity based key agreement,
one-round tripartite Diffie-Hellman key exchange and identity based encryption
respectively, the investigation of pairings has become one of the most attractive
areas in contemporary cryptographic research. A host of pairing based proto-
cols has been developed since 2001, offering superior efficiency or greater, novel
functionality over classical protocols.

The currently only known instantiations of pairings suitable for cryptography
are the Weil and Tate pairings on elliptic curves or on Jacobians of more general
algebraic curves. In view of the applications, efficient algorithms for computing
these pairings are of great importance.

The Tate pairing on elliptic curves is usually the most efficient choice. It is
generally computed using Miller’s algorithm [I4I15] or a much improved ver-
sion of Miller’s algorithm presented in Barreto et al [2]. Duursma and Lee [9]
subsequently introduced a very special algorithm on a class of supersingular hy-
perelliptic curves over finite fields. Barreto et al [I] generalised this algorithm
to efficiently compute a particular form of the Tate pairing, called iy pairing,
on supersingular elliptic and hyperelliptic curves. The main improvement here
is that the loop length in Miller’s algorithm for computing the Tate pairing can
usually be reduced to at most half the length when computing the np pairing.
Hess et al [12] have generalised the nr pairing in two ways to ordinary elliptic
curves, retaining the efficiency advantage of the np pairing over the Tate pairing
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and at the same time enabling larger embedding degrees. The pairings from [12]
are called ate pairing and twisted ate pairing.

The dramatic efficiency improvements of the np pairing and the ate and
twisted ate pairings over the Tate pairing are not always possible. Let E be
an elliptic curve over Fy with #E(F,) = ¢+ 1 — ¢ and let r be a large prime
factor of #E(F,). The loop length in Miller’s algorithm for the Tate pair-
ing is roughly log,(r), while the loop length of the nr and ate pairings is
roughly log,(|t|). Since [t| < 2,/q by the theorem of Hasse, we have roughly
logs(Jt]) < (1/2)logy(q). Now, in standard situations one has approximately
log,(r) = logy(q), so logs([t]) < (1/2)logy(r) and the statement on the loop
lengths follows. But as soon as 7 < (1/2)log,(g), the Tate pairing may actually
become faster than the nr or ate pairings.

In the present paper we observe a generalisation of the ate and twisted ate
pairings which we call optimised ate and optimised twisted ate pairings. The
loop length of these pairings is roughly equal to log,(]S|), where S is any integer
such that S = ¢ mod r (we choose S to be of minimal absolute value). Note
that S = ¢ — 1 mod r because of r|#E(F,) and that roughly |S| < r/2. With
this choice of S we thus obtain a pairing that is always at least as fast as the
Tate pairing and the ate pairings. We also provide a performance comparison
of our optimised pairings and the Tate, ate and twisted ate pairings for certain
polynomial families, showing that our pairings can achieve a speedup of a factor
of up to two over the other pairings.

The significance of our result is twofold. First, our pairings are very natural
generalisations of the ate and twisted ate pairings. Second, while our pairings
do not offer a performance improvement for standard applications of pairings in
cryptography, they may prove useful for special embedding degrees or composite
group orders. The use of composite group orders in pairing based protocols has
recently attracted much interest, see for example [6U7]. If pairing values are to
be computed in prime order subgroups with known subgroup orders (we are
currently not aware of any protocols based on this situation) then our pairings
can offer performance improvements.

This paper is organised as follows. Section 2 gives a brief mathematical de-
scription of the Tate pairing, np pairing and the ate and twisted ate pairings.
Section 3 contains our main theorem about the optimised ate and optimised
twisted ate pairings. Section 4 contains a performance comparison of our pairings
against the Tate, ate and twisted ate pairings, using operation count estimations
and our implementation of these pairings. We draw conclusions in Section 5.

2 Background

2.1 Tate Pairing

Let IF, be a finite field of characteristic p and E an elliptic curve defined over F,.
Let r be a large prime coprime to ¢ such that r|#E(F,). The embedding degree
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k with respect to ¢ and r is the smallest positive integer k such that r|(g* — 1).
We also require 72 { #E(F ). The point at infinity of F is denoted by O.

For every P € E(F ) and integer s let f, p be an [F r-rational function with
divisor div(fs,p) = s(P) — (sP) — (s — 1)(O). Note that fs p is uniquely defined
up to non-zero scalar multiples from Fgx.

Let P € E(Fu)[r] and Q € E(Fg ). Choose an arbitrary (random) R €
E(F ) such that #{P,0,Q + R, R} =4, and let D = (Q + R) — (R). Then the
Tate pairing is a non-degenerate bilinear pairing defined by

(o) B(E )] x B(Fge) frE(F ) — Er /(%)
<P7 Q)r = fr,P(D) 'F;k-

Pairing-based protocols require unique elements (and not classes) in the do-
main and range of the Tate pairing. Using the isomorphisms ¢, : E(F)[r] —
E(Fy)/rEFg), Q = Q+rE(Fy) and Xy B /(FX)" = pip, a-F )5 > a(@ /7
with p, = ]quk. [r], the group of r-th roots of unity, we obtain the reduced Tate
pairing as

t: E(Fgr)[r] x E(Fgr)[r] — pr,
HP,Q) = x»({P,¢:(Q)),) = (P,Q){d"~V/7.

Galbraith et al [11] shows that r can be replaced by any integer N such that

k_ 1) 3 _ (¢"—1)/N
rIN|(¢" — 1), ie. t(P,Q) = (P, Q)N :
One can compute f,.p(Q) for Q@ € E(F,x) using Miller’s algorithm. For a
description of Miller’s algorithm and numerous optimisations see Barreto et al [2].
A particularly noteworthy optimisation from [2] is

H(P,Q) = fr.p(Q) D/,

which holds for P € E(F,).

The nr pairing and ate and twisted ate pairings, which are discussed in the
next sections, are all restrictions of some power of the reduced Tate pairing to
suitable subgroups of E(IFx).

2.2 nr Pairing

Let E be a supersingular elliptic curve with distortion map ¢ : E(F,) — E(F )
and let #E(F,) = g + 1 — t. Barreto et al [I] have introduced the (reduced) 7y
pairing which is defined by

nr(P.Q) = frp((@) V"

for T = q—#E([F,) =t—1and P,Q € E(F,)[r]. It is a bilinear and non-
degenerate pairing if certain conditions are met.

The main improvement of the np pairing over the Tate pairing is that the loop
length in Miller’s algorithm for the evaluation of fr p at a point is at most only
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half the loop length required for the evaluation of f, p at a point, if r ~ #E(F,)
holds true. The reason for this is that 7" has at most only half the bit length of
#E(F,) according to the theorem of Hasse.

2.3 Ate Pairing and Twisted Ate Pairing

The ate and twisted ate pairings have been introduced by Hess et al [12]. These
pairings can be regarded as variations or generalisations of the np pairing for
ordinary elliptic curves.

Let E be an ordinary elliptic curve. As in the case of the np pairing, let
#E(F,) = g+1—tand T = t—1. Also write N = ged(T*—1,¢¥—1) > 0 and T*—
1=LN.Let my: (x,y) — (29,y?) be the ¢g-power Frobenius endomorphism on F
and define two groups G; = E(F,)[r] = E[r]NnKer(n, — 1), Go = E[r]NKer(m, —
q). Moreover, define 29" = fr.q/(2" fr.¢)(0O), where z is a local uniformiser
at O. Finally, let ¢y = Zi:ol TrF=1=¢" = kqg"~! mod r (these definitions hold
equally for positive or negative T').

The ate pairing is defined as

ar(Q, P) = fgm ()@ N

for @ € Gy and P € Gy. If k|#Aut(E), then the twisted ate pairing is defined
as
ja C k7
at (P, Q) = fr.p(Q) r(¢"—1)/N
for P € Gy and @ € Gs. The ate pairing and twisted ate pairing are bilinear
and non-degenerate if and only if r { L.
Like the nr pairing, the ate and twisted ate pairing can be computed using

at most half the loop length in Miller’s algorithm in comparison with the Tate
pairing, if r = #E(F,).

2.4 Twists

The fairly restrictive condition k|#Aut(E) for the twisted ate pairing (note
#Aut(FE) < 6 for ordinary E) is related to the existence of twists of E.

Let E and E’ be two ordinary elliptic curves over F,. The curve E’ is called
a twist of degree d of E if there exists an isomorphism v : B/ — E defined over
F,a and d is minimal with this property. Then the condition d|#Aut(£) holds
true if and only if E' admits a twist of degree d.

Table [ contains information about the various twists of elliptic curves in
characteristic > 5 together with the twisting isomorphisms. The element D has
to be chosen from F, such that the twisting isomorphisms are properly defined
over Fa.

Twists can be used in conjunction with the ate and twisted ate pairing to
achieve point compression and a protocol depending speed up. If E’ is a twist of
E of degree d and de = k, then it is possible to choose a twisting isomorphism
¢ : E' — E such that ¢(E'(Fy)) = Ga. This allows to work with Q" = ¥ ~1(Q)
instead of (). Note that in the supersingular case we can have ' = F and the
twisted ate pairing then coincides with the n pairing.
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Table 1. Twists of Elliptic Curves in Characteristic > 5

d=2 E:y2:x3—|—Ax+B,

E y2 :x3+A/D2x+B/D3,

B = B (z,y) — (Dz, D2),
d=14 E:y® =2+ Az,

E' oy ::ES—I—A/DJ:,

Vi E = E:(z,y) — (D22, DY),
d=3,6 E:y*=12"+B,

E’;y2:x3+B/D,

Y E = E:(x,y) — (D2, DY?y).

3 Optimised Versions of the Ate and Twisted Ate
Pairings

Let E be an ordinary elliptic curve over FF,. The next theorem provides a gen-
eralisation of the ate and twisted ate pairings by replacing "=t — 1 with any
integer S such that S = ¢ mod r.

Theorem 1. Let S be any integer with S = qmod r. Define N = ged(S* —
1,¢* —1) >0 and L = (S*¥ —1)/N. Let cg = Zi:ol Sk=1=igt mod N. Then

as : Gy x Gy — Ly, (Q7P) NN gf)ém(P)cs(qk,I)/N

defines a bilinear pairing. If k| #Aut(FE) then

twist

ag™ Gy x Gy — pr,  (P,Q) — fs,p(Q)es@ D/

also defines a bilinear pairing. Both pairings as and a2"* are non-degenerate if

and only if 1 L.
The relation with the reduced Tate pairing is

as(Q,P) = (Q,P)" and a§™"(P,Q) =t(P,Q)".

We remark that if P = O or Q = O then the pairing values are defined to be
equal to 1. Also, if P = @ (only possible for &k = 1) then P needs to be replaced
by any divisor (P 4+ R) — (R) coprime to (Q)) — (O) for the first pairing and by
(Q + R) — (R) coprime to (P) — (O) for the second pairing, with R € E(F,).

We will show that under certain conditions a suitable choice of S yields pair-
ings as and a%"* which are more efficient than the ate pairing ar and the
twisted ate pairing af"s* for T' = t — 1. For these choices of S, we call ag and
a2t optimised ate and optimised twisted ate pairing.

Theorem [I] can also be applied to the base extensions E. of E over Fge (i.e.
E regarded as an elliptic curve over Fge) for 1 < e < k — 1. The subgroups G,
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and Gz of E[r] remain invariant under such base extensions and the embedding
degree of E. with respect to r is k. = k/ ged(k, ¢). Hence Theorem [M also holds
true after replacing ¢ by ¢° and k by k. for any e with 1 < e < k — 1. This
observation allows for example to apply the twisted ate pairing in the case k ¢
#Aut(E) and ged(k, #Aut(E)) # 1, where we choose e = k/ ged(k, #Aut(E)) so
that k. = ged(k, #Aut(E)) and k. | #Aut(E.). Another application is to further
minimise the absolute value of S. This has been observed in [22], where a number
of interesting examples are given.

Proof (of Theorem [l). The proof is essentially the same as in [I2], but slightly
more general. In the following, we only adapt the main arguments of [I2] to our
setting.

We let 1) = m, for the ate pairing case and i) = ym, for the twisted ate pairing
case, where v € Aut(E) is an automorphism of order k such that (ym,)(Q) = Q
and (ymy)(P) = ¢P. If we interchange P and @ for the twisted ate pairing we

have 1(P) = P, $(Q) = ¢@Q = SQ and need to consider fg,o(P)°s@ =D/ like
for the ate pairing. This allows us to deal with both cases simultaneously.
From Lemma 1 of [I2] we obtain

HQ,P) = fro(P) " 1/ = fy o(P)@ DN
and

Q. P)" = fN,Q(P)L(qkfl)/N = fLN,Q(P)(qkfl)/N
= fSk,l)Q<P)(qk_1)/N
= forg(P) DN, M

Lemma 2 of [I] yields
k—1 k—2
fsvq= fg,Q fg,SQ e fs,s0-1q- (2)
Since v is purely inseparable of degree ¢, we obtain from Lemma 4 in [12]
fswi@) ° P = fg‘,Q' (3)
We have ¥(Q) = S°Q and ¢*(P) = P. Combining this with @) and (@) gives
k—1 gk—1—1i i
forq(P) = fsq(P)=i=o s 0 (4)
Substituting @) into () gives
HQ. P = fsq(P) = /N, (5)

Now (@) shows that ag and afgWiSt are bilinear pairings, which are non-degenerate
if and only if r { L. 0
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4 Performance Evaluation

We provide some families of elliptic curves admitting a twist of degree 4 and 6,
and compare the costs of our optimised pairings with the standard pairings.

4.1 Polynomial Families

Assume g = p. If A =1,2,3 in the CM equation 4p — t> = AV?, then the corre-
sponding elliptic curves can be generated without the full CM algorithm [10], for
example by randomly choosing a and § in the equation below until the correct
curve is found (but see also [17]).

By =2 +ax (A=1)
By :y* = 2% — 30ax? + 560° (A=2)
Es:y’=2"+0 (A=3)

The endomorphism rings are isomorphic to Z[\/ —A] and Fy, Fy and E3 admit
twists of degree 4, 2 and 6 respectively.

Let p =logp/logr be the ratio between the bit lengths of the finite field and
the order of the subgroup. Some polynomial families such that 4p—t2 is a square
polynomial have been presented

— in [8], for k=4 and p ~ 2,

— in [I9], for k =6 and p ~ 2,
— in [I0], for k£ =8 and p ~ 3/2,
—in [, for k=12 and p ~ 1.

The details of these polynomial families are given in Appendix 1.

4.2 Efficiency Comparison

We follow the analysis of [I6] and compare the Tate pairing f, p(Q), ate pairing
fr.q(P), twisted ate pairing fre p(Q), optimised ate pairing fg o(P) and opti-
mised twisted ate pairing fg, p(Q) on ordinary elliptic curves admitting a twist
of degree 6 when k = 6,12 and of degree 4 when k = 4,8. We refer to fn p(Q) as
a Miller-Lite operation and fn,o(P) as a Miller-Full operation. We denote the
cost of the Miller-Lite operation by Ctpite and the cost of the Miller-Full opera-
tion by Cru. Assume both operations use projective coordinates. On the form
Y? = X3+ AX + B, the costs for Miller-operations are estimated as follows [12].
When A = -3:

ClLite = (451 + (2 + 7)My + Sk + My)logs N
Crun = (48e + 6M, + 2eMy + Sy, + Mj)logy N

When A = 0:

CLite = (551 + (2¢ + 6)M1 + Sy, + M) logy N
C(Full = (556 + 6Me + 26M1 + Sk; + Mk) 10g2 N

where s = 239, M, = 3’57 M, S, = M, with respect to multiplication in IFqu.
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Table 2. The Costs Required for the Different Pairings

Cost (average size t)
Security Level Method Standard Optimised

309

k=4,d=14 Tate 4960
log, p ~ 320 ate 4800 2400
log, r ~ 160 twisted ate 4960 2480
k=6,d=6 Tate 11008
log, p ~ 512 ate 5504 5504
log, 7 ~ 256 twisted ate 5504 5504
k=8,d=14 Tate 17664
log, p ~ 384 ate 16896 16896
log, 7 ~ 256 twisted ate 26496 13248
k=12,d=6 Tate 26880
log, p ~ 256 ate 16256 16256
log, r ~ 256 twisted ate 26880 20160

Using the parameters in Appendix 1, we estimate the loop length for each
pairing. The results are given in Table

When k = 4 the optimised ate and optimised twisted ate pairing are twice as
fast as the Tate, ate and twisted ate pairing. When k = 8 the optimised twisted
ate pairing is more efficient than the optimised ate pairing. We conclude that
our optimised pairings always run at least as fast as the Tate pairing, and the
loop length of the optimised (twisted) ate pairing can be at least reduced to

dzge(gr()rgl of the loop length of the Tate pairing when ¢t — 1 > r for the optimised

ate pairing and (¢ — 1)¢ > r for the optimised twisted ate pairing.

4.3 Implementation Evaluation

We have implemented all pairings on Gy x Gg for £ = 4 using the GNU MP
library in C++ to demonstrate the effectiveness of our proposal. Table[3] presents
the running times for Tate pairing, twisted ate pairing and optimised twisted
ate pairing excluding the final powering. The detailed parameters are given in
Appendix 2.

Table 3. The Running Time for the Different Pairings

Security Level Method Running time
k=4 Tate 11.3
log, g ~ 320, log, r ~ 160 Twisted ate 11.1
MOV security ~ 1280 Optimised twisted ate 5.7

5 Conclusion

We have described very natural optimised variants of the ate and twisted ate
pairing which are simultaneous improvements over the Tate, ate and twisted ate
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pairings. We have provided some sample polynomial families for which the loop
length in Miller’s algorithm for our optimised pairings is shorter by a factor of
dzgeg()rgl in comparison to the loop length for the Tate pairing when ¢t —1 > r for
the optimised ate pairing and (¢ — 1)¢ > r for the optimised twisted ate pairing.
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Polynomial families for k& = 4,6,8,12 from [84I0] and the values of e =
k/ged(k, #Aut(E)), T =t—1, S =pmod r and S, = p® mod r.

k=4
p=2824+622+22+1
r=4z2+1

t=4224+22+2
AV? = 42%(22 — 1)?

A=1
e=1
T=42>24+22+1
S =2z
k=6

p=27244+9224+322+32+1
r=9224+32+1

t=3z+2

AV = 322(62 + 1)

A=3

e=1

T=32+1

S=T
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k=8

p= (8125 +542° + 4524 + 1223 + 1322 + 62 + 1)
r=92*+12234+822 +42+1
t=—-923—-322-22

AVZ = (32 +1)?

A=1

e=2

T=-923-322-22-1

T? = 8120 + 542° + 452* + 3023 + 1022 + 42 + 1
S=T

Se =p>modr =—182% — 1522 — 10z — 4

k=12

p =362 +362% 4+ 2422 + 62+ 1
r=362* +362%+ 1822 + 62+ 1
t=622+1

AV? = 3(62% + 42 + 1)?

A=3

e=2

T =622

T2 = 362*

S=T

Se =p?>modr = —362% — 1822 — 6z — 1

Appendix 2

The parameters for the pairing implementation in Section 4.3.

k=4
p=680241220348515477477949259894191902369939655391504568151207016994
661689050587617052536187229749 (319 bit)

E:y?=2%4+3x

E':y? =23+ (3/D)z, where 1/D = v? and v?> —2 =0
#E(F,)=6802412203485154774779492598941919023699396553903381709458361
23217606411022317222264735061564936 (319 bit)
#F'(IF,,)=680241220348515477477949259894191902369939655392670965356577
910771716964918860599461430061667370 (319 bit)

r = 1166397205370893777055276948271688598347500051217 (160 bit)

t = 1166397205370893777055278028270394787801125664814 (160 bit)

T = 1166397205370893777055278028270394787801125664813 (160 bit)

S = 1079998706189453625613596 (80 bit)
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Abstract. We propose two simple and efficient deterministic extractors
for J(Fq), the Jacobian of a genus 2 hyperelliptic curve H defined over
F,, for some odd g. Our first extractor, SEJ, called sum eztractor, for a
given point D on J(Fy), outputs the sum of abscissas of rational points
on H in the support of D, considering D as a reduced divisor. Similarly
the second extractor, PEJ, called product extractor, for a given point D
on the J(Fy), outputs the product of abscissas of rational points in the
support of D. Provided that the point D is chosen uniformly at random
in J(IF,), the element extracted from the point D is indistinguishable
from a uniformly random variable in F,. Thanks to the Kummer surface
IC, that is associated to the Jacobian of H over F,, we propose the sum
and product extractors, SEK and PEX, for KC(IFy). These extractors are the
modified versions of the extractors SEJ and PEJ. Provided a point K is
chosen uniformly at random in K, the element extracted from the point
K is statistically close to a uniformly random variable in F,.

Keywords: Jacobian, Hyperelliptic curve, Kummer surface, Determin-
istic extractor.

1 Introduction

A deterministic extractor for a set S is a function that converts a random point
on S to a bit-string of fixed length that is statistically close to uniformly random.
In this paper, we propose two simple and efficient deterministic extractors for
J(Fy), the Jacobian of a hyperelliptic curve H of genus 2 defined over Fy, for
some odd ¢. Our first extractor, SEJ, called sum extractor, for a given point D
on J(F,), outputs the sum of abscissas of rational points on H in the support
of D, considering D as a reduced divisor. Similarly the second extractor, PEJ,
called product extractor, for a given point D on the J(Fy), outputs the product
of abscissas of rational points in the support of D. Provided that the point D is
chosen uniformly at random in J(F,), the element extracted from the point D
is indistinguishable from a uniformly random variable in F,.

Let K be the Kummer surface associated to the Jacobian of H over F,. Then
there is a map & from J(F;) to K(IF,), so that a point and it’s opposite in
J(IF,) are mapped to the same value. Using this map, we propose two simple

S.D. Galbraith (Eds.): Cryptography and Coding 2007, LNCS 4887, pp. 313 2007.
© Springer-Verlag Berlin Heidelberg 2007
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and efficient deterministic extractors, SEK and PEK, for the Kummer surface K.
If a point K is chosen uniformly at random in &, the element extracted from
the point K is statistically close to a uniformly random variable in F,,.

The use of hyperelliptic curves in public key cryptography was first intro-
duced by Koblitz in [I5]. The security of hyperelliptic cryptosystems is based
on the difficulty of discrete logarithm problem in the Jacobian of these curves.
Hyperelliptic curves of genus 2 are undergoing intensive study. They were shown
to be competitive with elliptic curves in speed and security. Various researchers
have been optimizing genus 2 arithmetic (see [2/T6JT7]). The security of genus
2 hyperelliptic curves is assumed to be similar to that of elliptic curves of the
same group size (e.g see [10]).

The use of Kummer surface associated to the Jacobian of a genus 2 curve is
proposed for faster arithmetic (see [ZIIIIT6]). The scalar multiplication on the
Jacobian can be used to define a scalar multiplication on the Kummer surface.
It could be used to construct a Diffie-Hellman protocol (see [21]). In addition,
it is shown in [21]], solving the discrete logarithm problem on the Jacobian is
polynomial time equivalent to solving the discrete logarithm problem on the
kummer surface.

The problem of converting random points of a variety (e.g a curve or Jaco-
bian of a curve) into random bits has several cryptographic applications. Such
applications are key derivation functions, key exchange protocols and design
of cryptographically secure pseudorandom number generators. As examples we
can mention the well-known Elliptic Curve Diffie-Hellman protocol and Diffie-
Hellman protocol in genus 2. By the end of Diffie-Hellman protocol, the parties
agree on a common secret element of the group, which is indistinguishable from
a uniformly random element under the decisional Diffie-Hellman assumption
(denoted by DDH). However the binary representation of the common secret el-
ement is distinguishable from a uniformly random bit-string of the same length.
Hence one has to convert this group element into a random-looking bit-string.
This can be done using a deterministic extractor.

At the moment, several deterministic randomness extractors for elliptic curves
are known. Kaliski [T4] shows that if a point is taken uniformly at random
from the union of an elliptic curve and its quadratic twist then the abscissa of
this point is uniformly distributed in the finite field. Then Chevassut et al. [5],
proposed the TAU technique. This technique allows to extract almost all the bits
of the abscissa of a point of the union of an elliptic curve and its quadratic twist.
Giirel [12] proposed an extractor for an elliptic curve defined over a quadratic
extension of a prime field. It extracts almost half of the bits of the abscissa of a
point on the curve. Then, Farashahi and Pellikaan proposed the similar extractor,
yet more general, for hyperelliptic curves defined over a quadratic extension of a
finite filed in odd characteristic [§]. Furthermore, their result for elliptic curves
improves the result of [I2]. Two deterministic extractors for a family of binary
elliptic curves are proposed by Farashahi et al. [9]. It is shown that half of the
bits of the abscissa of a point on the curve can be extracted. They also proposed
two deterministic extractors for the main subgroup of an ordinary elliptic curve
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that has minimal 2-torsion. In our knowledge, up to now, no extractor is defined
for the Jacobian of a hyperelliptic curve.

We organize the paper as follows. In the next section we introduce some
notations and recall some basic definitions. In Section [3] we propose extractors
SEJ and PEJ for J(F,), the Jacobian of a genus 2 hyperelliptic curve H over
F,. We show that the outputs of these extractors, for a given uniformly random
point of J(IF,), are statistically close to a uniformly random variable in F,. For
the analysis of these extractors, we need some bounds on the cardinalities of
SEJ"1(a) and PEJ"1(b), for all a,b € F,. We give our estimates for them in
Theorems2land Bl Then, in Section @] we give the proofs of the main Theorems
and Bl In Section B we propose two extractors SEK and PEK for K(F,), the
Kummer surface related to J(F,). These extractors are modified versions of the
previous extractors, using the map x from J(F,) to K(F,). We conclude our
result in Section [l Furthermore, in appendix, we introduce some corresponding
problems for the proof of the main Theorem

2 Preliminaries

Let us define the notations and recall the basic definitions that are used through-
out the paper.

Notation. Denote by Z,, the set of nonnegative integers less than n. A field is
denoted by F and its algebraic closure by F. Denote by F* the set of nonzero
elements of . The finite field with ¢ elements is denoted by F,, and its algebraic
closure by F,. Let C be a curve defined over [Fy, then the set of F,-rational points
on C is denoted by C(F,). The x-coordinate of a point P on a curve is denoted
by xp. The cardinality of a finite set S is denoted by #.5. We make a distinction
between a variable x and a specific value z in F.

2.1 Finite Field Notation

Consider the finite fields IF; and 2, where g = p", for some odd prime number
p and positive integer k. Fix a polynomial representation F,2 = F,[t]/(t* — ),
where o is not a quadratic residue in F,. Then F . is a vector space over I,
which is generated by the basis {1,t}. That means every element x in F2 can
be represented in the form x = x¢ + z1¢, where xy and z; are in F,.

Let ¢ : F; — F, be the Frobenius map defined by ¢(z) = 9.

2.2 Hyperelliptic Curves

Definition 1. An absolutely irreducible nonsingular curve H of genus at least
2 is called hyperelliptic if there exists a morphism of degree 2 from H to the
projective line.
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Theorem 1. Let 'H be a hyperelliptic curve of genus g over F,, where q is odd.
Then 'H has a plane model of the form

y® = f(x),

where [ is a square-free polynomial and 2g + 1 < deg(f) < 2g + 2. The plane
model is singular at infinity. If deg(f) = 2g+1 then the point at infinity ramifies
and H has only one point at infinity. If deg(f) = 2g+ 2 then H has zero or two
Fg-rational points at infinity.

Proof. See [16]. O

In this paper we consider a hyperelliptic curve H that has only one point at
infinity. One calls H an imaginary hyperelliptic curve.

2.3 Jacobian of a Hyperelliptic Curve

Let ‘H be an imaginary hyperelliptic curve of genus g over F,, where ¢ is odd.
Then H has a plane model of the form y? = f(x), where f is a square-free
polynomial and deg(f) = 2¢ + 1. For any subfield K of F, containing F,, the set

H(K) = {(z,y) s 2,y € K, y* = f(2)} U{Px},

is called the set of K-rational points on H. The point P, is called the point at
infinity for H. A point P on H, also written P € H, is a point P € H(F,). The
negative of a point P = (z,y) on H is defined as —P = (z, —y) and — Py, = Pso.

Definition 2. A divisor D on H is a formal sum of points on H

D=> mpP,

PeH

where mp € 7, and only a finite number of the mp are nonzero. The degree of D
is defined by degD = 3 p .,y mpP. The divisor D is said to be defined over K, if
for all automorphisms ¢ in the Galois group of K, ¢(D) = " pcyymp p(P) = D,
where p(P) = (p(x), ¢(y)) if P = (z,y) and p(Pe) = Poo.

The set of all divisors on H defined over K, denoted by Divy(K), forms an
additive abelian group under the addition rule

Z mpP + Z npP = Z(mp —|—np)P.

PeH PeH PeH

The set Div, (K) of all divisors on ‘H of degree zero defined over K is a subgroup
of Divy(K). In particular, Div}, = Div, (K).

Let K[H] be the coordinate ring of the plain model of H over K. Then the
function field of H over K is the field of fractions K(H) of K[H]. For a polynomial
R in K[H], the divisor of R is defined by div(R) = > pc4 ordp(R)P, where
ordp(R) is the order of vanishing of R at P. For a rational function R = F/G,
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where F, G € K[H], the divisor of R is defined by div(R) = div(F) — div(Q)
and is called a principal divisor. The group of principal divisors on H over K is
denoted by Py (K) = {div(R) : R € K(H)}. Specially Py = Py(K) is called the
group of principal divisors on H.

Definition 3. The Jacobian of H over K is defined by
In(K) = Dindy (K)/ P (K).
Similarly, the Jacobian of H is defined by Jy = DivY,/Py.

For each nontrivial class of divisors in Jy(K), there exist a unique divisor D on
‘H over K of the form .
D =) P —rPy,
i=1
where P; = (z;,vy;) # P, P; # —Pj, for i # j, and r < g. Such a divisor is
called a reduced divisor on H over K. By using Mumford’s representation [19],
each reduced divisor D on ‘H over K can be uniquely represented by a pair of

polynomials [u(z),v(z)], u,v € K[z]|, where u is monic, deg(v) < deg(u) < g,

and u | (v? — f). Precisely u(z) = [];_,(z — ;) and v(z;) = y;. The neutral

element of J3(K), denoted by O, is represented by [1, 0]. Cantor’s algorithm, [3],
efficiently computes the sum of two reduced divisors in Jy(K) and expresses it
in reduced form.

2.4 Kummer Surface

Let H be an imaginary hyperelliptic curve of genus 2 defined over F, for odd g.
Then H has a plane model of the form

y? = f(x) =2° + faz' + f32° + fox® + fiz + fo, (1)

where f; € F, and f is a square-free polynomial. Then for the curve H, there
exist a quartic surface K in P3, called the Kummer surface, which is given by
the equation

Ak, ko, k3)ki + B(ky, ko, ks)ks + C(k1, ko, ks) = 0,
where
Alky, ko, ks) =k3 — 4k ks,
B(kl, kz, k‘g) = — Q(Qfokf + flk‘%kz + 2f2k‘§]€3 + fgklk‘gk‘g + 2f4]€1k‘§ + k‘gkg),
C(ky, ko, ks) = — 4 fofaki + fTk) — 4fofakike — 2f1 fakiks — 4fo fakTk3
+ 4fok‘§]€2]€3 — 4f1f4k‘§]€2k‘3 + Qflk%k‘?% — 4f2f4k‘%]€32) + f??]{}%k‘%
— Afok1 kS — Afikik2ks — Afokikok2 — 2fsk1 k3 + ki,
Let J(IF,) be the Jacobian of H over F, (see Subsection [Z3]). Then there is a

map
K J(Fg) — K(Fy),
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where k(D) = k(—D), for all D € J(F,) and x(O) = (0,0,0, 1). This map does
not preserve the group structure, however, endows a pseudo-group structure on
K (see [4]). In particular, a scalar multiplication on the image of « is defined by

mk(D) = k(mD),

for m € Z and D € J(F,). It could be used for a Diffie-Hellman protocol (see
[21]). Furthermore, the above definition can be extended to have a scalar multi-
plication on K. Since each point on K can be pulled back to the Jacobian of H
or to the Jacobian of the quadratic twist of H.

2.5 Deterministic Extractor

In our analysis we use the notion of a deterministic extractor, so let us recall it
briefly. For general definition of extractors we refer to [20/22].

Definition 4. Let X and Y be S-valued random variables, where S is a finite
set. Then the statistical distance A(X,Y) of X and Y is

AX,)Y) = %ZSES |Pr[X = s] — Pr[Y = s]|.

Let Ug denote a random variable uniformly distributed on S. We say that a
random variable X on S is 6-uniform, if A(X,Ug) < 6.

Note that if the random variable X is 6-uniform, then no algorithm can dis-
tinguish X from Ug with advantage larger than ¢, that is, for all algorithms
D:S—{0,1}

|Pr[D(X)=1] - Pr[D(Us) =1]] < 6.

See [1§].

Definition 5. Let S, T be finite sets. Consider the function Ext : S — T. We
say that Ext is a deterministic (T, 8)-extractor for S if Ext(Ug) is 6-uniform

on T. That means
A(Ext(Us), Ur) < 6.

In the case that T = {0,1}*, we say Ext is a §-deterministic extractor for S.

In this paper we consider deterministic (IFy, 6)-extractors. Observe that, con-
verting random elements of F, into random bit strings is a relatively easy prob-
lem. For instance, one can represent an element of F, by a number in Z, and
convert this number to a bit-string of a length equal or very close to the bit
length of ¢ (e.g. see [13]). Furthermore, if ¢ is close to a power of 2, that is,
0 < (2" —q)/2" < 6 for a small 6, then the uniform element U, is statistically
close to n uniformly random bits. The following simple lemma is a well-known
result (the proof can be found, for instance, in [3]).

Lemma 1. Under the condition that 0 < (2" —q)/2™ < 8, the statistical distance
between Uy, and Uan is bounded from above by 6.
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3 Extractors for Jacobian

In this section we propose two extractors for the Jacobian of a hyperelliptic curve
of genus 2 in odd characteristic. Then we analyse them.

We recall that H is an imaginary hyperelliptic curve of genus 2 defined over
F,, for odd ¢, and J(F,) is the Jacobian of H over F,. The hyperelliptic curve
H has a plane model of the form y? = f(x), where f is a monic square-free
polynomial of degree 5 (see equation ().

3.1 Sum Extractor for Jacobian

Definition 6. The sum extractor SEJ for the Jacobian of H over Iy is defined
as the function SEJ : J(F,) — F, by

S xp if D=3 | Pi—1Px, 1 <7 <2

SEJ(D) = {0 if D=0.

Remark 1. By using Mumford’s representation for the points of J(IF,), the func-
tion SEJ is defined as

—uy if D = [2% + u1x + ug, v17 + vol,
SEJ(D) =4 —wug if D =[x+ ug,vo],
0 if D=[1,0].
The following theorem gives the estimates for #SEJ~!(a), for all a in F,. In

Subsection [3:3] we use the result of this theorem to analyse the extractor SEJ.
We give a proof of Theorem [2]in Section [l

Theorem 2. For all a € Fy,

|#SEJ" (a) —q| <8y/g+1

and
|#SEI7(0) — (¢+ 1) < 8y/g+ 1.

3.2 Product Extractor for Jacobian

Definition 7. The product extractor PEJ for the Jacobian of H over F, is de-
fined as the function PEJ : J(F,) — Fy, by

[ zp, if D=3 P —1Px,1<7r<2

PEND) = { 0 if D=0.

Remark 2. By using Mumford’s representation for the points of J(Fy), the func-
tion PEJ is defined as
Ug if D= [2? 4wz + uo, v1z + vo),
PEJ(D) = —wug if D = [z + uop,vo],
0 if D=[1,0].
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The next theorem shows the estimates for #PEJ~!(b), for all b in F,,.

Theorem 3. Let b € F}. Let Iy = {z € F} : f1 = 22, fa = zf4}. Then

8\/q +3 @fjb 7é(L
|#PEJ'(b) — q| < 6\/q+3 if fo=0 and b ¢ Iy,
q+4yq if fo=0 and b € I;.
For b =0,
|#PEJT1(0) — (eq +1)| < dey/q,
where e = #{(z,y) € H({F,) : x = 0}.

3.3 Analysis of the Extractors

In this subsection we show that provided the divisor D is chosen uniformly at
random in J(F,), the element extracted from the divisor D by SEJ or PEJ is
indistinguishable from a uniformly random element in F,,.

Let 4 be a F,-valued random variable that is defined as

A=SEJ(D), for Degr J(F,).

Proposition 1. The random variable A is statistically close to the uniform ran-

dom variable Uy, .

A4, Us,) = 0(\}(1).

Proof. Let a € F,. For the uniform random variable Ur , Pr[Ur, = a] = 1/q.
Also for the [Fy-valued random variable 4,

_ #SEJ ()
O OH#IEF,)

The genus of H is 2, so by Hasse-Weil’s Theorem we have
(Va— 1" < #J(Fy) < (Vg+1)"

Theorem [Z gives the bound for #SEJ~!(a), for all a € F,. Hence

Pr[A = d

A(4,Ur,) :; > |Prla = a] - Pr[Up, = a|
a€l,
1 #SEJ ' (a) 1’
2 ZF: #J(F) g
:|q#SEJ—1(0) — #J(Fy)| Yy lg#SEI " (a) — #J(F,)|
2q#J (Fy) 2q#.J(F,) '

acly
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Then
12 —4 4./q — 1 —1)(12 -5 4./ —1
A4, Us,) S( av/q—4q+4y/q—1)+ (g )i 4/q —5¢ +4y/q — 1)
2q(v/q—1)
124\ =5¢+4/g _ 6+€(q)
2(y/q - 1)* Vi

where €(q) = 43%;55;3*;/11%?. If ¢ > 570, then e(q) < 1. 0
Corollary 1. SEJ is a deterministic (Fy, O( \}q))—emtmctor for J(Fy).
Proof. Proposition [l concludes the proof of this corollary. |

Corollary 2. PEJ is a deterministic (Fq, O( \}q))—extmctor for J(Fy).

Proof. The result of Theorem [3 implies the proof of this corollary. O

4 Proofs of Theorems [2] and

In this section we give the proofs of Theorems 2l and [8l In other words, we are
going to count the cardinalities of #SEJ~!(a), #PEJ"!(b), for all a,b € F,. In
Subsection [l we recall some notes on the Jacobian of H over F,. We give the
proof of Theorem [2lin Subsection £:2l Then, we sketch the proof of Theorem [3]
in Subsection

4.1 Notes on the Jacobian of H over [,

We recall from Section [l that J(IF,) is the Jacobian of H over F,. We partition
J(Fq) as J(Fy) = Jo U J1 U Ja, where Jy = {O} and J,, for r = 1,2 is defined as

J,={D € J(F,): D = [u(z), v(x)], deg(u) = r}.

Recall that O is represented by [1,0].

Note that D is defined over F,, that means for all automorphisms ¢ in the
Galois group of F,, ¢(D) = D.

Let D € Jy, then D = P — P, where P = (zp,yp) € H(F,). The Mumford’s
representation for D is [x — xp,yp].

Let D € J;, then D = P4+ @Q — 2P, where P, # Py and P # —Q. The
divisor D is represented by [u(z),v(z)], such that u(z) = (z — 2p)(z — 2q)
and v is the line through P and Q. Since D is defined over F,, then ¢(D) =
O(P)+ ¢(Q) —2¢(P~) = D, where ¢ is the Frobenius map. There are two cases
for D.

— Suppose ¢(P) = P. Since ¢(D) = D, then ¢(Q) = Q. Thus P, Q € H(F,).
That means

D:P+Q_2PoovPvQEH(]Fq)vpvQ?éPooa-P#_Q

In this case the polynomial u is reducible over F,.
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— Suppose ¢(P) # P. Since ¢(D) = D, so ¢(P) = @ and ¢(Q) = P. Then
¢(¢(P)) = P. Hence P € H(F,2). That means

D =P+ ¢(P)~2Px, P € H(Fz2), P # Po,$(P) # %P.

In this case the polynomial u is irreducible over F,.

Let
:{(PaQ)P7QeH(]Fq)7 PaQ#PDOaQ#_P}7

J? ={(P,¢(P)): P € H(F ), P # Ps, $(P) # —P}.
Lemma 2. Let o : J — Jo be the map defined by
o(P,Q)=P+Q—2P,
and let 04 : J® — Jo be the map defined by
0s(P,¢p(P)) = P+ ¢(P) — 2Px.
Then #0 (D) + #0, (D) = 2, for all D € J,.
Proof. Let D € Jy. Then we have the following cases.

1. Assume D = P+ Q — 2P, such that P,Q € H(F,), P, # P and Q) # P.

Clearly o=1(D) = {(P,Q),(Q, P)} and 0, (D) = 0.
2. Assume D = P+¢(P)— 2Poo,suchthatP€H(]F 2), P # Py and ¢(P) # P.
(

Clearly (D) = 0 and o, (D) = {(P,6(P)), (4(P), P)}.
3. Assume D = 2P — 2P, Where P e H(F,), P # Px. It is easy to see that

o N (D) = 0,1 (D) = {(P, P)}. O

4.2 Proof of Theorem

For the proof of Theorem 2] we need several propositions. First, by Proposition[2]
we transform our problem to the problem of computing sum of the cardinalities
of corresponding sets in Definition Bl Second, in proposition[3 we give a formula
for this sum in terms of the cardinalities of some curves. Finally, by using Hasse-
Weil Theorem, we obtain tight estimates for #SEJ~!(a), for all a € F,.

Definition 8. Let a € F,. Define

Y. ={(P,Q): P,Q € H(F,), zp + z¢ = a},
20 ={(P,¢(P)): Pe H(F.), vp +z4p) = a}.

Proposition 2. For all a € Fg,

$X, + #T9
2

#(SEI" Y (a) N o) = —1.
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Proof. Let a € Fy. Let S, = 0~ Y(SEJ"1(a) N J3) and S = 0;1(SEJ_1(a) N Jo)
(see Lemma ). Then X, = S, U&, and Y?¢ = S? U E?, where &, = {(P,Q) :
(P.Q) € %4,Q = —P} and £ = {(P,6(P)) : (P.o(P)) € 5¢,0(P) = ~P}.
Since S, and &, are disjoint, so #X, = #S,+#&,. Similarly, #X9 = #SP+#E?.

Assume (P, —P) is a point of & or £2, then xp = §. Obviously P is a point
of H(F,) or H(Fg). Suppose f(5) = 0. Then P € H(F;) and P = —P. That
means &, = £ = {(P, P)}. Now, suppose f(3)#0.So P # —P.1f P € H(F,),
then & = {(P,—P), (=P, P)} and £ = . Otherwise, P is a point of H(F,).
Thus ¢(P) = —P. Hence &, = () and £ = {(P,—P), (=P, P)}. In other words

H#Eo + H#HEL =2.
Lemma ] implies that #S, + #S? = 2#(SEJ~!(a) N J2). That concludes the
proof of this proposition. ([

Proposition [ gives the estimate for the cardinality of SEJ™!(a), for a € Fy, in
terms of the sum of the cardinalities of X, and X¢. Now, we are dealing to
have a tight estimate for #X, + #X9, for all a € F,. In order to do that, we
define a curve X,, for a € F,. Then, in Proposition [ we give a formula for
#3,+#X? in terms of the cardinalities of H(F,) and X, (F,). After that, using
the Hasse-Weil’s Theorem, we obtain a tight estimate for #5, + #X9.

The hyperellitic curve H has the plane model defined by

y? = f(x) :H(X_/\i)’ 2)

where \; are pairwise distinct elements of Fy,. (see equation (). Define the two-
variable polynomial @ € F,[x¢,x1] as $(x0,%x1) = f(x0)f(x1). Clearly @ is a
symmetric polynomial. Let a = xg + x; and b = x¢x;. Then from equation (2,
we obtain

5 5
D(xo,x1) = [ (%0 = M) (x1 = Ai)) = [ [ (xox1 — Xilxo +x1) + A7)

i=1 i=1
Define the two-variable polynomial ¥ in Fy[a, b] by

5
#(a.b) = [[(b - ha+ ). (3)

i=1

For a € Fy, let X, be the affine curve defined over Iy, by the equation
y* =¥a(b) = ¥(a,b). (4)
Proposition 3. Let a € F,. Then
#Z0 + #50 = 24+ H(Fy) + #Xa(Fy) — ¢ — 1).

Proof. See Proposition 12 O
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Clearly the affine curve &, is absolutely irreducible, for all a € F,. The curve X,
is nonsingular for almost all a € IF,. Furthermore, the genus of the nonsingular
model of X, is at most 2. By using the Hasse-Weil’s bound for the nonsingular
model of X, we obtain an estimate for #X, (F,).

Proposition 4. For all a € Fy,

[#Xa(Fg) — ql < 4V/q.
Proof. See Subsection [B.1l O

Proof (Theorem[3d). Let a € F,. Proposition 2l shows that

L(SET " (a) N Jp) = 70 s #20 )

From Proposition [3 we have
# T+ #27 = 2(#H(Fy) + #Xa(Fy) —q — 1).
Then by using Hasse-Weil’s bound for H we obtain
[#H(Fy) —q—1] < 4y/q.

Furthermore, from Proposition @l we have

|[#Xa(Fq) — q <4v/qg.
Hence
|#(SEJ71(a) NJ2) —q| <8/

Clearly #(SEJ"1(a)NJ;) equals 0,1 or 2. If @ = 0, then #(SEJ~*(a)NJy) equals
1, otherwise equals 0. So the proof of Theorem 2] is completed. |

4.3 Proof of Theorem

The proof of Theorem Blis similar to the proof of Theorem [l First, in Proposition

Bl we give the estimate for the cardinality of PEJ~1(b), for b € [y, in terms of

the sum of the cardinalities of I, and H;f. Second, in Proposition [@, we give a
relation between #X, +#X¢ and the cardinalities of H(F,) and X, (F,). Finally,
Hasse-Weil Theorem concludes the proof of Theorem [3

Definition 9. Let b € F}. Define
Hb = {(PaQ) : PaQ S HOFQ)’ TpPIQ :b}7
I = {(P,¢(P)) : P € H(F), xprypy = b}.
Proposition 5. For all b € Fy,

[
R L FA T A

where 1, equals the number of square roots of b in .
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Proof. The proof of this proposition is similar to the proof of Proposition 2l So
we leave it for the interested reader. O

Consider the polynomial ¥ € F,[a, b] defined by the equation ([B]). Let A; be the
affine curve defined over Iy, by the equation

5

v =W(a) = [J(0 - na+ D), (5)
=1

for b € F.
Proposition 6. Let b € Fy. Then

#1Dy + 11 = 2#H (Fy) + #X,(F) — q — ),
where e = #{(z,y) € H({F,) : x = 0}.
Proof. The proof of this proposition is similar to the proof of Proposition B [

The affine curve X} is absolutely irreducible and nomnsingular, for almost all
b € F,. In fact the curve A} is reducible if and only if A\; = 0, for some ¢, and
b e Iy, where Iy = {z € F; : f1 = 2%, fo = zf4}. Provided the curve X is
absolutely irreducible, the genus of the nonsingular model of A} is at most 2.
Then Hasse-Weil’s Theorem gives the estimates for # X, (F,).

Proposition 7. Let b € F,. Then

[#X(Fy) — gl <{ 2/q  if fo=0 and b ¢ Iy,
q if fo=0andbe Iy.
Proof. See Subsection [B:21 O

Proof (Theorem[3). Let b € F;. Proposition [o] shows that

[
R LR AT A

where 7, equals the number of square roots of b in F,. It is easy to see that
0 < #(PEJL(b) N J1) <2 and #(PEJ~1(b) N Jy) = 0. So
1, + 11 — 24

[#PEIH(b) —q| < )

+ 2.
From Proposition [0, we have
H#1ly +#11) = 2(#H (Fy) + #X,(Fy) —q —e),

where e is the number of points on H (F,) whose abscissa equals zero. Note that
0 <e < 2. Hence

#I, + H#II) — 29| < 2 |[#H (Fy) + #X(F,) — 2 — 1] + 2.
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Hasse-Weil’s Theorem gives the bound for #H (F,). Then Proposition [7 con-
cludes the proof of Theorem [ for all b € F}.

Now assume that b = 0. It is easy to see #PEJ ™ (0) = e#H (F,) —e+ 1, where
e equals the number of points of H(FF,;) whose abscissa equals zero. So the proof
of Theorem Bl is completed. (I

5 Extractors for Kummer Surface

Consider the hyperelliptic curve H that is defined in equation (). Let & be the
Kummer surface related to J(F,) (Jacobian of H over F,). We recall that each
point of J(F,) can be uniquely represented by at most 2 points on H. Then there
is a map

K J(Fq) — K(Fy)

P+Q—-2Py+—(l:a:b:¢)
P—Py+——(0:1:2p:2%)
Or— (0:0:0:1),

where a = zp + 2g, b = rpxg and

B(a,b) —2ypyo

_ (zp — Q)2 fP#Q
C(a,b) B
4y, if P=0Q,

with _

B(a,b) = ab® + fsab+ fra + 2f4b* + 2f2b + 2fo,
C(a,b) = C(1,a,b).

5.1 Sum Extractor for Kummer Surface

In this subsection we define the sum extractor SEK for the Kummer surface /.
Then we define the sum extractor SEKJ as the restriction of SEK to the image of
k. We briefly mention the analysis of these extractors.

Definition 10. The sum extractor SEK for the Kummer surface K is defined as
the function SEK : K(F,) — Fy, by

ko .
b U RAO,
SEK(k12k22k3:k4): k'S .
ki =0,k
ko if k1=20,ko #0,

0  otherwise.

The following theorem gives the estimates for #SEK~! (a), for all a in F,. By using
the result of this theorem, one can show that SEK is a deterministic (Fy, O( \}q))—

extractor for IC(IFy).



Extractors for Jacobian of Hyperelliptic Curves 327

Theorem 4. For all a € Fy,

[#SEK™!(a) —gq| <4v/q
and
[#SEK™1(0) — (¢ +1)| < 4y/a.
Proof. Note that each point on K can be pulled back to the Jacobian of H or to
the Jacobian of the quadratic twist of H. Furthermore, the map xis 2 : 1 on all
points except the points of order 2 in the Jacobian of H where it is 1 : 1. Then,
the proof of Theorem [2] and the application of that proof for the sum extractor

for the Jacobian of the quadratic twist of H conclude the proof of this Theorem.
O

The scalar multiplication on x(J(IF,)) could be used for a variant of Diffie-
Hellman protocol on this set. For instance, consider the case that J(IF,) is a
cyclic group with generator Dy. Then k(D) is the generator of x(J(F,)). That
brings us to define the following extractor for this set.

Definition 11. The sum extractor SEKJ for k(J(Fy)), is defined as the restric-
tion of the extractor SEK to k(J(Fy)).

The following theorem shows that #SEJ™!(a) = 2#SEKJ !(a), for almost all
a € F;. One can show that SEKJ is a deterministic (Fq,O(\}q))—extractor for

k(J(Fq)) (see Subsection B3)).
Proposition 8. For all a € Fy,
_ #SEJ Ya) +d,
9 )
where d, is the number of two torsion points of J(F,) in SEJ™'(a).

#SEKI ! (a)

Proof. The fact that the map « is 2 : 1 on all points except the points of order 2
in the Jacobian of H where it is 1 : 1, concludes the proof of this proposition. [J

Remark 3. Tt is easy to see that 0 < d, < 3 and Zaqu
two torsion points of J(F,), which is bounded by 16.

d, equals the number of

5.2 Product Extractor for Kummer Surface

In this subsection we define the product extractor PEK for the K. We briefly
mention the analysis of this extractor.

Definition 12. The product extractor PEK for the Kummer surface K is defined
as the function PEK : K(Fy) — F,, by

ks
kj if k1 #0,
L e D B .
PEK(h1 + Ky : ks + Fa) b R=0k#0,

0  otherwise.
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